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Item Presentation Example

Variable Italic Format: XXXXXXXXXXXX
Ul control Bold On thePolicypage, click th@®©Kbutton.
tKS aevyozfa OKEKAYII R208YSFdzyRNBYRSTAYSR | &
Symbol Meaning
This format is used to highlight information of importance or special interest.
[—_If Note Ignoring this type of note may result in ineffective configurations, loss of data
damage tahe device.
—\@/— Tip Thisformat is used to highlight a procedure that will save time or resources.
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1.1 Router mode

1.1.1 Overview
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1.1.2 Set therouter to operatein router mode

1. Log.in to the web Ul of theouter, and selecRouter Modefrom the mode selection drop
down menu at the top right of the pagehd following figures for referenceonly.

@ Setup Wizard Pure AC Mode ™ Exit

Pure AC Mode

2. Confirm the prompt informationand click OK

Note X

Do you want to switch to the router mode?

T 19 Y R
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1.2 Pure AGnode

1.2.1 Overview
L YIdzNBr 21RS s (KS RS OA O30 2yal MBEISEEKNI 20 §  RHSLKBX 851k
O2NB &g héorey Ol NBiyL AR )i
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1.2.2 Set therouter to operatein pure ACGnode

1. Login to thewveb Ul of therouter, and selecPure AQMode from the mode selection drop
down menu at the top right of the pagehd following figures for reference only.

F@ Ssetup Wizard Router Mode v

Router Mode

...........................

2. Confirm the prompt informationand click OK

Note X

Do you want to switch to the pure AC mode?

Ty R



520dzYSy i MhiSNEA 2

2[23RAYR f 2

2.1 Login

L2y @2dzNJ FANRG dza S dz2aSHNRIAS (i KST NRKA SNNE dzieS NNES
j dzA O1 Ayadl fdd dao2 ODIERRREZBEFK 24 (RO ©
LT &2dz gltyld G2 t23 Ay (2 (GKS 46So6 !L 2F GKS |

2.1.1 LAN login

Login to the web Ul in router mode
Login with computer

1. Use an Ethernetableto connect the management computer to the LAN port of thater, or
a switch connected to the LAN port of theuter.

2. Start a web browsersgchas Chromgon your computerand enter ipcwifi.com in the address
bar tologin to the web Ul

&)

&) Mew Tab * =+

C @ ipcwificom

3. Enter the login password, amalickLog in The followingfigureisfor referenceonly.

IP-COM
[ l

@ English

Forgot Password?

Smartphone | Computer

Ty R
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f23Ay LI aag2NR 08 RSTFrdzZ G LF &2dz I NB y 220iCA dzNB ¢
LI 336 YRRGNE | ILAYyOD

F 3 A yNB SFIWSiNG v 3

LT GKS +162@S LI 3IS R2Sa y20 FLIWISFENE GNB GKS ¥F2ff 2
9 dzNBE (KFG GKS YIFyFr3aSYSyid 02 YLMdKISNY SRS LWNR WSNIE & 2(
{ St &2dNJ W@ YLK SNy G2t | RIRNEDAIE AlydzibbY I BASOMIASING | R RNJ
Fdzi 2 YI®B A O £ &

9 y (KSINDLJIY K k A 2I05 & MG b WADN dHpSH O NP g aSNJ F RRNBaa o NJ

F3F AYNBEFIG2SNNIGA 2y @

LF GKS F2ff 20AAdzLKITABS Afa2 RAFJRI AV SRE GKS 5So

Status @
Network Info System Resource Information Running Quality Monitoring Diagnose Statistics of terminals
Q perating r etwork error messeges 2 0 451
unning iratior 46minutels
; , .
WAN1 Connected
i 0 0

Port Info WAN Real-time Rate N Port
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Login with smartphone
LG A& adzAidGrofS FT2NJ 0KS NRABIEBNIF ! ®2 PRNGGI DR 202
GKS t29 agAliOK 2y GKS [!b &aARS 2F GKS NRdziS|
0 KVBi-Fi natvdrk

1. Connectawirelessdevicesuchasasmartphoneii 2
y ¢ K{E{ytt /R YEYPRICKS NP dzi S|

T lta GKFG KIF@S 06SS
L) A5 K2 B 0S5BPMASHSGIRIHILEK hay - 0--- - A-a
GKS flad AaAE RAIRRANBZ®R @Kéﬂﬂ%@$lﬂ.ﬁ$ﬁéﬁ!ﬂ!ﬂ\ll
08 RS8®I dzf

ta GKFG KIF@gS y2i 0SSy {XIFRCAS R ohed siBKR NI
SEA{AVIKXYRLI 8a0gAKR !t

2. Start a browser on yowsmartphone and enteripcwifi.comin the address bar to log in to the
web Ul.

3. Enter the login password, and clic&g in

Log in

Welcome to IP-COM Wi-Fi

English

Smartphone | Computer

T 19 Iy R



520dzYSy i MhiSNEA 2

]
'@'Tip

, LT 2NRY 3 LIAAARANRI @SR 2y (KS LI 3S>T GNEB GKS F2ff
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f23Ay LI aag2NR 08 RSTFrdzZ G LF &2dz I NB y 220iCA dzNB ¢
LI 336 YRRGNE | ILAYyOD

F3F AYNBEFIG2SNNIGA 2y @

, LF¥ GKS 1062@0S LIk 3AS R2Sa y2aG FLIWISFNE GNB (GKS F2ff 2

i 9 dNBGRKEFGt A& 62N ARYWILMENRIISING 20 2 WYRS RBSBR  yiRal s(P KNG

i 2 KSyYy 233Xy A YAKRISEEBAER (ERESENE dzf NI y S @2FNJ( KOSy 8RoSAAAD
RA&l®t SR

i w 8P NBKNS diil 5 NF | Od 2I\NyER aNBIliiSB/& e NS NO2 vy S GiySiFrs Ny Ga ¢
F 3 A yNB SFIWSiNG v 3

L¥ GKS F2fft2¢6Ay3 LI IS Aa& RAALIIFI@SRI &2dz KI @

Status Computer -+

WAN1 Connected

: 32minute(s) 49s

Port Info

WAN Real-time Rate

All WAN Ports

Real-time Upload OMB/s
= Real-time Download OMB/s

More
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Log in to the web Ul in pure AC mode

1. Use an Ethernetableto connect the management computer to the LAN port of tbater, or
a switch connected to the LAN port of thauter.

2. Configurethe IP address of thmmanagementcomputerto one inthe same network segment
asthe router.

C2 NJ SEIUFKISt §F |IKFORENGREBINY 20™ c SR @ O S 41510 |
02 Y LidzmSpMIdiMd Wb y @ Sa T MRYWR HAzy (BB IR & dzo yi &
HPPPHPP PHPpp PN

RRNEB & 3
YI &1

Internet Protocel Version 4 (TCP/IPvE) Properties Iiléj
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@ Use the following IP address:

IP address: 192 168 . 0 . 10
Subnet mask: 255,255,255, 0
Default gateway:

Obtain DMS server address automatically
(@ Use the following DMNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

CK

| =)

3. Start a browser on the computer and visit the IP add@82.168.0.22 by default)of the
router.

%)

) MNew Tab b4

C @@ 192.168.0.252

4.  Enter theloginpasswordand click_ogin.
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1IP-COM

@ English v

Forgot Password?

Smartphone | Computer
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SAKYAG IKISLIOKIMIS NY SG LR NI 2F GK

¢

System

Status

Network Info System Resource Information

Operating ! |
System Tir
Internet connection
failed

Port Info

10

Running Quality Menitoring

No. of Online Clients

Statistics of terminals

0 0 0 0

2.4GHz No. of Clients @ 5GHz No. of Clients
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2.1.2 Remote login

¢ Bf 2 YRYASA | LILI A OINRARISAK SY v KSRI $I K2S8S6  al yI I3SY
Fdzy QG A2y @

'\@,' Tip

. §T2NB e Riged? IBKAMEIZNG (1 OB AL 0SSy $YI PHISR NB@OEHI 0 KS

1. Start a web browsersgchas Chromgonaclientconnected to thanternet, and acess the
router's remote management addres$he following figurds for reference only.

® New Tab X +

C @ http://fvhkbgao.web.ip-com.com.cn:8080

2. Enter the login password, aradickLog in

1IP-COM

@ English v

Forgot Password?

Smartphone | Computer

T 19 ¥ IR

L¥ GKS F2ff2¢6Ay3 LI IS Aa RAALIIIE@SRI &2dz KI @

“ Status @
System

Network Info System Resource Information Running Quality Monitoring

_— in
perating Moc e 14 network errer messages tai - n e

o Running Duration  46minute(s 2 0 151
System Time 24-08-30 11:00:29 Anline Lisers Authenticated Clients Real—tima Sessions

WAN1 Connected

Port Info WAN Real-time Rate All WAN Ports ~

Real-time Upload OMB/s  ® Real-time Download OMB/s

11
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2.2 Logout

I FOSNRA2Mzy (2 (GKS 63 &KS! 1aeAT SWVK $ ANH dzit 32002 YI G A
Y2 LISNI GA2y] 26 AAVK ADyA MEFGBNY | (A St 8T ERBKIS ClzLyL IS\ N
NAIKG O2NYySNI 2 SEAG GKS 6So6 ! Lo

12



520dzYSy i MhiSNEA 2

’\

3289 !

3.1 Web layout

¢tKS ¢S
Y1 @Al

0 'L 2F (GKS NRdAziSNJ OPg@mFEOEIRFA M7 dzbly B
I CHEEDAET G Y RY G&EKESNO2Yy FAITdzNI GA2Y | NBIF @

P Managemen Wi-Fi Names

D SSID Frequency Band Security Mode Wi-Fi Password Hide Wi-Fi Remark Operation

ZNBa YR LI NIYYSUSENANBYYANI BEORYRAOE §S20KPDEYTES
A2

Name Description

Levetl navigation bar

Used to display the function menu of the routélsers can select
Level2 navigation bar functions in the navigation bars and the configuration appears in the
configuration area.

Level3 navigation bar

Configuration area Usedto view and modify the configuration.

13
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3.2 Commonbuttons

CKS F2tft2¢gAy3 GFLofS RSaAaONROGSa (GKS 0O2YY2y 0 dz

Commonbuttons

Add

Save

Description
Usedto add new rules on the current page.

Used to save the configuration on the current page and enable the configura
to take effect.

Usedto restore the original configuration without saving the configuration on
the current page.

Used to edithe rules, policiesor information.

Usedto delete the rules on the current page.

Used to vievthe help information for the current page.

Used to view the help information of the corresponding setting.

Used tocustomize the list parametestto be displayed, or restore the list
parametesdisplay to the default state.

14
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4.1 View network information

[23 AY (2 GKS 35 30o/yRAGIHEFTIEKES NP &K SNLJ IS

Ly hi&KiSé2 NY2 RdgtFRs &2dz OFy ljdAaOl1te OASs GKS 21

L AL A~ s

Network Info

WAN1 Connected

Connected:Bminute(s) 22s

LYSNNBNIAF IS A&z &OLENRIESREAINS Gitk SNy BRI}y 38

YR Q@X®] F2f{t26Ay3 FTAIAZNE Aa

Network Info

WANT1 Internet
connection failed

nternet connection failed (Route

unreachable).

15
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4.2 View system resource infomation

[23 AWSad2! (I KB @r GHMBE@ GSY SYi SN 6KS LI 3So

Ly {(8K&SGSY wSaz2 dZNORRIEFEHZ O (i ¥2¢s (KS aeadisSy A
NRdii RS) F2ff20Ay 3 FAAINEOAE FT2NI NBFSNByO

System Resource Information

t F N YSGSNI RSAONRLIGAZ2Y

Parameter Description

Operating Mode Jecifies the current operating mode of theuter.

Running Duration  Secifies the time during which thisuter is operating since the last reboot

System Time Foecifies the current system time of thieuter.

Firmware Secifies the current firmware version of tmeuter.

CcPU Foecifies the CPU usage of the router.

Memory Jecifies the memory usage of the router.

N Specifies the serial number of the router, whiclaisnique identifier of the
router. It can generally be found on thabelof the router.

CloudRatform Jecifies whether theouter is connected to the cloud platform.

Management

16
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4.3 View running qualitymonitoring
[23 AV (2 (KPBdJI5W SHROE @FY SKESNI 6 KS LI 3So
Ly widSy Ay 3 vdzZ ft XZIRdza 8 ¥ A & 2 AGHB/NIDRAE 62 H KEKS N2

A v LA

YFEAYdZY 2F wmn 130830 f23a+x%834 f 5iREINBRA NSO S R
bSig2N] a2 VIOH@NBEOH IF2 A BE RANBOANNIG 2200 Sy 2 44 &

Running Quality Monitoring Diagnose

etwork error messages

4.4 View statistics of terminals
[23 Ay (2 (KBPBdJmWm SHRE @FY SKESNI 6 KS LI 3So
Ly {(KISGAaGA QX 2RHz EENXRYA 04y OAS6 (KS olFairod A

dzZaSNAR YR a4S3aAr2yatiO2yy&o0aSR 22 2RKESA KR ddi PRE 2

0KS MNPKIZI SydzYo SNJ 2F dzaSNBR Odz2NNByidte O2yySOiGSR

Statistics of terminals

2 0 448
1 0 0 1

t N YSGENG RE@ ONJ

Parameter Description

Online Users  Specifies the total number of current online users.

Authenticated Secifies thenumber of online devices that have been authenticated and
Clients connected to the router.

17
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Parameter Description

Rea4t_|me Specifies the numbesf concurrent connections of the router.

Sessions

Online APs Specifies the number of online APs. For details, reférdist and maintenance

Abnormal APs Specifies the number of offline APs. For details, refékRdist and maintenance

Specifies the number of users connected to the 2.4 GHz network. For details

2.4 GHz Users refer to Wireless user informatian

Specifies the number of users connected to the 5 GHz network. For details, r

5 GHz Users to Wireless user informatian

4.5 View port information
[23 AWSa2! [ KB &r GAMBa ey SYGi SN 6KS LI 3So
Ly tikKM¥F2Rdé2Sdz OF y @A Sg (1 K$J2 @M KEDddta § B Nz RS
Y2dzaS 20SN) 6GKS LIBRNI AO2y G2 OASs GKS LKeaaAol
AYF2NXYEFGAZ2Y 2F SIFOK LR2NI®

Port Info

18
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Parameter Description

Fecifies the roles and connection status of each port ofrtheer.

. : Green means connectgdnd the rate is 1Gopgl Gops

Ports
: Orange means connecteand the rate is 1001bps10 Mbps

: Grey means disconnected.

Specifies the connection status of the LAN port.
Hardware T Connection not detectedn red indicates that the Ethernet
Connection cable is not properly connected.

i Connectedndicates that the Ethernet cable is properly
connected and the rate is being negotiated.

LAN Portnfo  IP Address  Specifies the IPv4 address of the LAN port.

Subnet Mask Specifies the subnet maskthie LAN port.

MAC Address Specifies the MAC address of the LFuu.

VLAN Info Specifies the VLAN tife LAN port.

WAN Port Info Specifies theonnection statuef the WAN port.

4.6 View WAN reailtime rate (Router mode)
[ 23 AWwSaz2! (KD &E Q@B a RY SYGSNI 6KS LI 3So
Ly 20lkbS wiSAViS YRIRE@B25Z OFy GASs (GKS daJ 2F R | yR

LI2ZNIGa 2NJ I OSNINPAH SNI b LER2NI 2F GKS
| £t NGB MRANBYI 02 R ' WSHEIBAIEE (@1 &GSt GONI | Aly 227 bl KL NJ

Real-time Upload OMB/s @ Real-time Download OMB/s

19



520dzYSy i MhiSNEA 2

4.7 View number of online clients (Pure AC mode)
[23 AWSAa2! [ KB @r GAMBa ieY SYi SN 6KS LI 3So
Ly bixds 2F hyYARE 331 A& drad@lAyy SACKS yiEKSSE NB/ £ KS

A ¥ 4 A ~

dza SNa O2yySOGSR (2 GKS !'tUya weén DIT YR p D]

No. of Online Clients

2.4GHz No. of Clients e 5GHz Mo. of Clients
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5bSig 2

¢KAad JdzARS A& TFT2NJ NBFSNByOS 2yte Iy S
3 dzA RGP T d 1081 ARINVENASKF SNBY (i LINE RdzOG Y2
Y2RSt ® ¢KS | OlGdzr f LINRPRdzOU LINBGI AT aod
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5.1 Internet settings

| SEBdz Ol y O2FaMORB 2aKEN NI YSGISNAE N2HZIEHNS & Kb
Ydzf GALX S RSOAOSE ANBERSEI VRbaONPABORINE GKS

5.1.1 No. of WANports
[23 Ay (2 (KBdWH P RIOKIT IS sBENJG SNY Sili 2{ Sy ii SYWH & K
LI 3S o
Ly biZKds 2F 2Y20oRME2ECIGE 6 (G KS NI 0SS GreyLlBS 2SH GiKKSS
Y dzY 525FNJ2 | b | 2IzNOER 8 KS O2y y SOGR AINRAISINTGIdes al V2~
QUKSINYIMBIKS F2ft26Ay3 FAIAZNE Aa FT2NI NEFSNByOS

No. of WAN Ports

nterface Gigabit Ethernet Port

t I NI YSGSNI RSAONRLIGAZ2Y

Parameter Description

Interface Secifies theport type.

Secifies the number of WAN portEhe number of default WAN ports varies

No. of WAN Ports according to router models/ou can change the WAN port numberaguired
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Parameter Description

Secifies the port type and the connection status.
Port Satus - : The port is connected properly.

: Theport is disconnected.

5.1.2 Set the internet

[23 AY (2 (KB dWH$RIGKIT bibH sBENA G SNY Sili 2{ Sy SWHE K
LI 3S o

Ly /02KySy SO A 2Y2 RdE&SiZA Y B M yAISINYISKIS 218 NiFKYSS (2 S B LJ2 N
[ 2yyS®@iaE2yT (IKFONBz@RABENI YA O LtyROERRNDBAaAdBt | RRNJ

“Tip

um@:-

i ¢KS ydzYoSNJ 2F RSTFldzZA G 2! bY2RNTHEMOR BRA 822 SRODANRY Y £
O2y FAIdzNI GA2ya F2N) 20KSNJ 2! b LI2NIa FNB aAYAf | Np

i VR OSNYSGE LI NYYSGSNER F2N I OOSaaxyB2dKENBY ¥y& Ny & iz
@2dzNJ L{® F2NJ KSf LJ

PPPOE

LT GKS L{t LINEJRREMY S 2ldy BALIKE&g2NRR2982dz O y
GeLlS G2 I100Saa GUKS AYyidUSNySio

[ 2y FA3IdzNT GA2Y LINRE OSRdzNB

1. Login to the web Ul of theouter, andnavigate toNetwork > Internet Settings

2. Set thelSP Typgwhich isNormalin this example.
3. Selectt t t Br¥onnection Type
4. Enterthe PPPoOE useame and password provided by the ISP

5. dickConnect

22
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Connection Settings

ISP Type Mormal
Connection Type PPPoE
PPPoE User Name

PPPoE Password

Server Name

Service Name

Primary DNS

Secondary DINS

Connect Disconnect

T 19 Iy R

2 AG F2NI I Y2 YSy iy § SANATRNGY | @M Rg/Y S REKEER
Y2 Rdzf S

t I N} YSGSNI RSAONRLIGAZ2Y

Parameter Description

Specifies the type of your ISP, suctiNasmal, RussiaUnifi, MaxisandManual.
Parameters required for each option may differ.

Refer to the following to choose your connection type:

T Normal It specifies a common ISP tyf#elect this optiory default.

i UnifiandMaxis Select these options when yol8P providespecific
parameters such asternet VLAN IRndIPTV VLAN lhternet VLAN
ISP Type ID and IPTV VLAN ¢Bnnot be changed.

T Russialtis the access type provided by RusSialect this option wher
your ISP provides dual access information.

T Manual Select this option when your ISP provides VLAN ID
information. Youcan configure thénternet VLAN IRndIPTV VLAN IC
as required.

If youare not sure, contact your ISP foelp.

23
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Parameter Description

Specifies how your router connects to the internet, including:

T PPPoESelect this type if you access the internet using the PBB&E
nameand PPPOE password.
T Dynamic IPAddress Select this typd you can access the internet by
Connection Type simply plugging in an Ethernet cable.
T Static IPAddress Select this type if you want to access the internet
using fixed IP information.

T Russia PPPoRussia PPTéhdRussia L2T.P hey areavailable only
when you setSP Vpeto RussiaThe specific configuration is
completed according to the requirements of theP.

PPPoE User name

Fecify the PPPoE useame and password provided by the ISP.
PPPoE Password

Fecifies the name of the PPPsé&rver, also called the AC name. Used by the
router to verify the validity of the PPPOE server.

TheServer Namas optional.
Server Name

RAFEAY3 FFHAfdNBaz R2 y2i
NI yIYSo

Jecifies the name of the PPPoE service. Used by the PPPoOE server to ve
validity of therouter.

The Service Namds optional.
L Note

¢2 I P2AR RAFEAY3 FlLAEtdZNBaAE R2 y2i
0 KSORBIBY S o

Service Name

Primary DNS Manuallyenter primaryor secondary DNS servers.

When the DNS server obtained automatically cannot resolve the URL nori

you can manually enteahe correct primaryor secondary DNS server here.

Secondary DNS ThePrimary DN&nd Secondary DN&re optional.
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Dynamic IRaddress

LT GKS L{t ReyltrSOUt { ERRNRIGERYHRY BR2NYOKA2¥S (K
Genig | OBERENI KB

[ 2y FAIdzNT GA2Y LINE OSRdzNB

1.

2.

w

Log in to the web Ul of theouter, andnavigate toNetwork > Internet Settings.

Set thelSP Typewhich isNormalin this example.

SelectDynamic IPAddressfor Connection Type

dick Connect

Connection Settings

ISP Type Mormal

Connection Type Dynamic IP Address
Primary DNS

Secondary DNS

Connect Disconnect

Ty R

2 A0 FT2NJ
Y2 Rdz S @

I Y2 YSy iy § SNATREING | @MRg/y 86 NEKESR { O 0

t I N YSGSNI RSAONRLIGAZ2Y

Parameter Description
Specifies the type of your ISP, suciNasmal, RussiaUnifi, Maxisand Manual.
Parameters required for each option may differ.
Refer to the following to choose your connection type:
T Normal It specifies a common ISP tyf#elect this optiory default.
i UnifiandMaxis Select these options when your ISP provistescific
ISP Type parameters such dsiternet VLAN IndIPTV VLAN lnternet VLAN 1D

and IPTV VLAN Hannot be changed.

T Russialt is the access type provided by RusSialect this option when
your ISP provides dual access information.

i Manual Select this option when your ISP provides VLAN ID informatic
You can configure thimternet VLAN IRndIPTV VLAN I&s required.

If you are not sure, contact your ISP faip.
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Parameter Description

Specifies how your router connects to the internet, including:

T PPPoESelect this type if you access the internet using the PBB&E
nameand PPPOE password.
T Dynamic IPAddress Select this type if you can access the internet by
Connection Type simply plugging in an Ethernet cable.
T Static IPAddress Select this type if you want to ac=ethe internet using
fixed IP information.
T Russia PPPoRussia PPTéhdRussia L2T.Fhey areavailable only when

you setlSP Typéo RussiaThe specific configuration is completed
according to the requirements of tH&P.

Primary DNS Manually enter pimary or secondary DNS servers.

When the DNS server obtained automatically cannot resolve the URL normall:

can manually entethe correct primary or secondary DNS server here.

Secondary DNS . .
y ThePrimary DN&ndSecondary DN&re optional.
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StaticlPaddress

1.

2.

3.

LT GKS L{t
AYVTF2NY I @aA&yOly OK22as$s

[ 2y FAIdzNI GA2Y

520dzYSy i MhiSNEA 2

LINBSONRES Re 2dz ¢ RRNB&&as adzooySia YI a
GKA&a O2yySOuUAz2y (eLlS i
LINE2 OS R dzNB

Log in to the web Ul of theouter, andnavigate toNetwork > Internet Settings.

Set thelSP Typewhich isNormalin this example.

SelectSatic IPAddressfor Connection Type

Enter the IP AddressSubnet MaskDefault Gateway Primary DN&nd Secondary DNS

provided by the ISP.

Qick Connect

Connection Settings

ISP Type Mormal
Connection Type Static IP Address
IP Address

Subnet Mask

Default Gateway

Primary DNS

Secondary DINS

Connect Disconnect

T 19 Y R

2 AG F2NJ
Y2 Rdz S @

Y2 Y Sy Gy § SNATRING | @MYV S\ KSR { 1 U
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Parameter Description
Specifies the type of your ISP, suctNasmal, RussiaUnifi, MaxisandManual.
Parameters required for each option may differ.
Refer to the following to choose your connection type:
T Normal It specifies a common ISP tyfgelect this optiory default.
T UnifiandMaxis. Select these options when your ISP provisiescific
ISP Type parameters such asternet VLAN IRndIPTV VLAN Internet VLAN

ID and IPTV VLAN d¢Bnnot be changed.

T Russialtis the access type provided by RusSialect this optin when
your ISP provides dual access information.

T Manual Select this option when your ISP provides VLAN ID informa
You can configure thimternet VLAN IRndIPTV VLAN I&s required.

If you are not sure, contact your ISP ffaip.

Connection Type

Specifies how your router connects to the internet, including:

T PPPoESelect this type if you access the internet using the PBB&E
nameand PPPOE password.

T Dynamic IPAddress Select this type if you can access the internet by
simply plugging in aBthernet cable.

T Static IPAddress Select this type if you want to access the internet
using fixed IP information.

T Russia PPPoRussia PPTéhdRussia L2T.P hey areavailable only
when you setSP Typé¢o RussiaThe specific configuration is
completed @cording to the requirements of thiSP.

IPAddress

Subnet Mask

DefaultGateway

Primary DNS

Secondary DNS

Enter thelP AddressSubnet MaskDefault GatewayPrimary DN&ndSecondary
DNSprovided by the ISP.

_\@,_Tip

If the ISP only provides one DNS addressSemondary DN not required.
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5.1.3 Check onnection gatus

[23 AY (2 (KB dWH$RIGKIT bibH sBENA G SNY Sili 2{ Sy u SyWHE K
LI 3S o

Ly /G2KySy S Qi AR déf 2Sdz @ISy (0 KS ySGg2N)] adlddza 27
L2 NI Lt @n 290 K GieddiiA yOR yiyiSO G A 2y KRR Y § SOW IR &azZIx S
RdzNF G A2y | ¢KRS LT 2 fl { RRRANISYZERPIIA JEAENBE Yy OS 2y f & o

Connection Status

Hardware Connection 1 Gbps Full Duple
Status Connacta
Duration 38minute(s) 455
P Address 192.168.96.73
Subnet Mask 255.255.255.0
Default Gateway 192.168.96.1
Primary DNS 192.168.108.110
Secondary DNS 192.1668.108.108

A

t F N} YSGSNI RSAONRLIGAZ2Y

Parameter Description

Secifies thenegotiation rate and duplex modsf the WAN port.

Hardware Connectior ¢ the display is abnormayou cantroubleshoot based on the information on th
page and the current environment.

Fecifiesthe connection status of the WAN port of theuter.

T Connected The WAN port of theouter has been plugged into the
Ethernet cable, and the W& address information has been obtained.

T Connecting... Therouter is connecting tahe upstream network

device
Satus
i DisconnectedlIf it is not connected or fails to connect, check the
Ethernet cable connection statasd internetsettings or contactthe
correspondingSPfor help.
If other status information is displayed, take corresponding measures acco
to the network status prompt information.
Duration {LISOAFTRSERENE Si A2y 2F GKS 21 b LERNI |
IP Address {LISOATASBRRNSa &L t2F (GKS 21 b LR2NIO®
Subnet Mask {LISOAFTASAE GKS adzoySd Ylal 2F GKS 2
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Parameter Description

Default Gateway {LISOATRSBh w&&SF &8 I RRNBaa 2F GKS 21 b

Primary DNS

Specify the primargr secondary DNS server address of the WAN. port
Secondary DNS

5.2 LANsettings

[23 AY (2 (KBdJIWH$RIGHKITLIBE s@BREG b { Sidi ASHYTIES NI § K
,2dz O Yy NBHSEE NIIIKES L2 NI O02yySOlGA2y adlidza |y
LI 3 2@z y | f & P haRSRINBIAKES ALyt T ARMEES N2byp 5287F | (dkt Si

S
R

LAN Settings

LAN Port Status

i i
Configure IP Address
et Mash
f A T
t I N YSGSNI RSAONRLIGAZ2Y

Parameter Description
No. of LAN Foecifies the number of current LAN ports.
Ports

LANPort Status Fecifies the connection status of the port.
Port Status . : The port is connected properly.

: The port is disconnected.
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Parameter Description

Foecifies the IRP4 address ofthe VLAN DefaulDevices connected
to the VLAN_Defaultan access thé¥4 address to log in to the
web Ul of the router through thehttp (default) orhttp s protocol.
The default address 192.168.0252

IP Address 9
'@'Tip
Configure IP ,2¥ASR G2 RAalofS GKS ySigz2N]

Subnet Mask Soecifies the subnet mask tie VLAN Default

MAC Address Secifies the MAC addresstbfe VLAN Default

Default VLAN

Info Jecifies the VLAN ID tfe VLAN Defauibf therouter.

5.3 LAN configuration infomation

[23 AY (2 (KB dWH$RIGHKIT IbiEE s@@Eb / 2y FA JMNI SRR IYNI
GKS LI 3Se® hy (GKA& LI 3ST &2dz Oy @ASge (GKS O2

=
(=a)
e/

LAN Configuration Info

Interface Hardware Connection DHCP Confguration Info VLAMN Configuration Info
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Parameter Description
Interface Fecifies the LAN port of theuter.

Secifies the connection status of the LAN port.

) T Connection not detectedn red indicates that the Ethernet cable is
Hardware Connection not properly connected.

T The description in green indicates that the Ethernet cable is propel
connected.

Secifies the IP address range that the DHCP server of the LAN port allocal

its clients.
DHCRonfiguration Info
You can modify thdP address range Network > DHCP Settings DHCP

Server

VLANConfiguration Info  Secifies the VLAN to which the LAN port belongs.
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5.4 VLANsettings

5.4.1 Overview

+[ 1 b FTOONBODAIGSR F2NJ +ANIdadi KRHBORS A ! [NBh R S¢
RATFSNBY(d ySig2N] asS3aySyida t23A0Frftfe NIFGKSNJ
dza SR (1 2 GRRANAAARIS YUIAERRY/SR 2ANGYASIROK/ SG 62 N Ay G2 € 2340
0 KSSNB I ROI &4 G2 AN & @N20 N 20RMzZIIKSBISY @ yA[ i ' yR Ol vy
O2YYdzy AOF (S tA1S WSS NEIO2WISA@EIRNSya y2 Y
LIKeaAOlrtfte INBod | 26SOSNE RdzS G2 GKS A&az2ftl GA:

O2YYdzy AOF 1S gAGK SI OKS 2% KNING NMRGERSINED KIS iNA f ¥ dzS
LI 01 S0 F2NBI NRAYy3I RSOAOSaD

/| 2YLI NBR 6A0GK (GKS GNIXRAGAZ2YFE 9QOKSNYySaGz [ 1!

T/ 2YONRE GKS NI yas N2F ROMNRBIGR §IS& @ | RSl RyWY
AY o x[1bX KROK &lYRSA YANEB®BSEAE ySis2N] LI

i 9y KIFyOS (KS aSCoNMEeSs 2 IS4 KA FRAMBIBR f Ay f
08 0(0KS oNRIFIROIad R2YFAY RAOGARSR o6& [ ! b:
O2YYdzyd Ok K SSIF OK 20 KEWSH YR ¥SaaARRBBINESR C
20KSNI fF@SNJ o yStg2N] RSOAOSa®

T/ NBIFGS OANIdz ! a0y DWEBSdzItsS BMBNSida Y 62 NJ
LIK & ayASOil oheINyigaA S K i SQ y ad Attt | 0O0Saa GKS y¢
G2 OKIy3aQ2yBAFT®NI G NKWB Y& vyt VT KIAY GKS O
IANRdzL) SPSY AF KAAORNDPKSINI LIKEaAOLt 201 G

P

CKS F2ftt26Ay 3 & 6LOZSNIRS aLANRAODSS:3a Ki2NG ya YA G (S

Method to ProcessReceivedData
Method to Process

Port Transmitted Data
TaggedData UntaggedData
Transmit dataafter removing
Access
tags from the data.
= dthe d Forward the data to the
‘waaf the f ar:a i‘/’LAN other ports of the VLAN ~ VLAN IB= PVID, transmit date
other ports of the corresponding to the PVID ¢ after removing tags from the
corresponding to the VID . dat
) the port that receives the ata.
Trunk in the data.

data. VLAN ID PVID transmit data

without removing tags from
the data.

[23 Ay (2 (KBIdBHPRIORITLSE oS! b { 8a(iSydENI 1KS
hy (KXaedrASlIyYy O2yFAIdzNE +[ ! b NHzZ Sa

. @ RSEMNEOABENI ONBF SR+[ ! bUbBTYUMRERIE B[KIAOKL 5
OFryy2i( 068 RIEHKBONSD ALAT y2[ 1zd0 b Ay FES8X[| I h 2 WIZ NER
GAOKZ2dzZOLINHF ODA BFR2)E® GKS RIFEGIE 27T NP g&am SIR2 |
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VLAN Settings (@)

Interface VLAN ID IP Address Subnet Mask Interface Remark Allow Access Status Operation

VLAN_Default 1 192.168.0.252  255.255.255.0  LAN1,LAN2,LAN3,LANA LANS LANG,LANT LANS Allow Enablec

t I N} YSGSNI RSAONRLIGAZ2Y

Parameter Description

VLANName SYecifies the name of each added VLAN ID.

Secifies the identifier of virtual localrea network (VLAN) and is used to separ
subordinate LANs inside a LAN. Each ID represents a LAN.

VLAND N
L¥ GKS o ! »i LBSIAy@a GKFIG GKSNB Aa
gAGK2dzi ¢ 3 A& LINRPOSaasSRo
Foecifies theVLANP address. Deviseonnecting to the port caiog in tothe web
IP Address .
Ul of therouter using the IP address.
Subnet Mask Fecifies the subnet mask of the VLAN.

Jecifies the physical ports that belong to the VLAN. Select at least one port.

|
’,

-(@-Tip

If multiple VLANgexcluding VLAN _ Defaudtle added to a portthe port is
the Trunk port(PVID =}, which allows multiple VLANS to pass througjis

Interface generally used foports betweenrouters, switches and APs. Refertii@
VLAN ports procegsansmitted and received data

If one VLAN (excluding VLAN _ Defaslonly added to a porthe port is
the Access port, which allows only one VLAN to pass thrduigggenerally
usedfor the portconnecedto the computer. Refer téhe VLAN ports
process transmitted and received data

Remark Yoecifies theintroduction of the VLAN.

Jecifies whetheclients from other VLANs can access services of this VLAN.

T Allow indicates that clients from other VLANS can access services ¢

Allow Access VLAN.
T Forbid indicates that clients from other VLANSs cannot actiesservices
of this VLAN.
Status Joecifies the current status of the VLANcludingEnabledand Disabled
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Parameter Description

Used to edit, enabledisableor deletethe VLAN.
& Edit: Used to modify thé&/LAN

Operation () Enable : Used to enable th&LAN
&) Disable : Used to disable th¥LAN
T Delete : Used to delete the VLAN.

5.4.2 Example of configuringhe VLANallow single VLAN for
router

Networking requirements
I VSyY (I SNLINR 8 & (i GraNDMRIGERE (16 2 ta S daw KIS ySS/HIESNIINA a S
F2tf26Ay3 NBIldZANBYSyiGay
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Configuration procedure

/[ 2y FA3dzNB [2YFATdZNBE K > /2y FAIdzNBE (GKS

I. Configurethe router.

1. Log in to the welJl of the router.

2. Manage the ARSKip if performed)

1) Navigate toAP>AP Management Mode
2) Enable theAPManagement Modeand Configuration Auto Deliveryunction.

AP Management Mode @
AP Management Mode (@) Enable Disable
Configuration Auto Delivery @ Enable Disable
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Navigate toAP> AP List and Maintenancgegiou canview whether therouter successfully
manageshe AP.

AP List and Maintenance @
cal Management: 2 device(s) Cloud Management 0]
AP Grouping | Batch Settings | LEDON | LED OFF  Delete | Reboot | Upgrade | Reset | Mode Switch | Import | Export|
Group Name AP Model Remark IP Address T Band 8sID Number of Terminals Power Channel Management Mode Status LED Indicator Operation
APGroup_Default  Pro-6-MiniV1.0  Pro-6-MiniV1.0  10.10.96.6 ié“ :: ggm imgg g j;’ Local Management  Online  Enable 2 settings
APGroup_Default  Pro-6-IWV1.0  Pro-6-IWV1.0  10.10.96.106 ié“ :: ggm imgg g j; Local Management  Online  Enable 2 settings

Addthe VLAN and configurdne DHCP server

Examples of VLAN parameters are shown intéfsée below.

VLANName VLANID IP Addresg Network Segment Interface

Guest 20 192.168.20.1/24 LANB

Examples of DHCP server parameterghier’’VLAN are shown in the following table.

Application

PolicyName Interface DHCPIype DHCRonfiguration
IPAddressPool 192.168.20.10@0 192.168.20.200
Subnet Mask: 255.255.255.0

Guest Guest User DHCP
Gateway: 192.168.20.1
Primary DNS: 192.168.20.1
IP AddressPoot 10.10.20.100to 10.10.20.200
Qbnet Mask 255.255.255.0

Guestl Guest AP DHCP

Gateway 10.10.20.1
Primary DNS 10.10.20.1

1) Add the VLAN.

bl OA3Ib8SoBH! b { DI ARRZ2a O2 yehtedhdriNiteterofthe+ [ |, b
and dick Save

VLAN Settings ®@
VLAN Name VLAN ID IP Address Subnet Mask Interface Remark Allow Access Status T Operation
VLAN_Default 1 192.168.0.252 255.255.255.0 LANT,LANZ,LAN3,LANA LANS,LANG,LANT LANG Allow Enabled
.............................................................................................................................................................
Guest 20 192.168.20.1 255.255.255.0 LAN3 Forbid nat £ Edit © Disable ™ Delete

2) QGonfigurethe DHCP servdor the VLAN.

Navigate toNetwork >DHCP Settings DHCP ServeclickAddto configurerelated
parametersof the userDHCP serveand AP DHCP server the VLANGuest and clickSave
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@

Status Remark Operation
# Edit © Disable
2 Edit @ Disable

Z Edit @ Disable W Delete E

=n
Policy Name DHCP Type Interface Client Address Subnet Mask Gateway
User_DHCP_Default  User DHCP VLAN_Default  192.168.0.2-192.168.0.254 255.255.255.0
AP_DHCP_Default AP DHCP VLAN_Default 10.10.96.2-10.10.96.254 255.255.255.0 10.10.96.1
.........................................................................................................................................................
+ Guest User DHCP Guest 192.168.20.100-192.168.20.200  255.255.255.0  192.168.20.1
E Guest1 AP DHCP Guest 10.10.20.100-10.10.20.200 255.255.255.0  10.10.20.1

30min

Z Edit © Dissble @ Delete &

4. Qonfigure the AP policy.

The following table provides exampglef AP policy parameters
parameters that are not mentioned.

. Retain default values for other

AP Group

Wi-Fi Settings

APVLAN

Group NameEnterprise

AP GroupingEnterprise
SSIDinternet

Security ModeWPA2PSK/AES
PasswordUmXmLOUK

VLAN ID20

MaximumNumber of Clients: 40

AP Grouping: Enterprise
SSIDFRnancial

Security ModeWPA2PSK/AES
PasswordCetTLb8T

VLAN ID30

MaximumNumber ofQients: 40

AP Grouping: Enterprise
AP VLAN: Enable
Management VLANO
TrunkPort: LANO

AP Grouping: Enterprise
SSIDR&D

Security ModeWPA2PSK/AES
PasswordZeFtub6m

VLAN 1D40

MaximumNumber ofQients: 40

1)  Configure the AP group policy.

Navigate tcAP>APGroups clickAddto configurethe AP group policy, and cli@ave
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AP Groups ®
Group Name Total APs Online APs Offline APs Remark Operation
APGroup_Default 2 2 0 - & Edit

; Enterprise 0 0 Q - z Edit T Delete :

2)  Configure theWi-Fi network

Navigate toAP>Wi-Fi Settings> Wi-Fi NamesselectEnterprise for AP Gouping, clickAddto
configurerelated parameter®f the Wi-Fi network and clickSave

Wi-Fi Names ®@
g AP Grouping Enterprise e
D SSID Frequency Band  Security Mode  Wi-Fi Password Hide Wi-Fi  Remark  Operation
g 1 internet 2.4G+56G WPA2-PSK UmXmLSUK Disable - zEdit & Delete ;
§ 2 Financial 2.4G+56G WPA2-PSK CetTLb8T Disable - Z Edit T Delete :
3 R&D 2.4G+5G WPAZ-PSK ZeFtubBm Disable - # Edit ™ Delete

3) QGonfigure VLAN policy.

bl @A 3L iHS xOA2 { SHh dA[Y13ER S f ISyOiIS NILANW & B NI dzISNVHFKBSt S
+[ ! Todzy Ga& &@ W I S Y Sya@ns+ [IHyoR | @SA O

AP VLANs
.APGroupmg ............. E merprlsev .........
i AP VLAN (®) Enable Disable
PVID 1 ©
. M anaqement VLA N ....... 2 0 ................................... @ s
H Tru nk port .............. . LAND ......... L '&N‘I .....................
LAM Port VLAM ID: 1-4090
LANO
LAN1 1
Remark (Optional)

5. Deliver the AP group policy.
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1)  Navigate toAP> AP List and Maintenangeselect theAPto which the AP group poliag
to be delivered and clickAP Grouping

AP List and Maintenance @

Local Management: 3 gyj d Manage o
Sync Configuration [l g * Batch Settings | LEDON | LEDOFF  Delete  Reboot | Upgrade | Reset ~Mode Switch | Import  Export | (O
Group Name AP Model Remark IP Address T Band  SSID Number of Terminals ~ Power ~Channel Management Mode  Status  LED Indicator  Operation
E [F)= APGroup Default  Pro-6-MiniV1.0  Pro-6-MiniV1.0  10.10.96.6 iéh ::, ggm :;;123 g gj Local Management  Online  Enable £ Settings
P _ N . 24G  IP-COM_77716D 0 21 _ . -
_---: APGroup_Default  Pro-6-IWV1.0 Pro-6-IWV1.0 1010.96.106 FooOM 777160 0 - Local Management Or Ensble £ Ssttings

2) Selectthe APgroup policy, and clickSave.The following figure is for reference only.

Select AP Group Policy X

Used to select group policies for the selected 2 APs.

Select AP Group Policy Enterprise A

[I. Configure the core switch.

5A0ARS (& [LO09 92yy ninkdS O2NB H6A0G0K & F2tt264

Port Connectedto VLAN IDVLANAllowedto Pas$ Port Property PVID

Router 20 Access 1

Internal Server 3040 Trunk 1

Switchl (Financial Department 30 Access 30

Switch2 (R&D Department 40 Access 40

Switch3 (AP 20,3040 Trunk 1
wSUFAY GKS RSThdzZ G aSGGAYy3Ia CRANRSGKS NBALIR R dz
O2y FAAdzNE (GKS ag¢g RFOHIKIHOK (G(KS dzaSNJ IdzA RS

[ll. Gonfigure the internal server.

A 2 s oA 2N

I RR[ !ab F2NJ LI2NIGa O2yySO(SRKIR/ th KESMIBEINIDK | YR

1. Add VLANsThe parameters in the following table are for reference only

VLAN Name VLANID IP Addresg Network Segment PhysicalPort

FHnancial 30 192.16830.1/24 LAN
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VLAN Name VLANID IP Addresg Network Segment PhysicalPort

R&D 40 192.16840.1/24 LAN

2. Configure the user DHCP server for the VLAN. The parameters in the following table are for
reference only.

Policy Name User DHCP

Client Address192.168.30.10@0 192.168.30.200
Subnet Mask255.255.255.0

Fnancial
Gateway 192.168.30.1
Primary DNS192.168.30.1
Client Addresst92.168.40.10@0 192.168.40.200
Subnet Mask255.255.255.0
R&D

Gateway:192.168.40.1
PrimaryDNS 192.168.40.1

3. Set the VLAN dhe port connected to the switch.
Port Connectedto VLAN ID VLANAllowedto Pass Port Property PVID

Switch 30,40 Trunk 1

C2NJ RSGFAf A 62dz2i K2g 02 SQ2 AEZOBRGNE 5LR FERTAA
T 19 ¥ IR

Verification

A
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YySG62N] ao
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5.4.3 Example of configuringhe VLANallow multiple VLANS for
router

Networking requirements
'y SYGSNILINA &S dzaSa GKS SYyGdSNILINAR&S NRdzi S
F2ift26Ay3 NBIdZANBYSyGay
DdzS&Y RSLI NI YSyda yR adl ¥F | NBXa NBHjWBRBR

NJ |y

NHi 2
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a

T DdzSaita Oly 2yfteée | 00Sa GKS AYyGSNySia I yR
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P {OFFT 2F GKS {FfSa 5SLI NI y SabazBNIANTK |G
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Configuration procedure

/| 2y FA3dzNB [2YFATdzNE GK > /2y FAIdzZNE (G KS

I. Configurethe router.

1. Log in to the welJl of the router.

2. Manage the ARSKip ifperformed)

1) Navigate toAP>AP Management Mode
2) Enable theAP Management Modend Configuration Auto Deliveryunction.

AP Management Mode ®@
AP Management Mode @ Enable Disable
Configuration Auto Delivery @ Enable Disable

Navigate toAP> AP List and Maintenangegiou canviewwhether therouter successfully
manageshe AP.
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AP List and Maintenance @
cal Management: 2 device(s) Cloud Management 0]
AP Grouping | Batch Settings | LEDON | LED OFF  Delete  Reboot | Upgrade | Reset| Mode Switch | Import | Export| O
Group Name AP Model Remark IP Address T Band SSID Number of Terminals Power Channel Management Mode Status LED Indicator Operation
APGrowp Default  Pro-6-MiniV10  Pro-6-MinV10 1010986  oaw o coMT7Te0 0 s Local Management  Online  Enable £ settings
APGroup Defaut  Pro-6-WV1.0  Pro-6-WV1.0 101096106 Lac P-COMLTITED 0 o Local Management  Online  Enable £ settings

3. Addthe VLAN and configurtne DHCP server

Examples of VLAN parameters are shown in the table below.

VLANName VLANID IP Addres¢ Network Segment Interface
Guest 20 192.168.20.1/24 LANB
Sales Department 30 192.168.30.1/24 LAN3
Management Computer 50 192.168.50.1/24 LAN3
Secondrloor AP 2 192.168.2.1/24 LAN3
Third Floor AP 3 192.168.3.1/24 LAN3

Examples of DHCP server parametergher’’VLAN are shown in the following table.

PolicyName Al lEEel DHCP Type DHCP Configuration
Interface
IP Address Pool: 192.168.20.100 to 192.168.20.2
Subnet Mask: 255.255.255.0
Guest Guest User DHCP
Gateway: 192.168.20.1
Primary DNS: 192.168.20.1
Client Address192.168.30.10@0 192.168.30.200
Qbnet Mask 255.255.255.0
Sales Sales User DHCP
Gateway 192.168.30.1
PrimaryDNS192.168.30.1
Client Address192.168.50.10@0 192.168.50.200
Management Management Subnet Mask 255.255.255.0
User DHCP
Computer Computer Gateway 192.168.50.1

Primary DNS 192.168.50.1
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Application

PolicyName Interface

DHCP Type

DHCP Configuration

2F APVLAN iﬁfonﬂr AP DHCP

Client Address: 172.10.20.169172.10.20.200
Subnet Mask: 255.255.255.0

Gateway: 172.10.20.1

Primary DNS: 172.10.20.1

3FAPVLAN Third Floor AP AP DHCP

Client Address: 172.10.30.169172.10.30.200
Subnet Mask: 255.255.255.0

Gateway: 172.10.30.1

Primary DNS: 172.10.30.1

1) Add the VLAN.

bl gA3IbESsEm b { DI ARR2a O2 yelhtedbdrhtieterof thex [ |, b

and dick Save

VLAN Settings

VLAN Name VLAN ID IP Address Subnet Mask Interface Remark Allow Access Status Operation

VLAN_Default 1 192.168.0.252 255.255.255.0 LANT,LANZ,LAN3,LANGLANS L ANG,LANT LANS - Allow Enabled
BN N A AN N RN A A AN R N A R RN N N A A AR R A R R RN AN A A AR R A A R N A A A AN AR R A NN A AN AN EAEEENANANEEAEAESEAEAEEEEEEEEEEEEEEEEEEL
+  Guest 20 192.168.20.1 255.255.255.0 LAN3 Forbid Enabled ﬁ Edit @ Disable W Delete H
*  Sales Department 30 192.168.30.1 255.255.255.0  LAN3 Forbid Ensbled 2 Edit @ Disable [ Delete &
* Management Computer 50 192.168.50.1 255.255.255.0 LAN3 Forbid Enabled Z Edit © Disable & Delete .
E Second Floor AP 2 192.168.2.1 255.255.255.0  LAN3 Forbid Ensbled # Edit © Disable & Delete =
*  Third Floor AP 3 192.168.3.1 255.255.255.0  LAN3 Forbid Ensbled £ Edit @ Disable [ Delete &
R R N R RN N RN A NN AN NN A AN A AN A AN A AN AN A AN A AN A AN A AN AN AN A AN A AN NN AN A AN NN AN AN NEAANEAENEAENNAEEEEEEEEEEEE .

2) Qonfigurethe DHCP servdor the VLAN.

Navigate toNetwork >DHCP Settings DHCP ServeclickAddto configurerelated
parametersof the DHCP server for the VLARN clickSave

DHCP Server

Policy Name DHCP Type Interface Client Address
User_DHCP_Default User DHCP VLAN_Default 192.168.0.2-192.168.0.254
AP_DHCP_Default AP DHCP VLAN_Default 10.10.96.2-10.10.96.254
N R AR A RN NN AR AR AN AN AN AEREAREEREARREEEE
» Guest User DHCP Guest 192.168.20.100-192.168.20.200
g Sales User DHCP Sales Department 192.168.30.100-192.168.30.200
g Management Computer  User DHCP Management Computer  192.168.50.100-192.168.50.200
§ 2F AP VLAN AP DHCP Second Floor AP 172.10.20.100-172.10.20.200
E 3F AP VLAN AP DHCP Third Floor AP 172.10.30.100-172.10.30.200

Gonfigure the AP policy.

@
Subnet Mask  Gateway Lease  Status  Remark  Operation
2565.255.255.0 192.168.0.252 30min  Enabled - # Edit @ Disable
255.255.2550  10.10.96.1 30min  Enabled - # Edit @ Disable
............................................................................. .
2552552550  192.168.20.1 30min Enabled - # Edit @ Disable @ Delete E
255.255.255.0 192.168.30.1  30min  Enabled - 2 Edit © Dissble [ Delete =
255.255.2550 192.168.50.1 30min  Enabled - # Edit © Disable & Delete E
255.255.2550  172.10.20.1 30min  Enabled - £ Edit @ Disable T Delete g
2552552550  172.10.30.1 30min  Ensbled - 2 Edit @ Dissble T Delete =

The following table provides examplef AP policy pamaeters. Retain default values for other

parameters that are not mentioned.
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AP Group

Wi-Fi Settings

APVLAN

Group Name2FAPVLAN

AP Grouping2FAPVLAN
SSIDinternet

Security ModeWPA2PSK/AES
PasswordUmXmLOUK

VLAN ID20

Maximum Number of Clientd0

AP Grouping2FAPVLAN
SSIDSales

Security ModeWPA2PSK/AES
PasswordCetTLb8T

VLAN ID30

MaximumNumber ofQients: 40

AP Grouping2FAPVLAN
SSIDR&D

SecurityMode: WPA2PSK/AES
PasswordZeFtub6m

VLAN ID40

MaximumNumber ofQients: 40

AP Grouping2FAPVLAN
AP VLAN: Enable
Management VLAN2
Trunk Port: LANO

Group Name3FAPVLAN

AP Grouping3FAPVLAN
SSIDinternet

Security ModeWPA2PSK/AES
PasswordUmXmLOUK

VLAN ID20

Maximum Number of Clients: 40

AP Grouping3FAPVLAN
SSIDSales

Security ModeWPA2PSK/AES
PasswordCetTLb8T

VLAN ID30

MaximumNumber ofQients: 40

AP Grouping3FAPVLAN
AP VLAN: Enable
Management VLANB
Trunk Port: LANO

46



520dzYSy i MbSNEA 2

AP Groug Wi-Fi Settings APVLAN

AP Grouping3FAPVLAN
SSIDR&D

Security ModeWPA2PSK/AES
PasswordZeFtub6m

VLAN ID40

MaximumNumber ofQients: 40

1)  Configure the AP group policy.
Navigate toAP>AP GroupsclickAddto configure the AP group policy, and cl&kve

AP Groups @
Group Name Total APs Online APs Offline APs Remark Operation
APGroup_Default 2 2 0 - £ Edit

i 2F AP VLAN 0 0 0 - 2 Edit ' Delete |

i 3F AP VLAN 0 0 0 - Z Edit @ Delete :

---------------------------------------------------------------------------------------------------------------------------------------------------

2) Navigate toAP>Wi-Fi Settings> Wi-Fi Namesand onfigure the WAFi network.

Select2F AP VLANfor AP Gouping, clickAddto configurerelated parameter®f the Wi-Fi
network, and clickSave

Wi-Fi Names ®@
;AF’ Grouping 2F AP VLAN ~
e
D SSID Frequency Band Security Mode Wi-Fi Password Hide Wi-Fi Remark Operation
g 1 internet 2.4G+506 WPAZ-PSK UmXmL9UK Dizable - z Edit T Delete ;
HE- Sales 2.4G+506 WPAZ-PSK CetTLb&T Disable - £ Edit © Delete :
§3 R&D 2.4G+506 WPA2-PSK ZeFtub&m Dizable - z Edit W Delete :

Slect3FAPVLANfor AP Gouping, clickAddto configurerelated parameter®f the Wi-Fi
network, and clickSave

a7



Wi-Fi Names

IAP Grouping

3F AP VLAN

520dzYSy i MbSNEA 2

Q)

D 5siD Frequency Band Security Mode  Wi-Fi Password Hide Wi-Fi Remark Operation
1lmemEtz4G+5Gpr2_PSK ........ UmxngUK ......... D Isﬁble ........ _ ........... zEd,t-@-Deme .....
g 2 Sales 2.4G+5G WPRAZ-PSK CetTLbET Disable - z Edit & Delete
: 3 R&D 2.4G+5G WPA2-PSK ZeFtub6m Disable - £ Edit & Delete :

3) Navigate toAP>Wi-Fi Settings> AP VLANsand @nfigure VLAN policy.

Select2F AP VLANfor AP Groupingenable theAP VLANunction, setManagement VLAN
to 2, and clickSave

AP VLANs

Trunk Port

LAN Port

LANO

LAN1

Remark

2F AP VLAN

(@ Enable Disable
1
2

LANO LAN1

VLAN ID: 1-4090

(Optional)

Select3F AP VLANfor AP Groupingenable theAP VLANunction, setManagement VLAN
to 3, and clickSave
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AP VLANs
EAP Grouping 3F AP VLAN Y
= AP WLAN ® Enable Disable
e E N R NSRS RN R RS RS R RS EEEEE RS R ER RS RS EREREERE R

§ Management VLAN 3 0]
..[.r:-I .H.k..f :c.)l:t ............. ..I:;;I; ......... I_. ;‘I:‘I ....................
LAN Port VLAN ID: 1-4090
LANO
LAN1T 1
Remark (Optional)

5. Deliver the AP group polidp the AP on the second floor

1)  Navigate toAP>AP List and Maintenangeselect the APto which the AP group poliag
to be delivered and clickAP Grouping

AP List and Maintenance O]
Online: 2 device(s) Offline: 0 device(s) Local Management: 2 device(s) Cloud Management O
It
Sync Configuration Jid Batch Settings | LEDON  LED OFF | Delete  Reboot Upgrade  Reset  Mode Switch  Import  Export 3
LI LS
Group Name AP Model Remark IP Address *  Band  SSID Number of Terminals ~ Power Channel Management Mode  Status  LED Indicator  Operation
eTLT
He H . 24G  IP-COM_77716D 0 25 .
* [ 1 APGroup_Default  Pro-6-MiniV1.0  Pro-6-Minivi.0  10.10.96.6 e P_COM_77716D 0 o Local Management Online  Ensble £ Settings
st
246G IP-COM_77716D 0 21
- 5 - Onlin
APGroup Default  Pro-6-WV1.0  Pro-6-MN1.0 101096106 2= " Coirooo o o b Local Management ~ Online  Enable £ settings

2) Select2F AP VLARor the AP group policyand clickSave.The following figure is for
reference only.

Select AP Group Policy b4

Used to select group policies for the selected 1 APs.

Select AP Group Policy 2F AP VLAN ~

6. Refer to5 to deliver the AP group policy to the AP on théd floor.
II.  Gonfigure the core switch.

5AOARS (0 KG[LI99 92 yy nivkddv O2 NB ag¢gA G OK | a F2tf26a
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Port Conneted to VLAN ID (VLAN Allowed to Pass Port Property PVID
Router 2,3,20,30,50 Trunk 1
ManagemeniComputer 50 Access 50
Internal Server 40 Access 40
Switchl (Sales Department) 30 Access 30
Switch2 (R&D Department) 40 Access 40
Switch3 (2F AP) 2,20,30,40 Trunk 1
Switch4 (3F AP) 3,20,30,40 Trunk 1

wSilAy GKS

RSTlLdz G aSiidAy3aa CPANRS
O2y ¥A3IdzNBE (KS S

a ¢ RFOHK M OK (KS dza
[ll. Gonfigure the internal server.

A % L oA =

| RR[ b F2NJ LR NI A& O2yySOUlSRKH®BR/ i KESMNIBINIDK | yR

1. Add VLANsThe parameters in the following table are for reference only

VLAN Name VLANID IP AddressNetwork Segment PhysicalPort

R&D 40 192.16840.1/24 LAN

2. Configure the user DHGRrver for the VLAN. The parameters in the following table are for
reference only.

Policy Name User DHCP

Client Address192.168.40.10@0 192.168.40.200
Subnet Mask255.255.255.0
Gateway:192.168.40.1

PrimaryDNS 192.168.40.1

3. Set the VLAN of thport connected to the switch.
Port Connected to VLAN ID VLANAIllowed to Pass Port Property PVID

Switch 40 Access nn

z

C2NJ RSGFAf&a | 02dzi K2g dASQA2AIZNRANBALER FTERTAA
T 19 Y R
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Verification

2 K SiykBdzS@zEy S O0d xayes (i guq&ruyssngmmua(&az NR
LYY dl2Y | O ABEFBNIG LS FYR 68 A&a2ftFGSR FNRY
Y

&
2 KSYKS 2T {FRESSAI NI YSyYy (i Q2w SiOd2INTIS SyKiS NJ
0 KSKCRI aagBNRLay ¢t OQSAIRGNIYKSSI | yR 6S Aazftl i
YySig2N] ao

2 KSYKS adlwesd SaF NIReFy & Od ayeS (iokeaNg syuSNJ {
2 BRI 4 & 78 BR dzizc ¥ OB ENT V&S aI2RRNRBSY 2 § KS NJ
YySig2N] ao

2 KSy GKS {ébiSSBiJl%déﬂiﬁﬁ;@%}\NJSR )/SU@ZNJ[Z 0 KSe
OKASY 0 SNYRSGF NB Aaz2ft SR FNRY 20KSNJ ySié2NJ
2 KSy GKS é'l 2T (0 € RSMWNIBR 5y89 0 NN Sy (0 K SOX
0 KABG NI y S yli |- NE Ada2 I GSR FNRY 20§KSNJ y 8
¢KS YIyF3ISYSyld O2YLdASNG IRYNBHHBEOSMIE 62 UK
0dzaAy3a GKS Lt | RRNBaal@mysge +[!'b Ay (K
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5.5 DHCPsettings

5.5.1 Overview

2 KSdfa KNBI K S T2/ S (RadeBWAzZA NBYSy Gaz GKS Lt | RRNBaA
ySio2NPOSROPY 06S 02YLI SGSR GKNRdAK (GKS 51/t
T ¢KS ySieg2N] aolrtsS Aa tFNBST FyR (GKS 62 NJ
LI N YSGSNE FT2N SIHOKRNESi®®2N)] RSOAOS Aa
T ¢KS ydzZYoSNI 2F¥ RSQPAOSE 2y GKS ySGig2N] Aa
GKFG OlFly 0SS dzaSR o0& GKS ySGg2N] ¥ IiBEMYISE |
G GKS at BadGAyYS Aa

x

T hyte | FS¢g Kzai AY GKS® ySieg2N] yYSSR FA

A

¢ BNIdZOLINBI A RSA + 51/t &aSNIBSNE SKAOK Oly Il dzi2y
51/t OfASyGao

DHCRserver

¢KS Lt FRRNBaa Fft20FV0iA2Y YSOKIYyAaY A& | a ¥F:
1)  When therouter receivesan IP address allocation request sent by the DHCP client, it

queries the DHCP static allocation table according to the MAC address of the DHCP client.

If the DHCP client is in the static allocation table, the corresponding IP address is assigned

to the DHCP clienOtherwise the router will takethe next step.

2)  Therouter identifies the DHCP client type (user or AP) and the VLAN to which it belongs
from the request messagand then selects the type of DHCP server policy corresponding
to the VLAN according to the identified information to assign an IP address.

DHCReservation
2A0K 0KSASNDGA2Y FdzyQUuA2y s @2dz OFy YIS (K¢
LINB&ASi Lt | RRNBaasz HywERARSERRRIFNE Odiii @iy gl dioK
STFSOG o6lFlaSR 2y (GUKS Lt IIRRNEY¥ASTHEY IKSODYAB:

I RRNBaao

| |Note

CKS SASNDI GAZ2Y FdzyOlAz2y A& YlFAyfte 7T2NKEESINEOYILEF
2001AY Iy Lt ©ORRABEAGAUNFF2NNEEY2NNIEE 2LISNIGA2Yy 2F i
NE&aSNDI GA2Yy @
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5.5.2 DHCRserver

02 (KBdJH ¢ RIS 13 bibh sigeNg / t
GKS LJ 3So

IKA& LI 3Ss @&2dz Oy O2y TAIdzNB
LI N} YSGSNE (2

DHCP Server

Policy Name DHCF Type Interface Client Address Subnet Mask Gateway Lease Status Remai
User_DHCP_Default User DHCP VLAN_Default 192.168.0.2-192.168.0.254 255.255.255.0 192.168.0.252 30min  Enabled -
AP_DHCP_Default AP DHCP VLAN_Default 10.10.96.2-10.10.96.254 255.255.255.0  10.10.96.1 30min  Enabled -

GdSR
RR |

& RSTIN&#A4 BaNG @ 8 62

. S |
L W51/t g5STI2d ORK?

~ ax
- Uy

Add DHCP Server X

Policy MName
DHCP Type User DHCP A’
nterface VLAN_Default v

Client Start IP Address

Client End IP Address

Subnet Mask

Gateway

Primary DNS

Secondary DNS . . . (Optional)
Lease 30 min

Excluded IP Address Add

Remark (Optional)

Cancel
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t I N YSGSNI RSAONRLIGAZ2Y
Parameter Description
Policy Name Fecifies thenameof the DHCP policy.

Fecifies theDHCRype of the router. Therouter supports two types of DHCBser
DHCRndAP DHCP

DHCP Type
T User DHCPUsedto assign IP address tients.
T AP DHCPUsed toassign IP addressesi@COMAPs
Fecifies the VLAN for which the DHCP server rule takes effect. You can col
Interface

the VLAN on th&LAN settingpage.

Foecifies the range of the DHCP address pool (range of IP addresses asgitire

Client Address DHCP server to its clients).

Client Start IP Addres: Jecifies the start IP address of the DHCP IP address pool.

Client End IP Address Secifies the end IP address of the DHCP IP address pool.

Subnet Mask Fecifies the subnet mask that the DH§HPver assigns to its clients.

Gateway Specifies the gateway address that the DHCP server assigns to its clients.

Primary DNS Foecify the IP addresssof the primaryor secondanyDNS servesthat are assigned
to the device in the LAN by the DHCP server.
D Note

Secondary DNS C2NJ 6KS [!b RS@GAOSa (G2 I 00Saa G(XKRKJ]
ASO2wPHNER2dz SYGSNBR A4 (KS O2NNBOi
{SO2yRINE 5b{ OFy 06S tSFiG oflylo

Jecifies the validity period of the Eidress the DHCP server assigns to clients

T When the IP address of a client expires but the client is still connectt
the router, autorenewal happens and the client continues to occupy t
Lease IP address.

T If the client is disconnected (turned offthemnet cable disconnectedr
Wi-Fi networkdisconnected) from theouter, the router will release the
IP address and make it available for other clients in case they reque
address information as well.

Excluded IP Address Secifiesthe IP address assigdeo clients does not include the excluded addres

Satus Yecifies the status of the DHCP server, inclu@ingbledand Disabled

Remark Secifies theintroduction of the DHCP server policy.
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5.5.3 DHCReservation
0 KB d7b ¥ RIGKA 13 [baibH oilgeNg / t { §BIAY 3 &

[

23 Ay (2

rn_ s

WSASNWRGIBFYISNI 6KS LI 3So

hy GKA& LI 38y &2dz Oy O2y TA3Idz2NB G RBELI/NT &
atdraAa0 Lt | RRNBPaa ftradao

DHCP Reservation Q)

m Delete Impaort Export

Terminal Name Terminal Type IF Address T MAC Address Remark Status Operation
Mo Data

,2dz OHYRREI A®RR | ySé 51/t NBaSNBFiAz2y LRfAoe

Add DHCP Reservation X

Terminal Name

IP Address

MAC Address
Remark
t I N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

Terminal Name

Foecifies the name of thelient

Terminal Type

Foecifies theclienttypes such asmartphone, PAD and P@.the clienttype is not

recognizedOtherswill be displayed.

IP Address Secifies thefixed IP address to be assigned to thlent

MAC Address Saecif_ies the MAC address of tlaient A MAC address can be specified in -
following format: 00:23:24:E8:14:5A, @3-24-E814-5A or 002324E8145A.

Remark Fecifies theintroduction of the assigned static IP address.

Satus Foecifies the status of the DHCP reservation, includimgbled Disabled and

Expired

55



520dzYSy i MhiSNEA 2

Parameter Description

Import Used to import CSV files for adding DHCP static assignment rules.

Used to export DHC#&atic assignment rules to your local computer as a CSV |

Export '\@'Tip

2 Y2ZRATE G(GKS SELERZNISR FAfSs 2Ly i

5.5.4 DHCP list

[23 Ay (2 (KBJHERI ¥ HBRSHIGBENG/ t { 53 10 A yAA]

SYGidSNJ 6KS LI 3So
hy GGKA& LI 3S3 &2dz Oy LISNIINWXLKS280f AgaAiAdR:
I RRNB&aa NRPMEYS NI KA a
T ¢2 @GASE RSOAOS A PF2RNWYSI Al2WR &2dadik- AlyaS Ri KLY
RSOAOS®
T ¢KGf RSYRGK BENBFSRALOIY 6S FRRSR (2 (K¢
AYRADGARdAzI t €& 2NJAY o0l GOKSax a2z (KFG GKS
02 GIKBDY
DHCP List @
Terminal Name Terminal Type IF Address T MAC Address Operation
DESKTOP-2K2MLGI PC 192.168.0.163 9 Add to DHCP Reservation

t I N} YSGSNI RSAONRLIIAZ2Y

Parameter Description

Terminal Name  ecifies thenameof the client.

Jecifies theclient types such asmarphone, PAD and Pdf the client type is not

Terminal Type recognizedOtherswill be displayed.

IP Address Secifies the IP address of tloéient.

MAC Address Foecifies the MAC address of tokent.

Used toadd to DHCP reservation

Operation +) Add to DHCP Reservation : Used to assign the current IP address as a static IP
address to the clientAfter addedsuccessfully, the client will appear in tbeiCP
reservationlist.
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5.6 PoE Power

[23 AY u?2
7 = N 2 A e A
hy G(KABAZIDBE>=ORSE G(KS
N 4 4 A
Tdzy Ol A 2P NETF G KS
PoE Power
PoE Usage
Maximum PoE Power 110w
Used PoE Consumption 3w
Remaining PoE Power 106.9W
Port Setup
Power State
No Powe No Power hc : d T
LAN1 LANZ LANS LAN4 LANS
LAN1 LANZ LANS LANS4 LANS
FeE O «© O «© «©
Reboot PoE Reboot PoE Reboot PoE Reboot PoE Reboot PoE Reboot PoE
PoE Client Unknown Pro-6-Mini... Unknown

t I

NI YSG§SNI RSAONRLIIAzZY

WAN4/LANG

LANG

@©

Reboot PoE

520dzYSy i MhiSNEA 2

A

0 KB dsh $ R ¥ | DRSHIIoBENAO 2 t 2% SNY G SN G KS
b3 S t 2YPRYDIE 6 S BRINE RS atkKBI SRI2Ia

| T | T Unsupported
WAN3/LANT WAN2/LANS WAN1
LANT LANS WAN1
Reboot PoE Reboot PoE

Pamameter

Description

Maximum PoE

Specifies the maximum PoE power that thater can provide when using the standai

Power power supply.
Used POE. Specifies the total POE power consumption of theter.
Consumption

Remaining PoE
Power

Specifies the remaining available POE power consumption abilter when using the

standard power supply.

Power State

Displays the PoE output power consumption of the port.

PoE

Specifies whether to enable the POE power supply.

Reboot PoE

Used toreboat the PoE powefunction of the port

PoE Client

Specifies thelientconnected to the port.
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61 tYl yvI 3ASY

¢CKA& 3IdzARS A& FT2NI NBFSNByOS 2yfeé IyR R2Sa y:
I dzA RIS T d 1081 A RN BIASINDISINIBINrO G Y2 RSt a 2NJ RATTFSNE
Y2RSt®d ¢KS | OlGdzr f LINRPRdAzOG LINBGI Af ao

6.1 Overview

¢ KGR dAVBINS INI (S & GKS OrRdyyIOMRAT 20ySaNaI-Teh G NS f SAWT A 3
2 €A YR&IF2M) !'ta YR YFAYGFEAY 1tad AymORKOKSAE
CA y&iOIN| 6S INBlIGEfE& NBRdIzOSR®

¢2RR 'y |INRdzRSNIKS

¢2 0SS YI YyINRI® SowS GKtS ySSRa (2 NG dEDBMYRY | VRS |
NE dZAi S Ndzid SIRNF MER dzK SIS 't OF yNBE(I S RIS R 20623 @i K S
1. Enable the AP to obtain its IP address.

Lt haF Hit & &adzLJLI2 NI GKS 51/t Of ASylG FdzyOlAzy o
Fdzi2YlFGAOFEte 20GFrAya Ada 26y Lt IiKEBRHBAASX
a SN S N
2. Enable the AP to obtain the IP address of iitwater.
¢ KGR d4ADSWNB 2 RAOFft& oNRIFIROFala Ada Lt | RRNBa
ONRIFROIFaldxZ GKS 't OF yNP2d@iiSNy GKS Lt | RRNBa
3. Enable the AP to send a join request te tbuter.
I FGSNI 200 FAYAYIND @8 SINGKS 'RRNBSyaR a2 71 RSy NB |
4. Enable theouter to respond to the join request.

o o oAn

I FGSNE dkiSNLIZ yRa (2 GKS 22 ANE dERGOPSHEST dif K @ !
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6.2 Corfiguration wizad

Procedure Task Description

Optional.

, By default, the router has created a VLAN interface nan
1 Configure network VLAN_Default. The default IP address of this interface i
192.168.0.252and theUser DHCP Defawhd
AP _DHCP_ Defaygblicies are configured.

Optional.
> SetAPmanagement
mode By defaultthe AP management modend configuration
auto deliveryfunction of the router hare beenenabled
Optional.
3 Gonfigure AP groups

By default, the router has created an AP group policy
namedAPGroup_Default

Optional.

] o By default, the router has created a \®finetwork named
4 Configure WiFi IP-COM _XXXXXXXXXXXM the last six digits of the
router's MAC address$pr the groupnamed
APGroup_Default

Optional.
5 Configure AP VLAN

Disabled ly default Enable the functiorfiyou want to
configure a VLAN fdhe AP.

Optional.
6 Separate APs t0 AP By default, theouter has separated the managed APs tc
groups APGroup_DefaultYou can modify them based tre
actualsituation
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6.3 AP management mode
[23 AY (2 (KBIBERI VEAXBItG &SGR ISYSYiISHR2RY (K
LI 3S o
hy GKA&a LE@PLCaf 82#@NCSRYAl &l §FI BFRYWHR IENR D A 2 YV
RS{ADPENBO A@KS NRdzO SINd RFt+ @ & dzBII2 NI a
CKS 1t YIWRRSYBYQ2Yy FAIdzNI A2y | dziz2z RSt ADSNE

AP Management Mode

AP Management Mode (® Enable Disable

Configuration Auto Delivery @;l Enable Disable

t I N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

AP Management Mode Used toenableor disablethe AP managemeritinction.

After this function is enabled, when a new AP goes online, or an offline AP ¢
online, the router will automatically add the APA®Group_Defaultthat is,
deliver the default configuration to the AP.

Configuration Auto
Delivery
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6.4 WI-Fi settings

6.4.1 Wi-Fi canfiguration

[23 AY (2 (KBIBER) VL AXMBREESHEH Gay IEE¥FSEY 1SN

GKS LI 3So

A x L L oA A

hy GKAR &IOS O2yiEAIYWRNBOGBRKPEFREFI dzf 6 GKS NP

2 X SO oA 6 RAR dzLIgsBde | @ - 6@t G SO
RAAL F@8SR®

Wi-Fi Names

AP Grouping APGroup_Default v

ID SSID Frequency Band  Security Mode  Wi-Fi Password Hide Wi-Fi  Remark Operation

1 IP-COM_T77716D  2.4G+56G WPA2-PSK Disable Default Wi-Fi £ Edit

. 2dzCAIIARERE RR 2 %% %0 62 N @

Add Wi-Fi Settings X
SsID
Frequency Band 2.4G+5G A
Security Mode None v
Remark
Advanced >

t I N YSGSNI RSAONRLIGAZ2Y

Parameter Description

LI NJ YSGSN

Used to slect an AP group of the/i-Finetwork. Configure the AP groum

AP Grouping advance

SSID Secifies the name of th&Vi-Fi network
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Parameter Description

Secifiesthe frequency banaf the WiFi network
'\@" Tip

If AP only supports 2.4GHz, you cahect2.4GHz or 2.4GHz5GHzIf 5GHaZs
selected the configuration is invalid.

Frequency Band

Specifies the security modes of the SSID policy.

T None It indicates that theWi-Fi networkhas no password. For the
security of the network, this option is not recommended.

T WPAPSKandWPA2PSKTheyindicate that WPA prashared keys are
used for network authentication, which is ideal for individual and
domestic scenarios.

Security Mode i WPA3SAEand WPA3SAE/WPAZPSKTheyindicate that theWi-Fi
network is authenticated with a WPA pighared key, which is more
secure than WPA2. Some smartphones do not support WPABPHS
SAE/WPAZP SKs recommended.

T WPAandWPA2:They indicate that 802.1x is used for network
authentication and generating root keys to encrypt data, which is
suitable for scenarios withigh-searity requirements such as
enterprises.

Specifies the encryption when the security mode is Y WPA2PSKWPA3
SAEWPA3SAE/WPAPSKWPA and WPAZIlickAdvanced *o view details.

T AESSpecifies the Advanced Encryption Standard.

1 TKIP Specifies the Temporal Key Integrity Protocol. UfiddPmode,
the AP can only use a lower rate (maximum 54 Mbps) than ubE&
mode.

T TKIP&AESSpecifies that both thAESand TKIPare compatible.

Encryption

Specifies the prshared keys when thgecurity modes are WRPRSK, WPARSK
Wi-FiPassword WPA3SAEaNdWPA3SAE/WPAPSKThe users need to enténe Wi-Fipassword
when connecting to th&Vi-Fi

Specifies the key update interval when the security mode is WRKRWPA2PSK
Key Update Interval WPAISAERNdWPA3SAE/WPAPSKA short key update interval can enhance
the security of WPA dat@. means no updateClickAdvanced *o view details.

Radius Server Addres

Specify the IP address, shared key and authentication panedRADIUS Server.
Authentication Key
They are required only whe8ecurity Modeis set toWPAor WPA2

Authentication Port
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Parameter Description

Used to enable or disable the ®&SIDunction. After this function is enabled, the
SSID will be hidden and thei-Fi networkwill not appear in the available networt

list of wirelessclients (such as smartphones), enhancing the security of\thEi
Hide SSID network.

If you want to connect to the hiddewi-Fi network manually enter the SSID on
your wireless clientsClickAdvanced o view details.

Used to enable or disable tlaient isolationfunction. With theClient Isolation

Client Isolation enabledclients cannot access each oth&lickAdvanced %o view details.

Secifies the maximum number of clients allowed to connect to\tie-i

Max No. of Clients o ork Clickadvanced o view details.

Specifies the VLA which theWi-Fi networkbelongs.ClickAdvanced *o view

Wireless VLAN ID )
details.

Remark Specifies the introductioto the Wi-Fi network The remark is optional.

Used to edit or delete ®Vi-Fipolicy.
& Edit : Used to modify the policy.
1l Delete: Used to delete the policy.

! 7’
'@'Tip

Operation

Generally, keep at least WiFipolicy, so the last policy cannot be deleted. The
policy in use cannot be deleted. Remove the policy reference before deleting
policy in use.
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6.4.2 Guest WiFi
Olly00OSaa (KPRAQGHGWYSGF O0Saa SIHFOK 20GKSNJ 2NJ iK
2 KSYy @e2dz ySBRYSAg2NEYy TR N 3 dzSiaKasdzS a6 ® dof Qilizy 2 B v
I OK XiKBS NB |j deemiyBiyaid LG LINE G SINA a1 INRGS2 RS O dzNR G
LINBGSYy (i LISNE2YIlFE AYF2NNIGA2Y RA&Of 2&dz2NB @
[23 AY (2 (KBIBER) VL AXMBRIEES§ HDUASEEH2A Sy G SNJ
GKS LI 3So
hy (K220 AYT a8 % 2 NJRY KISt NE dRFdzy OGA2Y Aa RA
RSTlLdz G ¢KS F2fft26Ay3 FAIAdZNE A& F2NI NEFTSNBy

Guest Wi-Fi

AP Grouping APGroup_Default

Guest Wi-Fi Status (@) Enable Disable
Unify 2.4 GHz & 5GHz (8 Enable Disable
SSID IP-COM_Guest
Security Mode None

Remark Guest Wi-Fi

Advanced »

~ A

t I N} YSGSNI RSAONRLIGAZ2Y

Parameter Description

AP Grouping Used to select an AP group of the-Winetwork/ 2 V T A 3 dzNE it K S
advance.

Guest WAFi Status Used to enable or disable theigst WiFifunction.

Used to enable or disable the Unify 2.4 GHz & 5 GHz function.

i EnableUnify 2.4 GHz & 5 GHZheSSICandWi-Fipassword of the 2.4
GHz and 5 GHz netwook the guest WH-iare the same, and only one
Unify 2.4 GHz & 5 GHz SSIDhs displayed. When you connectttte guestWi-Fi, you will
automatically connect to the best quality Wi.

i DisableUnify 2.4 GHz & 5 GHZhe 2.4 GHz and 5 GHz netwarkthe
guest WiFiare displayedeparately. You can access the internet
through either WiFi network.
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Parameter Description

Secifies the name of thguestWi-Fi.

SSID To distingiishthe SSIf the primary network, it is recommended not to set the
SSlDor the guest Wi the same as thgrimary network.

Specifies the security modes of thaest WiFi

T None It indicates that the WFi network has no password. For the
security of the network, this option is not recommended.

T WPAPSKandWPA2PSKTheyindicate that WPA prshared keys are
used for network authentication, which is ideal for individual and
domestic scenarios.

Security Mode i WPA3SAEand WPA3SAE/WPAZPSKTheyindicate that the WAFi
network is authenticated with a WPA pshared key, with is more
secure than WPA2. Some smartphones do not support WPA3, so
WPA3SAE/WPAZP SKs recommended.

T WPAandWPA2:They indicate that 802.1x is used for network
authentication and generating root keys to encrypt data, which is
suitable for scenarios i high-security requirements such as
enterprises.

Specifies the encryption when the security mode is YPSKWPA2PSK, WPA3
SAE, WPASAE/WPAPSK, WPA and WPA2. Clidkanced o view details.
T AESSpecifies the Advanced Encryptistandard.

T TKIP Specifies the Temporal Key Integrity Protocol. UiddPmode,
the AP can only use a lower rate (maximum 54 Mbps) than uAB&
mode.

T TKIP&AESSpecifies that both thAESand TKIPare compatible.

Encryption

Specifies the prasharedkeys when the security modes are WPSK, WPARSK,
Wi-FiPassword WPASISAE and WPASAE/WPAPSK. The users need to enter the Vi
password when connecting to the Wi.

Specifies the key update interval when the security mode is \WBKAWPA2
PSKWPA3SAE and WPASAE/WPAPSK. A short key update interval can
enhance the security of WPA data. 0 means no update. &ticknced *o view
details.

Key Update Interval

Radius Server Address

Specify the IP address, shared key and authentication port of the RADIUS £
Authentication Key
They are required only whe8ecurity Modeis set toWPAor WPA2

Authentication Port
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Parameter Description

Used to enable or disable the hide SSID func#dter this function is enabled,

the SSID will be hidden and the-Winetwork will not appear in the available

network list ofwirelessclients (such as smartphones), enhancing the security
Hide SSID the Wi-Fi network.

If you want to connect to the hidden VFi retwork, manually enter the SSID or
your wireless clientClickAdvanced %o view details.

Used to enable or disable the client isolation function. With @ient Isolation

Client Isolation enabled, clients cannot access each other. @Glibkanced o view details.

Foecifies the maximum number of clients allowed to connect to theFVi

Max No. of Clients o\ /ork. Clickadvanced %o view details.

Specifies the VLA which the WiFi network belongs. Cligkdvanced *o view

Wireless VLAN ID )
details.

Remark Specifies the introduction to th&uest WiFipolicy. The remark is optional.

6.4.3 Wi-Fischedule
[23 Ay (2 (KBIBHERI VL ARBRIEESE & don IEOKS Rdz S

SYydSNJ 6GKS LJ 3So

hy GKA&dzZLIOBE I RBRAEAY 6 6 BREBINASY 3 | a4 UBSIINAFYATS Ri KLIS N 2
da0KSRdzf SR RAMNIDITIZSHIOBMA R R A Y NI LK 2y S2ai® yy 2 i
YySG62N] ao

Wi-Fi Schedule

AP Grouping APGroup_Default

1D SSID Frequency Band Off Period Remark Operation

1 IP-COM_77716D 2.4G+5G £ Edit

t I NI YSGSNI RSAONRLIGAZ2Y

Parameter Description
AP Grouping Used to select an AP gnato which the WiFischeduleddisablebelongs.
SSID Secifies theWi-Finameto be set theWi-Fi scheduldunction.

Frequency Band Soecifiesthe frequency bando be set the WAFi scheduldunction.
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Parameter Description
Wi-Fi Schedule  Used to enable or disable th/i-Fischedulefunction.
Off Period Specifies the period during which the Ydinetwork is disabled.
Remark Specifies the introduction to theVi-Fi schedulgolicy.
Used to edit enable or disable th&/i-Fi schedule policy

£ : Used to modify thepolicy.
Operation = iy thepolicy

& : Used toenablethe policy.

) : Used todisablethe policy.

6.4.4 APVLAN

[23 AY (2 (KBIBERI VEAMBPIAAKESE i § A TR By I SNI G
LI 3S o

+[ILB2f A08 A& dzaSR #H[2ILBOAY YSHE&NB @KRSG&BSaAOD
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$YI-()f)\3A/V éUl-nga 21-',[3KS It [ ¢KS Nt yrESKYSYdz¢
RA&lI0f SROoe RSTI dzf

AP VLANs

AP Grouping APGroup_Default '

AP VLAN Enable (@ Disable

PVID 1 ®

Management VLAN 1 ®

Trunk Port LANO LAN1

LAN Port VLAN ID: 1-4090

LAMNO

LAN 1

Remark
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Pamameter Description

Used to slect an AP groutm which the AP VLAN belong®nfigure the AP group
advance

AP Grouping

AP VLAN Used to enabl®r disablethe 802.1QVLANunction of the AP.
PVID Specifies the ID dhe default native VLAN of the trunk port of tiAd.

Specifies the ID of the management VLAN.

Management After changing the management VLAN, you can manage the AP only after conne

VLAN the router to the new management VLAN and you can log in to thb Wl of the AP
again only after connecting your client (such as the management computer) to the
new management VLAN.

Used to slect the trunk portdhat allow data of all VLANS to pass.

D Note

After the 802.1Q VLAN function is enabled, at least bABl port needs to be selectec
as the Trunk port. If this policy is applied for only one LAN port, set LANO as the 1
port. Otherwise, the configuration may fail.

Trunk Port

Secifies theVLAN ID of thevired LAN por{non-Trunk port)of the AP This
parameter is required only when the AP that uses the current policy hat ANb
ports. The wired LAN port that cannot be modified is the Trunk port.

LAN Port “@-ip
Afterthe 802.1Q VLAN function is enabled, the wired LAN port-{irank port) and

wireless port of the SSID are Access ports. Their PVIDs are the same as their ow
IDs.

Remark Specifies the introduction to the VLAN policy. The remark is optional.

6.4.5 Advaned policy

[23 AY (2 (KBIBERI VL AXMBIAEKSH Hi ROY @SBy G SNI G
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68



—+

520dzYSy i MhiSNEA 2

Advanced

AP Grouping APGroup_Default b4

Fast Roaming 802.11k 802.11v 802.11r
LED Indicator (® Enable Disable

Log Notification Enable (@) Disable

AP Fault Alarm Enable (@) Disable

AP Traffic Alarm Enable (®) Disable

AP Connections Alarm Enable (®) Disable

Reboot Settings Disable ~

Unified User Name

Unified Password

Confirm Login Password

I NI YRESIZSSOWNIA LIG A 2 Y
Parameter Description
AP Grouping Used to slect an AP grougConfigure the AP group advance

Usedto enableor disablethe fast roaming function. Wireless roaming mea
that a client automatically connects to the AP with better signal and
disconnects from the original AP when it moves to a critical area covered
two or more APs. The premise is that the SSID, securite modWi-Fi
passwordof these APs are the same.

Fast Roaming

802.11k: Wireless spectrum resource measurement protocol. W
the protocol enabled, the client will be assisted in scanning
roamable target APs, solving the problem of whether you shoulc
roam and when you rexdl to roam.

802.11v: Wireless network management protocol. With the
protocol enabled, the client will be assisted in selecting roamabl
target APs, solving the problem of which AP to roam to.

802.11r: Specifies the fast BSS conversion protocol. With the
protocol enabled, it will reduce roaming time without the
handshake metric during wireless reconnection, solving the
problem of how to roam quickly.

LED Indicator Used to tirn on or turn off the indicator ofAP.
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Parameter

Log Notification

AP Fault Alarm

AP Traffic Alarm

Traffic Alarm Threshold

AP Connections Alarm

Connections Alarm
Threshold

Reboot Settings

Time

Repeat

Reboot Time Interval

Unified User Name
Unified Password

Gonfirm Login Password

520dzYSy i MhiSNEA 2

Description

Used to enabler disable the log notification function.

After it is enabled, the AP alarms will be displayedmAlarm Lognd AP
Running Logn Running Log

Used to enable or disable thgP fault alarrmunction.

When it is enabled, if the AP is faulty (such as reboot, offline, online), the

will send an alarm through thieog Notification

Used to enable or disable theP traffic alarnmfunction. With this functin
enabled, when the total traffic exceeds the specified threshold, an alarm
notification will be triggered. The notification can bentby Log Notification

Jecifies the threshold of the Araffic alarm. When the total AP traffic
exceeds the threshold, an alarm notification will be triggered.

Used to enable or disable th&P connections alarfiunction. With this
function enabled, when the number of AP connections exsdhd specified
threshold, an alarm notification will be triggered. The notification casdra

by Log Notification

Specifies the threshold of connections alarm. When the number of AP
connedtions exceeds the threshold, an alarm notification will be trigger

Specifies the type of maintenance policy.

T Scheduled ReboofThe AP reboots once at the specified time poi
on the specified dates.

T Cyclic RebootThe AP reboots once #te interval specified by
Reboot Time Interval

Jecify the rebootime of the AP wherReboot Settingss set toScheduled
Reboot

Speifies the interval at which the AP reboots wheaboot Settingss set to
CyclicReboot

Specif the loginusername angbassword of the AP.

Used to confirm the login password of the AP.
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6.5 AP group policy

[23 Ay (2 (KBdB$RI VL AXEIth SDNPRIzZLS Yy G SN 6 KS LI 3
't INRdzZLI L2t A O MA&AS [z /gRI RSBt ODBNAYIESY (12 02N
AP Groups @
=n
Group Mame Total APs Online APs Offline APs Remark Operation
APGroup_Default 2 2 0 £ Edit
. @ RSTINEOMABNGI QKRB 4GSR |y !t NP ddIp: R B RDBDOY | Y
| RR2RR | yS¢ !t 3INRdzZL) LRt AOed
Add AP Grouping X
Group Name

Remark

t I N} YSGSNI RSAONRLIGAZ2Y

Parameter Description

GroupName Soecifies the name of th&P grouppolicy.
Secifies he number of APs that apply the AP grqgicy. The specific AP

Total APs ; . : . . ?
information can beviewed in the AP list and maintenance.

Online APs Fecifies thenumber of online APsf the AP group

Offline APs Fecifies thenumber ofoffline APf the AP group

Remark Specifies the introduction to the AP group policy. The remark is optional.
Used to edit or delete an AP group policy.

Operation Z tdit: Used to modify the policy.

] Delete: Used to delete the policy.
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6.6 AP list and maintenance

6.6.1 Overview
[23 AY (2 (KS 56 0y BAINAGStLHEKD G NB ¥R S 8ISH i BY i RS

hy (KAa LWEHSEKSe2dz ORJYia>X RSEAOGSNI GKS 't 3INRz
O2y FAIAdzNBE GKS YIAYyGSyl yoOS @2BUxyaasdy adSRdzOK al
0S I RR$& RN AzLIYo5eS TR SF [ (dzf G @
. 2dz OF @ G@f "Gf SOU LI N¥ YSGSNER (2 06S RAaLX @SR
AP List and Maintenance @
L - t: 2 device(s Cloud & 0]
AP Grouping Batch Settings LED ON LED OFF Delete Reboot Upgrade Reset Mode Switch import Export G
Group Name AP Model Remark IP Address T Band SSID Number of Terminals Power Channel Management Mode Status LED Indicator Operation
APGroup_Default  Pro-6-Miniv1.0  Pro-6-Miniv1.0  10.10.96.6 igL ::: (C:gm ij;lgg g jj Local Management Or Enable £ Settings
APGroup_Default Pro-6-1WV1.0 Pro-6-1IWV1.0 10.10.96.106 igb ::: ggm ij;lgg s 2 Local Management Onlirw Enable ZE- ting:

dzi 12y RSAONALIIAZ2Y
Button Description
Sync Configuration Used to synchronize the configuration of the selected APs.

Specifies the AP group policy to be used on the selected APs. The AP group po

AP Grouping should be configured iIAP _Group Policin advance.
Batch Settings Used to deliver the configuration to the selected APs in batches.
LED ON
Used to turn oror off the LED indicator of the selected AP.
LED OFF
Delete Used to delete the information of offline APs that are selected.
Reboot Used to reboot the selected APs.
Upgrade Used to upgrade the firmware of the selected APs.
Reset Used to reset the selected APs to factory settings.
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Mode Switch

Import

Export
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Description

Used toenableor disable the cloud maintenance function of the ARwitch the
management mode atloud maintenancefor details, refer teet the AP cloud
maintenance function

|

The cloud maintenance function may be unavailable for some APs.

Used to import the configuration information of the selected APs.

After importing, only remarks of devices with the same MAC address are replact
Otherinformation will not synchronize.

Used to export the configuration information of the selected APs.

Used to refresh the current list.

t F N YSGSNI RSAONRLIGAZ2Y

Parameter

Online

Offline

Group Name

AP Model

Remark

IP Address

MAC Address

Frmware

Band

SSID

Number of
Terminals

Power

Channel

Description

Secifies thenumber of online devices.
Fecifies thenumber of offline devices.
Specifies the AP group name.
Specifies the AP model.

Specifies the introduction to the AP.

Specifies the IP address that the AP obtains from the AP DHCP server. lihis alsc
login address of the AP.

Specifies the wireless MAC address of the AP.
Specifies the current firmware version of the AP.
Specifies the working frequency band of the AP, inclugidgsHz and 5 GHz

Specifies theurrent SSID of the AP.

Specifies the number of thdients that the AP connects to.

Specifies the wireless transmission power of the AP.

Specifies the wireless channel of the SSID that the client connects to.
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Parameter Description

If the client supports 2.4 GHz and 5 GHz, with this function enabled, 5 GHz is us
priority when the 5 GHz signal strength is not less than the RSSI value.

5G Preferred @ .
ip

This function is only available for the 5 GHz band.

Specifies the maagement mode of the AFFor detais about the cloud maintenance
function, seeSet the AP cloud maintenance function

Management e

Mode -@-Tip

Thecloudmaintenancefunction may be unavailable for some APs.

Specifieshe management VLAN ID of the AP to differentiate it from data VIfAN.

Management VLA this parameter is not set,is displayed by default.

Wired Port VLAN  Specifies the default VLAN ID of the wired port of the AP.
RF Specifies the current Rfatus of the AP.

Online Duration Specifies the online duration of the online AP.

Offline Duration Specifies the offline duration of the offline AP.

Status Specifies the current status of the AP.

LED Indicator Specifies the current status of thé=Dindicator of the AP

Used to edit or delete the AP group policy.

Operation Z settings : Used to modify the AP group policy.

I Delete : Used to delete the AP group policy.

6.6.2 Deliver policies to APs

o

2 A0 KOAKSBA IdzNI (A FdzyIOdrih 2 YRSy A GF SR #HKREFE FRFRER @2
| t DNZR dzLJEBBbNPFdeldzole RS T dzZf G @

=
-

(Vo))
Se
A

1. Log in to the web Ul of theouter.

2. (Skip if performed) Configure an AP group. For detailsASegroup policy

3. (Skip if performed) ConfigureWi-Fipolicy to be delivered to APs. For details, Sée-i
settings
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4. Delive policies to APs.

1)  Navigate toAP> AP List and Maintenance

2) Select the APs to which the policies are to be delivered, and AlckcroupingThe
following figure is for reference only.

AP List and Maintenance @
Local Management: 2, devicels) (0]
Sync Configuration Settings | LEDON  LED OFF | Delete  Reboot| Upgrade  Reset | Mode Switch | Import | Export| | (3

sree T et

' )= Group Name AP Model Remark IP Address T Band  SSID Number of Terminals ~ Power Channel Management Mode  Status  LED Indicator  Operation

. = 246G IP-COM_77716D 0 25

I ap 3 o P . 6 S

. : APGroup_Default  Pro-6-MiniV1.0  Pro-6-MiniVi.0  10.10.96.6 . FocOM 177160 0 s Local Management nline Enable £ Settings

e 24G  IP-COM_77716D 0 21

I oap > > Onlin s
: V) APGroup Default Pro-6-IWV1.0  Pro-6-MV10  1010.96106 - eV D O S Local Management  Online  Enable & Settings

3) Select an AP group from th&elect AP Group Polidrop-down list box, and clickave
Thefollowing figure is for reference onl

Select AP Group Policy X

Used to select group policies for the selected 2 APs.

Select AP Group Policy APGroup_Default A

mony R

I F i

l'ta FNB TFRNRIRIN 20 KS BIRG6KOASE BHEREOA B €
F LILX A SR

i2 GKS 1'tad

6.6.3 Batch settings
2dz Ol.yl (deiakS {BS GLASANFRENY RSGF A f SR a S GAlyA yI3 adzyFA2 TN
YI y¥®S NI
_\@,_Tip
CKA & 2 LASNgG G20y2fye 0 S IIESINBF 2ANWYSS RR 234 Ry

1. Log in to the web Ul of theouter.

2. Navigate toAP> AP List and Maintenance

75



520dzYSy i MbSNEA 2

Slect the APs for which detailed settings are to be performed, andBaoéh SettingsThe
following fgure is for reference only.

AP List and Maintenance @
Online: 2 devicels) ~ Offline: 0 device(s)  Local Management: 2 device(s)  Clgug Manggwrasniial [0}
B ron) AP Grouping & Batch Settings & | LEDON | LED OFF | Delete | Reboot| Upgrade | Reset | | Mode Switch | Import  Export| | O
ot CTT T —
2 (P Group Name AP Model Remark IP Address T Band  SSID Number of Terminals ~ Power Channel Management Mode  Status  LED Indicator  Operation
el s ; ' 246 IP-COM_77716D 0 25 .
. : APGroup Default  Pro-6-MiniV1.0  Pro-6-Miniv1.0 1010868 08 O 00 = Local Management  Online  Enable 2 Settings
- 246 IP-COM_77716D 0 21 _—
i D% APGroup Default  Pro-6-WV1.0  Pro-6-WV10 104086106 € DTOONRTTEN b Local Management ~ Online  Enable £ Settings
Ll .

Set parameters as required, and cliSlave Thefollowing figure is for reference only.

]
N /,

“Tip

=

b2 KI WA O (6 SD2YERAdANK 8 A 2 yi 22 BEKA OKLILISY SANRPYARATASRO®
AP Batch Settings X

Number of Selected APs 2 devicels)

Remark (Optional)
AP Grouping APGroup_Default W

2.4G 5G
RF Status (®) No Change Enable Disable
Network Mode No Change v

Channel Bandwidth

Channel

Anti-interference Mode Mo Change '

Power 0 dém (D
RsSI 0 dém (D
Client Aging Time 15 min 4

Air Interface Scheduling @ Mo Change Enable Dizable
WM (®) No Change Enable Disable
SSID Isolation (®) No Change Enable Disable
APSD (®) No Change Enable Disable
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Parameter Description
Number of . e
Slected APs Secifies the number of APs that are selected currently. It cannot be modified.
Remark Secifies the introduction of the APSheremark is optional.
. Secifies the AP group policy to be applied for the selected APs. The AP group pc
AP Grouping . : -
must be configured id\P_group policin advance.
2.4G
Used to configure parameters for 2.4 GHz and 5 GHEi networls.
5G
Secifies the status of the \ARi function. No (hangeindicates that the RBtatusof the
corresponding frequency band of the AP is not modified.
RF Status

T Enable Selectit to enable the WAFi function of the frequency band.
T Disable:Selectt to disable the Wi function of the frequency band.

Fecifies theWi-Fi networkmode of the corresponding band.

Network modes of the 2.4 GHz frequency band inclutle 11g 11b/g, 11b/g/n and
11b/g/n/ax.

T 11b The AP works in 802.11Wi-Fi networkmode

i 11g The AP works i802.11gwWi-Fi networkmode.

T 11b/g: The AP works i802.118g Wi-Fi networkmode.

T 11b/g/n: The AP works i802.118g/n Wi-Fi networkmode.

T 11b/g/n/ax: The AP works i802.11ldg/n/ax Wi-Fi networkmode.

Network Mode

Network modes of the 5 GHz frequency band inclutlg 11a/n, 11ag and
1la/n/ac/ax.

T 1la The AP works in 802.4Wi-Fi networkmode.

i 11a/n: The AP works in 802.ah Wi-Fi networkmode,

T 1lac The ARwvorks in 802.14cWi-Fi networkmode.

T 1la/n/ac/ax: The AP works i802.1%/n/ac/ax Wi-Fi networkmode.
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Parameter Description

Specifesthe bandwidth of the working channéh high channel bandwidth means a
higher transmission rate, but the penetration cagépiis reduced and the
transmission distance is shortened.

T Automatic: The AP automatically adjusts the channel bandwidth based ¢
the surrounding environment.

Channel i 20M: The AP useabe 20 MHz channel bandwidth.
Bandwidth T 40M: The AP usdbe 40 MHz channel bandwidth.

i 80M: This channel bandwidth is available for the 5 GHz only. The Akhes:
80 MHz channel bandwidth.

T 160M:This channel bandwidth is available for the 5 GHz only. The AP u:
the 160 MHz channel bandwidth.

T No ChangeRetain the current configurations tdie AP.

Speciiesthe channein which the wireless data is transmitted and receivEkle
available channels are determined by the current country/region and wireless bar

T No ChangeRetain the currentonfigurations of the AP.

T Automatic: The AP automatically detects the occupation rate of channels
Chamel and selects theppropriateworking channel accordingly.

If the connection dropsfreezesor slow internet occurs frequently when you are usit
the Wi-Fi network you can try changing the workj channel. You casheckthe
channels withalow occupation rate and little interference using software tools (suc
as WiFi analyzer).

Secifies thetransmit power of tle corresponding band.

Power The higher the transmit power, the wider the \Ki coveage. However, an
appropriatereduction of transmit power caimprove the performance and security ¢
the Wi-Fi network

Specifies theninimum wireless signal strength can be received by the band. Clien

with a lowersignalstrengthvalue cannot connect to the AP.
RSSI
When there are multiple APs in the surroundingsappropriateRSSvalue helps

ensure wireless clientsonnectto the APs with a stronger signal.

If a client generates no data communication within tlise after connecting to the

dlient Aging Time Wi-Fi network the AP will cut this client off.
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Parameter Description

Interference mitigation mode of this device. Only supported in 2.4 GHz.
T 0: Interference suppression measures are disabled.
1 1. Suppressame frequencynterference for weak radio environmensuch as the

same frequency interference caused by microwave ovemsriphonesand
bluetooth devices.

1 2: Forciblysuppress moderate interference for bad radio environmeititen the

Anti-interference . . . .
number of wireless signal interfence sources is less than 30.

Mode

T 3: Automatically suppress critical interference for heavy loading radio
environment.

T 4: Automatically suppress critical interference and reduce naisen the number
of wireless signal interference sourcesrisre than 3Q sud ashigh-density
scenaris.

T No ChangeRetain the currentonfiguratins of the AP

Air Interface If this function is enabled, the same download time is assigned to users experient
Scheduling different download rates, ensuring a better experiencetghrate users.

Specifies th&ViFi Multimedia which provides basic solutions for wireless QoS. Wh

this function is enabled, audio and video data are forwarded in priority. To improv
WMM L . ) - .

the performance of AP in wireless multimedia data transmisdmmexample, online

videos).

. Used to enable or disable the SSID isolation function. When it is enabled, devices

SSID Isolation

under different SSIDs cannot communicate with each other.

Secifiesthe Automatic Power Save Delivery, which is WM power-saving
APSD certification protocol of the WFiAlliance. EnablingPSDOcan reduce the power
consumption of the AP.

If the client supports 2.4 GHz and 5 GHz, with this function enabled, 5 GHz is use
priority when the 5 GHz signal strengghnot less than the RSSI value.
5G Preferred _@_Tip
This function is only available for the 5 GHz barmduse this function, the 2.4 GHz ai
5 GHz bands of the AP must be enabled and the SSID and passwords for the 2.4
and 5 GHz bands must be consistent.
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6.6.4 Set AP cloudnaintenance
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1. Obtain the unique cloud code.
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'@'Tip
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1)  Acesshttps://imsen.ip-com.com.crto enter theweb Ul of IRCOMProA CloudPlatform

2) ClickAddin the upper right corner and seletinique Cloud Codeand copy the unique
cloud code.

Unique Cloud Code X

=}

Unigue Cloud C

2.  Bnable the cloud maintenance funioh for the APs.

1) Log in to the web Ul of theouter, and navigate téAP> AP List and Maintenance

2) Select the APs for which the cloud maintenance funcida be enabled and clickMode
Switch The following figure is faieference only.

®

AP List and Maintenance

AP Grouping ~ Batch Settings | LEDON = LED OFF | Delete  Reboot Upgrade | Reset .:: Mode Switch -E mport  Export | | 3
.................
i EGIOLID Name AP Model Remark IP Address T Band SsiD Number of Terminals Power Channel Management Mode Status LED Indicator Operation
;Al’Gmup Default  Pro-6-Miniv1.0 Pro-6-MiniV1.0 10.10.96.6 ig“ :: ggz j;;lgg g zj Local Management  Online  Enable 2 Settings
iAl’Dmup Default  Pro-6-WV1.0  Pro-6-IWV1.0  10.10.96.108 i;" :: ggm :;:123 g g Local Management  Online  Enable 2 Settings
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3) St Cloud Maintenancdo Enable and set Management Modeas required Cloud Hosting

for examplehere).

4)  Enter the unique cloud code obtained Wnique Cloud Codand setDevice Info Reporto

Enable
5) dickOK

Mode Switch X
Used to switch modes for the selected 2 APs.

Cloud Maintenance (® Ensble Disable

Management Mode Cloud Hosting ~

Unigue Cloud Code

Device Info Report (® Ensble Disable

oy R
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Parameter Description

Joud Maintenance Used to enable or disable tleboud maintenancefunction.

Specifies the cloud maintenance management mode.

T Cloud HostingSuitable for projects that are managed in a unified

manner and the ProFi Clo®latformor ProFiAppis used for

maintenance. APs can be managed in the ProFi Gtaitbrmand
Management Mode configurations can be delivered to APs through the ProFi Gitatébrm
You can also configure APs by logging in to their web Ul locally.

T Local HostingSuitable for projects that are managed and viewed in a
unified manner. APs can be managed inBmeFi Cloud Platform or
ProFi Apmand all configurations must be performed on the web Ul of

router or the APs.
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Parameter Description

Used to associate theegtice to the ProFi Cloud Management System. You can
Unique Cloud Code  obtain iton the ProFi Cloud Platforrt{ps://imsen.ip-com.com.ci) orthe ProFi

App.

Used to enable or disable thdeviceinfo report function.

Device Info Report  ater this function is enabled\Ps can be managed on the ProFi ClBlatform
and AP configurations will be uploaded to the ProFi CRiatform

6.7 Wireless user information
[23 AY (2 GKS ¢RI @A JN2AGS AINESE S\EPadz(! SINENJ SLyyiTS2NNIY L
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Wireless User Information

Online Users: 1 Export Force Offline

Terminal Name Terminal Remark Terminal Type P Address T MAC Address Associated SSID Band Signal Strength Online Duration Operation

iQ00-10 Mobile Phone 192.188.0.184 IP-COM_77716D 5G 39dBm Tminute(s) ) Force Offline

t I N} YSGSNI RSAONRLIGAZ2Y

Parameter Description

Online Users Fecifies thenumber of online device

Export Used toexportuses' information to the local computer.
Force Offline Used to kickhe online users offlinén batches

Terminal Name Specifies the name of thaient

Specifies théntroductionto the client Click the display areaf the remark to

Terminal Remark .
customize it.

Specifies the type dflientsuch asnobilephone, PAD and P(@.the clienttype is not

Terminal Type recognizedQtherswill be displayed.

IP Address Specifies the IP address of tbgent.

MAC Address Soecifies the MAC address of tokent
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Parameter Description
Associated Device Specifies the information of the AP that thkent connects to.

Associated Device

Specifies the remark of the AP that tbientconnects to.
Remark

Associated Device Specifies the IP address of té-Fi networkbelonging to the AP that thelient
IP Address connects to.

Associated Device Specifies the MAC address of #4-Fi networkbelonging to the AP that thelient
MAC Address connects to.

Associated SSID  Specifies the name of th&/i-Fi networkto which theclientconnects, or the SSID.

Specifies the frequency band of théi-Fi networkto which theclientconnects.

Band T 2.4 GHzThe frequency band of the AP is 2.4 GHz.
T 5 GHzThe frequency band of the AP is 5 GHz.

Reattime Upload  Specifies the reaime upload rate of theclient

Reattime Specifies the redime download rate of thelient
Download
Total Traffic Specifies the total download traffic during totdlent connection.

Sgnal Strength Specifies the signal strength of thié-Fi networkto which theclientconnects.

Online Duration Specifies the duration during which tleientis connected to th&Vi-Finetwork.

Operation Farce Offline : Used to kick thenline user offline.
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6.8 Exmaple of configuring fat APs

Networking requirements
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aiulr¥F Oly F00Saa 2yfeée GKS AyaNrySio
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Configuration procedure

| 2YFXNEENBIR ) / 2y FAIdzZNE G )/ 2y FAIdz2NBE (K

I. Configure therouter.

N

1. Login to the web Ul of theouter.

2. ManageAPs (skip if performed)

1)  Navigate tcAP>AP Management Mode
2) Enable theAP Management Mod&nd Configuration Auto Deliveryunctions.

AL A A~z

bt GAIN G td g Al Fy R 2a | RKySICEY HRCRRGIRYSINT §iK SG K S !t
adz00SaavfdA f e

AP List and Maintenance (©)
Online: 2 device(s) ~ Offline: 0 devicels)  Local Management: 2 devicels)  Cloud Management @
VSIS | AP Grouping | Batch Settings | LEDON | LED OFF  Delete  Reboot | Upgrade | Reset ~ Mode Switch | Import | Export {3
Group Name AP Model Remark IP Address T Band  SSID Number of Terminals ~ Power  Channel  Management Mode  Status  LED Indicator  Operation

N 246 IP-COM_77716D 0 25
6 6 - s Onlin
APGroup_Default  Pro-6-Miniv1.0  Pro-6-Miniv1.0  10.10.96.6 56 P.COM 77718D D b Local Management  Online  Enable £ settings
246 IP-COM_77716D 0 21
6 6 - s Onlin
APGroup_Default  Pro-6-WV1.0  Pro-6-IWVI0 101098106 o Tl % Local Management  Online  Enable £ settings

3. Add the VLAN and configure the DHCP server.

VN

¢(KS F22ft26Ay3a GrotS fAata GKS z[!b LI NF¥YSGSN

VLANName VLANID IP Addresg Network Segment Physical Port

Guest 20 192.168.20.1/24 LANB

CKS F2ft2¢Ay3 GroftS tAalda GKS 51/t aSNIBSNI LI

PolicyName  ApplicationInterface DHCPType DHCRConfiguration

IPAddressPool 192.168.20.10@0
192.168.20.200

Guest Guest User DHCP Subnet Mask255.255.255.0
Gateway: 192.168.20.1
Primary DNS: 192.168.20.1

IPAddressPool 10.10.20.100to
10.10.20.200

Guestl Guest APDHCP Subnet Mask: 255.255.255.0
Gateway: 0.10.20.1
Primary DNS:(110.20.1

1)  Add VLAN.
bl A I bESE2 GR[ ' b {SIANRFA®2Y FAIAZNE [ ! b{ IHLAND Y S
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Interface VLAN ID IP Address Subnet Mask Interface Remark Allow Access Status Operation
VLAN_Default 1 192.168.0.252  255.255.255.0 LANT,LANZ,LAN3,LAN4,LANS,LANG,LAN7 LANS Allow nabled
Guest 20 192.168.20.1 255.255.255.0 LAN3 Forbid nabled ¢ Edit  Disable W Delete

2) Qonfigure the DHCP server for the VLAN.

bl @A AEBE2 NgRI / t
0 Kd3a SNJ 51 /Ity R& $ NIJ S N3/ Ft

DHCP Server

...............................................

{ B Aty I@SNBEORR2 y T ALTdMNBY S G S NR
(K SNIDRIBAEE (f 1 S! T

Policy Name DHCP Type Interface Client Address Subnet Mask Gateway Lease Status Remark Operation
User_DHCP_Default  User DHCP VLAN_Default 192.168.0.2-192.168.0.254 255.255.255.0 192.168.0.252  30min nabled ﬁ Edit O Disable
AP_DHCP_Default AP DHCP VLAN_Default 10.10.96.2-10.10.96.254 255.255.255.0 10.10.96.1 30min nabled z Edit © Disable

Fowe UserDHCP  Guest 192166.20.100-192.166.20000 2550562550 192168201  Somin  Enebied - s £ cit © Dissble 8 Delete
Guestl AP DHCP Guest 10.10.20.100-10.10.20.200 255.255.255.0 10.10.20.1 30min nabled ﬁ Edit O Disable T Delete

.......................................................................................................................................................

Configure the AP policy.

The following table provides exampglef AP policy parameters
parameters that are not mentioned.

. Retain default values for other

AP Groupg Wi-Fi Settings

APVLAN

AP Groupingtotel
SSIDinternet

Security ModeWPA2PSK/AES
PasswordUmXmLOUK

VLAN 1D20

AP Grouping: Hotel

GroupName Hotel AP GroupingHotel

SSIDoa

Security ModeWPA2PSK/AES
PasswordCetTLb8T

VLAN I1D30

AP VLAN: Enable
Management VLAN: 20

1)  Configure the ARyroup policy.

bl @A IR 4B t{ 2D NP dALIRE2 YyOF ABKBNS! t
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AP Groups @
Group Mame Total APs Online APs Offline APs Remark Operation
APGroup_Default 2 2 0 - £ Edit

: Hotel 0 0 0 - # Edit T Delete

A T R S R R T R T R e

2)  Configure the WiFi network.

— LI

bl @A 3t b5 A2 { SHi kG N IS B0HFANIND dzBR fy SRR 2
O2y TNBUzNB SR PRIKNIACS (0 § KB & /MR @SA O

Wi-Fi Names O]

AP Grouping Hotel v

1D S8ID Frequency Band Security Mode Wi-Fi Password Hide Wi-Fi Remark Operation
E 1 internet 2.4G+5G WPAZ-PSK UmXmLaUK Disable - Z Edit T Delete
; 2 oa 2.4G+5G WPA2-PSK CetTLb8T Disable - ﬁ Edit & Delete

3) (Qonfigure the VLAN policy.

~ sLA

bl @A iHS r0A2 { SHh d A 28 HEAS2OFSANI DNEJzZSVY Bt S+ (i KB
Fdzy Ol Jaz W3 IBYE iR B+ [ YR | @SA O

AP VLANSs
- AP Grouping Hotel v é
g AP VLAN (@) Enable Disable g
-wa ....................... 1 ....................................... G-)
Manaqementvmwzoﬂ).

Trunk Port LANO LAN1

LAN Port VLAN ID: 1-4090

LANO

LAN1 1

Remark (Optional)
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5. Deliver the AP group policy.

1)  Navigate toAP> AP List and MaintenanceSelect the AP to which the AP group policy is
to be delivered, and clickP Grouping

AP List and Maintenance @

Local Management: 2, dsv anage o
Sync Configuration Jl% Batch Settings | LEDON | LED OFF  Delete  Reboot Upgrade | Reset  Mode Switch | Import | Export O

bewesn o esssessescl

H = Group Name AP Model Remark IP Address T Band  SSID Number of Terminals ~ Power ~Channel Management Mode  Status  LED Indicator  Operation

E EN’Cmup Default  Pro-6-MiniV1.0  Pro-6-MiniV1.0  10.10.96.6 iéh ::, ggm :;;123 g gj Local Management  Online  Enable £ Setting:

. p—. _ § . 24G  IP-COM_77716D 0 21 _ i o

. = APGroup_Default  Pro-6-IWV1.0 Pro-6-IWV1.0 1010.96.106 FooOM 777160 0 - Local Management Or Ensble £ Ssttings

2) Select an AP group policy, whichHstel in this example. Then, cli@ave The following
figure is for reference only.

Select AP Group Policy X

Uszed to select group policies for the selected 2 APs.

Select AP Group Policy Hotel 4

[I. CGonfigure thecore switch.

5AOARS (KBLtLOBO2Yy nS +£[!b & F2{f26380

Port Connectedto  VLAN IDVLANAllowed to Pasg  Port Property PVID
AP 20,30 Trunk 1
Router 20 Access 20
Internal server 30 Access 30

@N 20KSNJ LI2NIa OGKIFG INB y2IC2WI yRSAA WS R | {023k

O2y FAAdzNBE GKS agA00OKZI &aSS GKS dzzaSNJ 3dzA RS
[ll. Gonfigure the internal server.

l RR GKS +[!b F2NJ GKS LR2NI O2yySOGRB®R (2 i

1. Add the VLANThe parameters in the following table are for reference only.

VLANName VLANID IP AddresgNetwork Segment PhysicalPort Port Property

Saff 30 192.168.30.1/24 LAN Access

88

K

27

S



520dzYSy i MhiSNEA 2

2. Qonfigure the DHCP server for the AN. The parameters in théllowing table are for
reference only.

VLANName User DHCP

IPaddress poo0l192.168.30.10@0 192.168.30.200
Qubnet mask255.255.255.0
Default gateway192.168.30.1

Saff

PrimaryDNS$192.168.30.1

3. Setthe VLAN connected to the port of the switch.
Port Connectedto  VLAN IDVLANAllowed to Pasg Port Property PVID

Switch 30 Access 30

C2NJ RSGFAfT&a 062dzi K2g G2 O2yFTAIdzZNBE (KS

oy R

Verification

aSNBE ¢K2 AQASHY GBIl 00Saa 2yteée GKS Aye@SNWSG |y

|
I
00844 2yfe GKS AYyGiNIySio
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6.9 IPTV

6.9.1 Overview
LYdSNYySG t NPt KISSICK yS2AAZBRARZ yAY 1 SANI GAy 3 Ay(dS

G§SEtSO2YYdzyAOF A2y YR YIye 2@KSHONPORERE A
RAIATFRNI F+ YA & dzASNAR o6& AYyiUSNYySd oNRFROIYR
2 AWKS Lt ¢+ FTdH O A&l E2HKOR yRAKI IOKLIW ¥FSt 0SS0
FYR GKS 't (2 az2t@gS GKS RAFFAOdAAZ G O2yySOGA2
Lt @802 LIIo/RE GKS 2L A0t Y2RSY

F GKS Lt¢x AaSNBAOS Aa AYyQIENER By (1&KDBdzNIt & NP IF

gAGKTI2 LAISHERE ¢ +

¢ KB dNB NIASKE 0f tS¢ =+ TFdzy O RMRPINB a8 RSFE dzf bl FRRKL t
6aSS LBANMB IV EIZ2Y (KS NRAziSNL® LT GKS L{t LINZPC

T 2 A0K2dzi x[!b L5Y ,2dz Oty ljdzAOlf& dza$S @K
Ay (2 6So !'L 2F GKS NRdAziSNJ G2 O2y TAIdzNB
T 2 A0K [ !b L5Y | RKS ydeSR !Gl2 IR A0 KRS NPdzi S NJ
GKS Lt¢+ FdzyOlA2y o
_\l/-Tlp

¢CKAA Fdzy Ol A2y vy StSHRa iRkl (o S ddtrdi SeRN JgFdiayKO (LAt 2 v

L oA LA 7

[23 AY (2 GKS 36 96y BAINAFS RS S ) 8N\ KIESt LR asy 3
FTAIAdZNE A& F2NI NBFSNBYyOS 2yfeo

IPTV

IPTV Confhguration

IPTV Port LANT
IPTV (@ Enable Disable
VLAN Configuration General IPTV

AP List

1D AP Model Remark MAC Address Designated Ethernet port Operation
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O«

t I N} YSGSNI RSAONRLIIA2Y

Parameter Description

Used to designate a LAN port as the IPTV port to connect to
IPTV Port IPTV port of the modem. Refer Rort Information on the
Systempagefor the LAN port number.

IPTV Used to enabler disable the IPTV functiaof the router.

IPTV Specifies the VLAN ID of the IPTV service.

Configuration i If the broadband service provider does not provide
VLANrelatedinformation when activating the IPTV
VLAN service, selecGeneral IPTVor seleclCustomize
Conﬁguration VLANand selecwithout VLAN Tag

i If the broadband service provider provide¥BAN 1D
when activating the IPTV service, sel€astomize
VLANandWith VLAN Tagand enter the
corresponding/LAN ID

Fecifies the product model of the AP. OnlysARat support

AP Model IPTV are displayed in the AP list.

Remark Specifies théntroduction of the AP.

MAC Address Secifies the MAC address thie AP,

AP List Specifies thavired Ethernetport on the AP to set up a

transparent IPTV data transmission channel with the router.
designated Etherngbort needsto be connecedto the IPTV
Designated set-top box.
Ethernet port .

Thedesignatedethernet portof the APis LANL.

6.9.2 Watch IPTV programs

Networking requirements
CKS Lt ¢+ aSNIAKSP WBE ROY §f RIKESISRNIAAYDOES @AC R S/2H 751 SyNJ
FYR LI d83a62NRS FyR GKS [ 'MmAAS5GRFSYiKISA LIt ¢ +SHEL
WS lj dzA NB2viSiyQiKaA y3 Lt ¢+ LINPINF YA FyR FOOSaaAy3a |

Solution

PPN

,2dz Oy O2yTAIdAF WUKS PNRKIABFFDdryoCRIAS YNB |j dzZA NB Y S
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Configuration procedure
1. Configure therouter.

1) Log in to the web Ul of theuter.
2) Navigate toAP>IPTV

3) Enable the IPTV functimf the routerand designatehe IPTMN port.

520dzYSy i MbSNEA 2

- Select the router as the LAN port tie IPTMN port, whichis LAN in this example

- Enablethe IPT\function.

- SelectCustomize VLAIbr VLAN ConfiguratiopselectWith VLAN Tagand enterl0

onVLAN ID
- ClickSave
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IPTV

IPTV Configuration

IPTV Port LANT A
IPTV (® Enable Disable
VLAN Configuration Customize VLAN '
(® With VLAN Tag Without VLAN Tag
VLAN 1D 10

4)  Designate a wired Ethernet port of the A@upport IPTV function)
- Selectthe APLto be connected to the IPT3&t-top boxand click # .

- Tickthe Designated Ethernet Pornd clickSave

Settings X

AP Model Pro-6-1Wv1.0
MAC Address

Designated Ethernet port @ LAMN1

TheLANL port of the AP is designated successfully.

AP List

ID AP Model Remark MAC Address Designated Ethernet port Operation

5) Repeatsub-step 4of stepl to designateother wired Ethernetport of AP2 (support IPTV

function).

Set your IPT8ettop box

Use thelPTV usenameand password provided byour ISPto configure network settings on

your IPT\&ettop box
oy R
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Verification
. 2dz Oy 41 (0K yIRt ¢ ©OI9NEI NIEBAYSyaidNgSS G |

[@=tN
A
w»

6.10 Wi-Fi optimzation

6.10.1 Overview
[23 Ay (2 (KS 35 Doy @A JN2AFS XEKRIG ANR A SBY/ 2 NO G KS L

hy GKA& LI ISEKRIEND! Y KI- WEEE & 80 RSYodziyPRk & OK S R dzt
2 LJ0 A YNIRRIYILINRYW S B0 62N]PLISNF2NXI yOS

'\O" Tip

i ¢CKSNB Ydzad o06S G €SFad w | €A AYLIOKSA 11t ARNR dELdzy 0Kl
i S5dNAYy3I 2 38FAYYEAR@YVZIY YI& 0SS AYyiSNNHAZII SR hLISNI

¢

Auto Optimization Scheduled Optimization Optimization Records

== [ ] EZET
t I N YSEONMKRIGA2Y
Parameter Description
Group Name Specifies the name of the AP group.
AP Model Specifies the model of the AP.
Remark Specifies the introduction of the AP.
Specifies the IP address of the AP.
IP Address
You can access the web Ul of theusihg this address.
MAC Address Specifies the LAN MAC address of the AP.
2.4G Mode Specifies the network mode of 2.4GHz band for the AP.
2.4G Band Specifies the working frequency of 2.4GHz band for the AP.
2.4G Channel Specifies the working channel24GHz band for the AP.
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Parameter Description
2.4G Power Specifies the transmit power of 2.4GHz band for the AP.

Specifies the access threshold of 2.4GHz band for the AP.

2.4G Access Thresholg When the5G Preferredunction isenabled if the 5GHz signal strength
received by the AP is lower than this value, the ehald user will be
connected to the 2.4 GHz network of the AP.

Specifies the roaming threshold of 2.4GHz band for the AP.

2.4G Roaming Whena clientmoves to a critical aeecovered by two or more ARBthe

Threshold received 2.45Hz signal strength is lower than this valire, client will
automatically connect to the AP with better signal and disconnects from th
original AP.

5G Mode Specifies the network mode of 5GHz band far &P.

5G Band Specifies the working frequency of 5GHz band for the AP.

5G Channel Specifies the working channel in 5GHz band for the AP.

5G Power Specifies the transmit power of 5GHz band for the AP.

Specifies the access threshafl5GHz band for the AP.

5G Access Threshold When the5G Preferredunction isenabled if the 5 GHz signal strength
received by the AP lgherthan this value, the duaband user will be
connected to thes GHz network of the AP.

Specifies the roaming threshold of 5GHz band for the AP.

Whena clientmoves to a critical area covered by two or more ARbe
received5 GHz signal strength is lower than this valie, client will
automatically connect to the AP with bettsignal and disconnects from the
original AP.

5G Roamin@hreshold

Status Specifies the current status of the AP.
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6.10.2 Auto optimize Wi-Finetworks

ldzi2 2LIWGAYAT I GAR2Y |ff26a ySiag2N]
Y Sl 62 NJLILBEWBRA Y ALI2IHE AAORANRA Yy If & @

[ 2RRCA Y A & 0 NI

== ===
estcn optiize [ O |
Auto Optimization x
Usad to perform Wi-Fi optimization on the selected 2 APs
Application Scenario Enterprize Office b
Optimization Policy Roaming Experience Priority
It takes 5 minutes to complete Wi-Fi optimization. During this process, the connection batween
the device and the client will not be affected.
t I N} YSGSNI RSAONRLIIAZ2Y
Parameter Description
Application Scenario Used to slect the application scenario as required.
'aSR (2 asStSOG Fy FLILINRBLNRFGS 2L
T w2l YAY 3 9ELISWASNIOSNIA INRI2ZNANRI YAy
dzZaSR Ay &aO0OSylINA2a ¢AGK KAIK !t
S _ NREFYAYy3 SELISNARASYOS FyR SyadcaNRAy:
Optimization Policy aAdyrtasr gKAOK YI& NBRdz Sk 2
T/ 2OSNNAINE fla 208 @2 BSRIAIS® LG Ol
gAGK f2¢ 't RSLX28YSyd RSyaArde:
Ot ASyiia adz00SaatdA te O2yySoOG G
NBERdzOS (GKS NRIYAYy3 aASyaAriluArgdriec
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6.10.3 Scheduledptimize Wi-Finetworks

{ OKSRdzZ SR 2LIAYATFOA2Y |ff28KS3B2NN] 2ILRVAW,
| 1 KS &O0OKSRdz SR (AYS®

w

Ly {iKKSSRdzf SR WRIRMN St MR VEFI dzf 6 GKS NP dzi SNJ
TFGA2Yt DIRR #zO0a5 ¢ RMBAORE2 Olf R@ILBG AYYSMal | GA2Y
LJ2 fPA O

Scheduled Optimization

Scheduled Optimization List

v} AP Grouping Application Scenario Optimization Policy Optimization Period Status Remark Operation
1 APGroup_Default Family (Large Flat Floor) Roaming Experience Priority Wed., 03:00 Disabled Dafault 2 Edit ® Enable

t I N} YSGSNI RSAONRLIGAZ2Y

Parameter Description

't DNRdzLIAAY 3 { LISOAFASA (GKS ylLYS 2F (GKS 't 3N
LI AOFGA2Y {LISOAFASAE GKS LIWX AOF(GA2Y BIDSYDB.

{LISOAFTASA (GKS 2LIWGAYATIIGAZ2Y LREAO
E LISWA tSYFOSNIK (NA 12 NANRF Y
OSYINA2a gA0GK KAIK !
MRS WS\ y3I G(KI G Of A
FfaX gKAOK Yl & NBRAX

T w2l YAY

hLIGAYAT I GA2 d22R aAd
ySisg2N] &

T /2SN 3IY tNR2O0RGAT BSRIAISO L

a0SYIFINR2& gAGK 26 !'t RSLIX 2eY

Sy &adaNAG K G Of ASyGa &adz00SaatTdz f

GKAOK Yl & NBRdzOS GKS NRBIYAyS3
hLIGAYATFGA2 { LISOAFASA G(GKS GAYS FyR RIFEGS 27F 0
{ 4 G dz {LISOATASE G(KS adliddza 2F G(KS a0OKS

wS Y NJ { LISOA A SIaANP RO (i KBy a OKSRdzA SR 2 LI A"
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Parameter Description

aSR (G2 SRAGZ RSt SAGKS Redrtl SR S2 LAINY Y
ZEY | &SR 02 SRAG GKS ao

hLISNI GA2Y e Y ! A8R G2 R

6.10.4 Manually optimize Wi-Finetwork

bSG62N] I ROX WA &k NIdit F NFERIORY FEAE8NB & dz0OK | a OKI
YR (NJ ya¥A @ LE2OKENIS 2 NJ| @

[ 201 GS @&$ yuda ff 2R2 ACYIAGYE2 Ny RCR@ lla 2 RR KRA (1 KS

LI N} YSGSNE &adzOK |a OKFIyySt> oFyRgMRIBESCKSR !
F2ff2gAy3 FTAIAdZNBE Aa F2NI NEFSNByOS 2ytiteo

Scheduled Optimization Optimization Records

Monual Optiizat Batch Opéimizo J§ O |
Group Nam shold  Stotss Operatior
—
Growp. D ZEm ¢ . \—\‘
ARGroup € L N
Manual Optimization x

hen No Change Is selected, the parameters remain unchang

6.10.5 View optimization records

Ly HilKISA YAT | K2R dEeRDONR OASe GKS 2L ®YAT SR A\
RAALI @Ay 3 dzLJ G!12L)o0 NBO2MRG2 MRKA || NGB YRBXE LI | &8 SF
+ASBIOAT &

Optimization Records Mo Data

View Detalls
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71 dz0 KSY U A

¢CKA& 3IdzARS A& FT2NI NBFSNByOS 2yfeé IyR R2Sa y:
I dzA RED T d2y 108 )\Rymgms@l\m&ym LIN2 RdzOdG Y2RSfa 2NJ |
Y2RSt ® ¢KS | OlGdzr f LINRPRdzOU LINBGI AT aod

7.1 Overview

. @& RSTI dzZKNEBdABKND2Z Yy SOGSR G2 GKS AYydiSNySasz GK
2 A (IKISdz K Sy FMYTIOGM2YW Syl of SR Of ASyita 0O2yySOoi
OFry | 00Saa (KS AYyUiSNySi 2yteée FFFGSN 4dz00SaaT
NE dZi BINS NJ 4 dz00SaaFdzZ | dzKSYGAOlFI GA2yE (GKS Of A S
I 3+ A y3RzSEGKIS 2.2 (NBOMEBSING SFFSOG ol aSR 2y (KS ]!
' FGSNI GKS £ 20Ff aSNISNI FdzZiKSYyGdAOFGA2y Aa Syl
f 20RO INNS | dz KSYGAOF GA2yNRzZdSWHILIANE a4 OSR 2y
OdzatG2YA& I EAEY ISy SNP I8 RINRS/ (12KE (B2 A L2 AN |-SIF
o0& NKEX SO deBOSy DA D O Sy (1! dzi K S i1t DWRI AVZRZ22/® S

The working principle of local authentication is as follows.

I dzi KSy (i w! 5L!-
/f)\éf}yJ w2 dzi - { NI

1. The authentication client uses HTTP to initiate a connection request.
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2. Therouter will request redirection to the locglortal customizationand the user enters
the username and password on thgortal customization

3. Based on the usarame and password, theuter performs RADIUS authentication
interaction with RADIUS server faser authentication and charging.

4. Therouter notifies the authentication client that the onlineonnection is successful.

7.2 Configuration wizard

Procedure Task Description
1 Configure authentication Required.
templates Manually create gortal customization
Required.
2 Configureauthentication type  configure one or multiplauthentication type based on
actual requirements.
Required.
3 Configure time policy
Configure the time policpased on actual requirements.
4 Configureguest policies Required.
Optional.
5 Configure authentication
account If the Authentication Typeis Account PPPoEr Random
Code the authentication account must be configured.
Optional.
6 Configure authenticatiofiree 14 gnaple the devices to connect to the internet withou
hosts authentication, the authenticatioffiree host must be
configured.
“Q-ip
LF ttt29 FdzikKSYyGdAOlrGA2y A& O2yFAIdzZNBRI GKS | dzi KSy
O2y FAIdINBRO®
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7.3 Configure authentication templates

7.3.1 Imagetemplate

C(KAYIBSYLIX FGS OFy 06S dzaSR F2NJ {a{l OA&dSYy (A Ol
I dzi K Sy ByA20 I (dxi2KyS yWilRk FIR2 A2 Y02 RS | yikiYR SIS AGKSIYELX 2 y(idS
0SSy LINBaSid Ay (GKS aeadSyo ,2dz Oy SRAG ol &°
@2F RFANVIIS OSBRI AViSG2 (KS 6 Yad OAIHNEGEKD @GRS NP dzi
l dz KSyYy G A OF (Bt 2\WIi¢ § Y LdERTIRYWHR NB& MGy

Portal Customization

Create
Create Portal Page X
Preview O Template Type Image Template v

Portal Page Name

Desktop Preview

Logo
1P-COoM

Title Authentication

Background Image
= B
mage 1 Image 2 Image 3

Mobile Preview

Image 1 Link

- com
Landing Page @ Original URL Promotional URL
Login Delay Default (0s) v
Authentication Info Collection (@ Enable Disable

Terms of use

CanCEJ m
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Parameter Description
Preview {5 : Used to refresh thereview pages.
Template Type Specifies the type of template, includilgage Templateand Text Template

Portal Page Name

Logo

Title

Background
Image

Imagel Link/
Image2 Link/
Image3 Link

Landing Page

Login Delay

Authentication
Info Collection

Terms of use

Specifies the name of theortal page. The name is required.

Specifies the logo image of tipertal page. By default, the logo imagdiBsCOM You
can click it to change the logo image.

Specifies the title information of thportal page By default, the title is
Authentication.

Specifies the backgrourichages of theportal page You can upload at most three
images

_\@" Tip

This parameter is available only when fhemplateTypeisset tolmage
Template

When two or three backgrounithagesare uploaded, themageswill be
displayed in turn on theortal page

Specifies the URL linked to the corresponding backgrauade After the
configurationis completed, you can access the website by clicking the correspondi
background image on thgortal page

D Note

This parameter is available only when fhiemplate Typésset tolmage
Template

The link must be an http URL, otherwiiee function will not take effect.

Specifies the web address that users are automatically redirected to after passing
authentication.

Original URLAfter users pass the authentication, the browser redirects tc
the website that users visited before the authentication. For example, if t
user is visiting Google when being redirected to plogtal page the user will
be redirected back to Google after passing the authentication.

Promotional URLAfter users pass the authentication, the browser redirec
to the address specified here.

Specifies the delay time before login. By default, the delay tirbefaut (0s).
Used to enable or disable tlamithentication informatiorcollectionfunction.

Specifies the disclaimer information on the wedirtal page Users musagreeand tick
the disclaimer before logging in.
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7.3.2 Text template

CKESEG GSYLIX TGS Oy 68 dzaSR F2NIHGE2 deydali KSy G A
I dz(i K Sy ByA20 I (dx(i2KyS Wik FIR2N2YV2 RS | dzi KSYGAOF GA2Yy ®
GSYLIX I GS FT2NJ FdziKSYGAOFrGA2y |a NBIjdzANBRO®

FRR | G8BREH GFYLUIRI & dzis §NI A 1H2idRDdzin B Sy G A OF G A
SYLmt R8I £/ d& (l2ywR NBE®A QY

c B

Portal Customization

Create
Create Portal Page X
Preview ) Template Type Text Template A

: Portal Page Nama
Dasktop Preview .

[

Logo

Lo =1
Navigation Title Authentication
Background Color AR 45 G 49 B 149
Mebile Preview Portal Title Same as Authentication Type
Tips Title Tips
Tips Text Dear users:
Welcome to use the network
connection service of our
company. Please note the
following tips:
1. While using network, beware
of illegal links, phishing
websites and other frausluizr
Landing Page @ Original URL Promotional URL
Login Delay Default (0s) W
Authentication Info Collection (® Enable Disable

Terms of use
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Parameter Description
Preview % : Used to refresh the preview pages.

Template Type Specifies the type of template, includiigage Templateand Text Template.
PortalPage Name Specifies the name of thgortal page The name is required.

Specifies the logo image of tipertal page By default, the logo imageliB-=COM You

Logo can clik it to change the logo image.

Specifies the title information of thportal page By default, the title is

Navigation Title Authentication.

Specifies the background color. You can enter an RGB value or select one from t
given colors.

Background Color @i
s ''P

This parameter is available only when fhemplateTypeis set to Text Template

Fecifies the title othe portal page includingSame aiuthentication Typeand
Customize

Portal Title Same afiuthentication Type The name is the same as thethentication
type. For example, if this template is used &mcount authenticationthe
authentication title will beAccount

Customize You can customizeportal title here.
Specifies theip title on the portal page By default, the title iFips
TipsTitle '\@" Tip
This parameter is available only when fhemplateTypeis set to Text Template
Specifies thdip content on theportal page
Tips Text '\@"T ip
This parameter is available only when fhemplateTypeis set to TextTemplate

Specifies the web address that users are automatically redirected to after passing
authentication.

Original URLAfter users pass the authentication, the browser redirects tc

Landing Page the website that users visited before the authentication. Faraple, if the
user is visiting Google when being redirected to plogtal page the user will
be redirected back to Google after passing the authentication.

Promotional URLAfter users pass the authentication, the browser redirec
to the address specifiehere.

104



Parameter
Login Delay

Authentication
Info Collection

Terms of use
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Description

Specifies the delay time before login. By default, the delay tirbefault (0s).

Used to enable or disable tlauthentication informatiorcollectionfunction.

Specifies the disclaimer information on the watrtal page Users musagreeand tick
the disclaimer before logging in.
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7.4 Configureauthentication type

7.4.1 Overview
23 Ay (2

0 KS 8SyRFGIA 38 dzSKIEdR KNRVHIASOW R 2y ¢ S Y LI

| dzi KSy G A G ey O &yLISH20yKFS\yFidaNBOWERER A y & LIS 2
NE lj dzA BB VSAIK Sy G A O & ¥ P& ERIBO DA (! dzi KSH G A O G A

tttR2PRIFY R22®S

Authentication Type

Policy Name Authentication Type Idle Timeout Expiration Remark Operation

Policy1 Account

t I NI} YSGSNJI

Parameter
Policy Name

Authentication Type

Idle Timeout

Expiration

Remark

Operation

No Limit Mo Limit & Edit BB Generate GR Code W Delate

P
w»
Qx
O«

NA LIGA2Y

Description

Specifies thgolicyname of theauthentication type
Specifies thaéype of the authentication.

Specifies thédle timeout of the authentication. If there is no operation within th
idle timeout after successful authentication, you need to authenticate again to
access thénternet.

Specifies the validity period of authentication. If the internet access expires af
successful authentication, you need toaathenticate to acess the internet.

Specifies the introduction to the authentication. The remark is optional.

Used to edit or delete thpolicyof the authentication type or generate the QR
code
Z Edit: Used to modify the policy.

==

or Generate OR Code  Used to generate the QR code, which you can scan to acc
the portal page

1 Delete: Used to delete the policy.
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7.4.2 SMS

 TOSNAF@SKSYGAOr (a25 S\RL Iy SHYEOSSRD | @ f AR Y20
0 KLIS2 NI | £ Odiazl 22Yohdl H-AGYA 21y @SNAFAOI GA2y O2RS F2NJ
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[ note
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Add Authentication Type »

Policy Mame

Authentication Type SMS
WeChat Privilege Time 0 min (D
Idle Timeout Mo Limit +  min (D
Explration No Limit : I (D
..... E Hsprwubrnncﬂntcmu{j A N V o
L FCKS AYGSND2YYSO
e I RAFTFSNBY (G {rad{ RWAN
adkappkey 2 K S }/ e2dz I LILIX e T :
o i82dz Oly 206ikAy
" Ay GSND2yySOiAzy
Template ID K S N:S (©)
_u“_ercal .................... 8_3 ................................. -|- .h
Remark
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Parameter Description
Policy Name Specifies the policy name of the authentication type.

Authentication Type Specifies thauthentication type SelectSMSfrom the dropdown menu.

Specifiestie duration for which users can use WeChat before authenticafion

WeChat Privilege Time indicates that users are not allowed to use WeChat before authentication

Specifies thédle timeout of the authentication. If there is no operation within
Idle Timeout the Idle Timeoutafter successful authentication, you need to authenticate ag
to access thénternet.

Specifies the validity period of authentication. If the internet access expires i

Expiration successful authentication, you need toaathenticate to access thiaternet.

Used to check whether the router is connected to the SMS provider. Enter tt
Validity Test mobile phone number and cli Test . If the connection is successful, the mobil
phone number will receive a message with the verification code.

Remark Specifies the introduction to the authentication. The remark is optional.
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7.4.3 Emall
I FOSOANY KB KSy G A OF (& 285 S\R (IS2y0 Lot ARSRNNB-ayd 2 Ny | i K S
OdzatG2Yh218a@WAy || OGSNATAOFGAZ2Y O2RS F2NJ I dzi K
20z y | OWSisawyBKS
2 | RRYHAMEI KSy G A 82058 20y (082LIS1 KIS d5ip SN SR [H2038D WrRS
I dzG KSy A O (Bl 230 KESNG LG {iISy 2Ry REE eALAS]

Add Authentication Type »

Policy Mame

Authentication Typa Ermiail

WaChat Privilege Time 0 min (1)
Idle Timeout Mo Limit o m @
Expiration Mo Limit o m @
Mo. of Shared Users 1 o
Ermal

Email Password

SMTP Sarver

SMTP Server Port

Validity Tast Test

Email Content [Verification Code] Your
verification code for internet
access is SSCODESS.

Remark

t I N} YSGSNI RSAONRLIIAZ2Y
Parameter Description

Policy Name Specifies the policy name of the authentication type.
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Parameter Description
Authentication Type Specifieghe authentication type SelectEmailfrom the dropdown menu.

Specifies the duration for which users can use WeChat before authenticati

WeChatPrivilege Time indicates that users are not allowed to use WeChat before authentication.

Specifies thédle timeoutof the authentication. If there is no operation within
Idle Timeout the Idle Timeoutafter successful authentication, you need to authenticate
again to access the Internet.

Specifies the validity period of authentication. If the internet access expires
Expiration after successful authentication, you need teaethenticate to access the
internet.

Specifies the number of shared users allowed to access the internet throug

No. of Shared Users Emailauthentication at the same time.

Email
Specify the account anghssword used to send verification code mails.
EmailPassword

SMTP Server Specify the SMTP server addresgort.

The Simple Mail Transfer Protocol (SMTP) server is a proxy server for sen
SVITP Server Port mails. The SMTP server addresses and ports of eaclsenar provider are
different, so the user needs to query them by themselves.

Used to check whether the router is connected to the mail server. Enter the
Validity Test Emailaddress and clic Test . If the connection is successful, tRenailbox will
receive a verification code.

EmailContent Specifies the content of the verification coBienail

Remark Specifies the introduction to the authentication. The remark is optional.
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7.4.4 Account
I F 0 OMI2Mday (S ya HBESERS (12 SWiI N G R dzd SINANTINR 2y

Odza i 2 YR T I ERE@NI & dzO O S adaztodzAy |t dBKISOAM/KSHISHEM BHNE | v R
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Add Authentication Type b4
Policy NMame
Authentication Typa Account
WeaChat Privilege Time ] T @
Idle Timaout Mo Lirnit v min (D)
Expiration Mo Limit v min ()
Change Password upon First Login Enable @ Disable
Remark

t I N} YSGSNI RSAONRLIGAZ2Y

Parameter Description
Policy Name Specifies the policy name of tla@thentication type.
Authentication Type Specifies thauthentication type SelectAccountfrom the dropdown menu.

Specifies the duration for which users can use WeChat before authenticati

WeChat Privilege Time indicates that users are not allowed to use WeChat before authentication.

Specifies thédle timeoutof the authentication. If there is no operation within
Idle Timeout the Idle Timeoutafter successful authentication, you need to authenticate
again to access thiaternet.

Specifies the validity period of authentication. If the internet access expires
Expiration after successful authentication, you need teaeathenticate to access the
internet.
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Parameter Description

Used to enable or disable tlthangepassworduponfirst loginfunction. After
this function is enabled, the user needs to change the password to access
internet after the first successful authentication.

Change Password upon
First Login

Remark Specifies the introduction to the authentication. The remark is optional.

7.4.5 No authentication

I FOENJ! dzil KSy & A DydiRB/ RS v S 3R yySOUH K@UIRIRII f
Odzal2Ya2ld0gaa GKS AyaSNySiao

2 I RRif BledziyrSS y i A B 2038 2AyY (0182190 KIS dZis G SIA 1BiaD RS
I dzi KSy G A OF (Rt 230 KSSNGLIGH {iISy2RyRERE 8ALAS|

Add Authentication Type b4
Policy Mame
Authentication Type No Authentication
WaChat Privilege Time ] @
Idle Timeout Mo Limit : 0]
Expiration Mo Limit v I:DI
Ramark

t I N} YSGSNI RSAONRLIIAZ2Y
Parameter Description
Policy Name Specifies the policy name of tlaeithentication type.

Authentication Type Specifies thewuthentication type SeleciNo Authenticationfrom the dropdown
menu.
Specifies the duration for which users can use WeChat before authentic@tiol

WeChat Privilege Time indicates that users areat allowed to use WeChat before authentication.
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Parameter Description

Specifies thédle timeoutof the authentication. If there is no operation within
Idle Timeout the Idle Timeoutafter successful authentication, you need to authenticate ag
to access thénternet.

Specifies the validity period of authentication. If the internet access expires

Expiration e . :
P successful authentication, you need toaathenticate to access the internet.

Remark Specifies the introduction to the authentication. The remark is optional

7.4.6 Randomcode

| FTOSWMY VIRBY I HA RSy (A OF (& 288 S\R 1Ry 9IS G KS NIy
LJ2 NI | £ Odaali 22Yohdl H-AGYA 21y BSNAFAOI GA2y O2RS F2NJ |
I dzli KSy (er2@it YA 2 YV0DSaa G(GKS AyiSBRSie® 6K8SORYFRAM:
NIy RE2YRIDO2 lizy (i I ROl yOS o

2 FRR | NIg¢zRR Sy DR BRIQITA 20y (108211 KIS dzip §NI GAIT i K

YIRPN

| dzii Blbdzii K Sy G A OF (R 23l KGN LUECE (iSy 2Ry Rk SALIR)

Add Authentication Type

Policy Mame

Authentication Type Random Code

WeChat Privilege Time ] @
Idle Timaout No Limit 0]
Expiration Mo Limit 0]
Ramark

t I NI YSGSNI RSAONRLIGAZ2Y
Parameter Description
Policy Name Specifies the policy name of the authentication type.

Specifies thauthentication type SelecRandom Coddérom the dropdown

Authentication Type
menu.
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Parameter Description

Specifies the duration for which users can use WeChat before authentic@tiol

WeChat Privilege Time indicates that users are not allowed to use WeChat before authentication.

Specifies thedle timeoutof the authentication. If there is no @pation within
Idle Timeout the Idle Timeoutafter successful authentication, you need to authenticate ag
to access the Internet.

Specifies the validity period of authentication. If the internet access expires

Expiration successful authentication, you needr®authenticate to access the internet.

Remark Specifies the introduction to the authentication. The remark is optional.
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7.5 Configureguest policy
[23 AY (2 GKS 35 96y @A JN2dECKMESS a G2 22 SSNIGSNDJI 3 S
hy G(KEABRHASDIY O2yTA ISP (i [I2 1GFNNESE LIKYSR Ay 3 b

Guest Policies ©)
Interface Portal Customization Authentication Type Time Policy Status Remark Operation
Mo Data

. 2dz OINYRRAE &+ RIRA dizS aytuSpalJ2 £ A O @
Add Guest Policies x

Interface VLAN_Default o

Portal Customization

Authentication Type Policyl W
Time Policy TimeGroup_Default A
Remark

t I N} YSGSNI RSAONRLIIAZ2Y
Parameter Description

Interface Specifies thénterfacethat the guest policyis used toConfigure thex [ ! b
A Y (0 SiN&divadce.
Specifies thgortal customizatiorof the guest policy Theportal customization

Portal Customization should be configured iRortal Customizatiom advance.

Specifies thauthentication typeof the guest policy Theauthentication type

Authentication Type should be configured iAuthentication Typén advance.

Specifies the period during whigjuest policytakes effect. The time policy shoulc

Time Policy be configured infime Groupn advance.
Status Specifies the status of thguest policyincludingEnabled Disabledand Expired
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Parameter Description
Remark Specifies the introduction to thguest policy The remark is optional.

Used to editenable,disable or delete guest policy
# Edit : Used to modify the policy.

Operation ® Enakle : Used to enable the policy.
) Disable : Used to disable the policy.

=

1l Delete: Used to delete the policy.
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(.6 PPPoEserver

[23 AYV (2 (KS 55 Doyf A IN2dFBRiKS 2 92 @8 8PS AN® ( KS LI
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PPPoE Server

PPPoE Sarver Name Interface PPPoE Server IP Client Address ~ Primary DNS Saecondary DNS  LCP Detection Interval  LCP Detection Failure Attempts Captive Portal Client Isolation Status  Operation

No Data

,2dz ONGRR@ O2y FTAIdzNB ttt29 &ASNIISND

Add PPPoE Server X
PPPoE Server Mame PPPoE
Interface VLAN_Default b
PPPoE Server IP 0 . 66 . 66 . 100
Client Start IP Address i0 . 66 . &6 . 101
Client End IP Address m . 66 . 66 . 251
Primary DMS 0 . 66 . 66 . 100
Secondary DNS . . . Optiona
LCP Detection Interva 30 5
LCP Detactlon Failure Attampts 10 O
Captive Portal (@ Enable Dizabla
Client Isclation Enable @ Disable

t I N} YSGSNI RSAONRLIGIAZ2Y
Parameter Description
PPPoOE Server Name  Specifies the name of thmustomizedPPPoE server.

Interface Specifies the interface upon which the PPPoE server takes effect.
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Parameter Description

Specifies the IP address of the PPPOE server. It is also the gateway addres:
PPPoE Server IP client The IP addressiust be in the same network segment with the address
pool of the client.

Client Start IP Address
Specify the IP addrep®ol that the PPPOE servessigns tdPPPollients.
Client End IP Address

Specify the IP addresses of primary and secondary DNS servers assigned t

Primary DNS PPPOE server tients Secondary DN optional.
D Note
Secondary DNS To provide normal internet access, ensure tRaimary DNSs the IP address of

a correct DNS server or proxy.

Specifies the interval at whighe routersends Link Control Protocol (LCP)

LCP Detection Interval
packets.

Specifies the limit of failure attempts of the L@Rection. When the number of
unreplied LCP packets reaches the limit, the PPPoE server will disconnect tl
connection automatically.

LCP Detection Failure
Attempts

Used to enable or disable the captive portal functi@fith the captive portal
Captive Portal functionenabled, the clients connected to authenticated VLAN interface nee
make a broadband dialp authentication for internet access.

Used to enable or disable the client isolation function. Wik dient isolation

Client Isolation functionenabled, clients canna@ommunicate with each other

St at us Specifies thestatus of the PPPOE server
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/.7 Account

7.7.1 User list

[23 AV (2 (KS 36 Ny B A IN2dESKIRKED 2 RiAAdBANGRN) S vi K SNJ
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61
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E o~ Disconnect Delste

D Authentication Type Authentication Account Terminal Type IP Address MAC Address Online Time Online Duration Status T Remark Operation

Automatic PC 192.168.0.163 2024-10-09 10:47  Thour(s) Sminute(s)

dziG2y RSAONARLIIAZ2Y
Parameter Description

Used to back up the configuration information of selected users. The exportec

Export is suffixed withcswv.

Used to back up the configuration information of all users. The exported file is

Export Al suffixed with.csv.
Used to disconnect the selected online users who have authenticated succes:
. After being disconnected, an online user that has been autbated before
Disconnect . . . .
needs to reauthenticate to access the internet and an authenticatfoge online
user will automatically connect to the internet again.
Delete Used to delete information of selected offline users.

t I N} YSGSNI RSAONRLIGAZ2Y
Parameter Description
ID Specifies the ID of the user.

Specifies thauthentication typeof the current authenticated user.

Authentication Type  The user configured as the authenticativee host is displayed as
Authentication-free and the user whosguest policyis not configured is displaye:

asAutomatic.
Authentication Specifies the accounEmail mobile phone number, real name or random code
Account used by the user.
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Parameter Description
Authentication Specifies the VLAINterfacethat the guest policyis used.
Interface
Terminal Name Specifies the name of thdient.
Terminal Type Specifies the type daflient
IP Address Specifies the IP address of the authenticated user.
MAC Address Specifies the MAC address of the authenticated user.
Online Time Specifies the firsbnline time of the authenticated user.
Online Duration Specifies the online duration of the authenticated user.
Specifies the current status of tlgriest policy
Status Online Specifies the authentication user is online.
Offline: Specifies thauthentication user is offline.
Authenticating Specifies the authentication user is authenticating.
Remark Specifies the introduction to the user.
Used to disconnect or delete a user.
Operation # Disconnect ; Used to disconnect the user.

Il Delete: Used to delete the user.

7.7.2 Accountmanagement

Overview
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Account

m Group Import Export Delate

ID Account  Password  User Grouping  Charging Peliey  Expired Time  Upload Speed Limit  Download Speed Limit ~ Connections ~ Status  Remark  Operation

Mo Data

dzi 02y RSAONALIIAZ2Y

Parameter Description

Add Used to add an authentication account.

Group Used to add selected usersuger grous.

Import Used to import theaccount files backed up previously to tleeal computer

Used to back up the information of selected accounts to the local computer. The

Export exported file is suffixed witkcsv

Delete Used to delete the selected authentication accounts.

A Az

t I NJ YRSSIESOWNIA LIG A 2 Y

Parameter Description
ID Fecifies the ID of the authentication account.
Account

Specify thausernameand password used for authentication.
Password

User Grouping Specifies theiser groupof the account.

Specifies the charging policy of the account, which should be configuf&dbiming
Charging Policy  Policyin advanceUnusel specifies that the charging function is disabled for this
account.

Upload Speed Specify the maximurapload and download rate of the account.
Limit’ Maximum 9
Upload Speed -®)-Tip

Download Speed If a charging policy is selected, the maximum upload and download rate configur
Limit Maximum the charging policy will be used automatically. If no charging policy is selected, y
Download Speed can manually configure the parametédrere.

Specifies the balance of the account. It needs to be entered after the charging pc

Account Balance .
is selected.
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Parameter Description

Secifies the time when the account becomes valid.

Charging Start
Time [ wore

If no chargingpolicy is selected, you can manually configure this parameter.

Specifies the validity period of internet access of the account. If the internet acce
period of the account expires after successful authentication, you neeectrarge to
access the internet again.

End Time/Expired [z
Time Note
The parameter value will be calculated automatically byrtheer after the charging

policy is selected and the account balance is entered. If no charging policy is sel:
the parameter needs to be configured maily.

Specifies the maximum number of concurrent connections allowed for the accou

' which is also the maximum number of conversations thatrthéer can deal with
ConnectionsMax. Simu|tane0us|y.

Connections
When the account is used by multigtersons at the same time, the number of

concurrent connections per person is the set value.

Specifies the number of users that are allowed to use this account to authenticat
and access the internet at the same time.

L Note

No. of Shared When the Bind MAC Address function is enabled rthger will bind the first few

Users MAC addresses that successfully use this account to authenticate and access th
Internet, and other MAC addresses cannot use this account to authenticate and
access the interet. For example, if the number of shared users is 2ydlger will
bind the first two MAC addresses that successfully use this account to authentic:
Devices with other MAC addresses cannot use this account to authenticate and
the internet.

Specifies whether MAC addresses are bound for authentication. With this functic
Bind MAC Address enabled, therouter binds the first few MAC addresses that successfully use this
account to authenticate and access the internet.

Specifies the fixed IP address of toaiter. After it is configured, only the device witt
this IP address can use the account to authenticate and access the internet. By
default, the fixed IP address is not configured.

D Note

The fixed IP address does not taéect in the PPPo&uthentication type

Fixed IP Address
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Parameter Description

Specifies the current status of tlgeiest policy

Enabled Specifies the accouhtas been enabled

Status Disabled Specifies the account has been disabled.

Overdue Specifies the account balance is insufficientheraccount has
expired.

Remark Specifies the introduction to the authentication account. The remark is optional.

Used to scan the details of the account, and recharge, ed#ble,disable or delete
the account.

5] petails : Used to check the accoudetails and operation records.
() Recharge :Used to recharge the account.
Operation . _
# Edit : Used to edit the account.
(® Enable : Used to enable the account.
% Disable : Used to disable the account.

T Delete : Used to delete the account.

Account details and operation records

- A X, A xS AL g A B aS Y -y ~
| £ ABlDetails 2 F G KS O2 NNB 3 IOK\GRH § I © OD@day GRE &1 Af &
A = ~ L A~ A L, A - A
NBEO2Z2NRa melyd @aXERIZD2E { 29AyYy I TAIAZNB Aa FT2N NBT
View Details X
Account Detalls
Account 123 Maximum Upload Bandwidth Mo Speed Limit Account Balance
JohnDoe123 Maximum Download Bandwidth No Spead Limit Shared Users 1
Start Time 2024-10-09 00:00 Fixed IP Address
600 Expired Time 2044-10-09 23:59 Remark
Operation Record
ID Operation Type Oparator Charging Policy Recharge Amount Operation Time T Limit Policy
Open Account Administrator 2024-10-09 19:32 Upload:No Speed Limit, download:No Speed Limit
1 items in total 1 10

Recharge the account

| £ A@Recharge 2F (0KS O2NNBALRYRAYy3IA | O02dzafiall 12 NBO
gAYR2g6 2NJ OKIFy3dS GKS OKINBAy3 LRftAOED

[ note

LT y2 OKFENBAYy3I LRftAO& A& dzZASR Ay GKS | O002dzyis @&2dz
I 002dzy i @
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Account Recharge X

Account 123
Current Package

Package Validity Period 2024-10-09 00:00 ~ 2044-10-09 23:59

Account Status
Recharge Operation Account Recharge

Select Charging Policy

Account Balance

Maximum Upload Speed KB/s @
Maximum Download Speed KB/s @
Charging Start Time

End Time 2044-10-09 23:59

Remark

t I N} YSGSNI RSAONRLIGAZ2Y

Parameter Description
Account Specifies the account used for authentication.
Qurrent Package Secifies the name of the account charging policy.

Package Validity Period Specifies the start time and end time the account takes effect.
Account Status Specifies theurrent status of the account.

Used to select the recharge operation. You can sélecbuntRechargeo
renew the current package @hargingPolicyModification to change the
current package.

[ 2] Note

Changing the charging policy will clélae account balance and validity perioc

Recharge Operation
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Parameter Description

Used to select the charging policy of the account. WRenhargeOperationis

Select Charging Policy set to ChargingPolicyModification, you can select a new charging policy hel

Specifies thdalance of the charging.

@ _
Account Balance g 1P
If no charging policy is used on the account, which meansSfkect Charging
Policyis set toUnused account balance cannot be set.

Maximum Upload Speed Specify the maximum upload and download speed of the current account.

'\@" Tip

Maximum Download

Speed If no charging policy is used on the account, which meansReaharge

Operationis set toChargingPolicyModification and Select Chaging Policyis
set toUnused these parameters need to be set manually.

Charging Start Time Specifies the time when the account starts to take effect.

Specifies the validity end time for using the account to access the internet.
After this account is authenticated and connected to the internet successfL
if the online time exceedthe end time, you need to recharge to access the
internet.

1
'@'Tip

BEnd Time

If no charging policy is used on the account, which means3fakect Charging
Policyis set toUnused the parameter needto be set manually.

Remark Specifies the introduction to the rechargelicy. The remark is optional.

7.7.3 Chargingpolicy

[23 AV (2 (KS 36 Ny @A JN2dESKIBKD 2RAKEINBENW YA & ¢ & § Ko
GKS &J 38

hy (K32 dedA&Sy O2y FAIdzNE OKIFNBAYy3I LIREtAOASaE ol

Charging Policy

Policy Name Validity Period Package Price Maximum Upload Bandwidth Maximum Download Bandwidth Ramark Oparation
Mo Data
. 2dz OMYRBAt ARR | ySs OKIFINBEAY3I LRfAOED
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Add Charging Policy b4

Policy Mame
Validity Period day(s) ~

Package Price

Maximum Upload Bandwidth 0 B/s (D)
Maximum Download Bandwidth 0 B (D-
Remark

B m

t F N YSGSNI RSAONRLIGAZ2Y
Parameter Description
Policy Name Specifies the name of the charging policy.
Validity Period Specifieghe charging cycle of a charging policy.

Specifies the package amount of a charging cycle. For example, if the charg
Package Price cycle is 1 hour, and the package pric&dsthen it costsb2 per hour to access
the internet using this charging policy

Maximum Upload

Bandwidth , . .
Specify the maximum upload and download rate of the accduintdicates no
limit.

Maximum Download

Bandwidth

Remark Specifies the introduction to the charging policy. The remark is optional.
Used to edit or delet¢he charging policy.

Operation Z Edit: Used to modify the policy.

1l Delete; Used to delete the policy.
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7.7.4 Authentication-free policy
[23 AY (2 (KS 35 Ny B A JN2dESKIRKED 2 A KSSNO GFTANB SI A 2 v
t 2f{ROBYGSNP GKS LJ 3S
hylil KAAZ L&EAR Oy O2y TAIEMES (IKSE X QA EKS yTA NI &l N2 Y/
YSUs2N] OF YSNI ad ! FGSNI O2y FAIdz2N> GA2yS (GKSas$s
FdzGKSYGAOIF A2y ®

Authentication-free Policy ®
Authentication—free Policy Authentication—free Condition Authentication-free Content Remark Operation
No Data
. 2dz OMYRRAE ARR | ySaf NBA KISHADE G A 2Y
Add Authentication—free Policy X
Authentication—free Policy Tarminal Typea "
Authentication-free Condition Wireless Terminals ~
Remark

t I N} YSGSNI RSAONRLIIAZ2Y

Parameter Description
Authentication Specifies the authenticatiofree policy type of theouter, includingTerminal Type
free Policy and Terminal Unique Information
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Parameter

Authentication
free Condition

Authentication
free Content

Remark

Operation

520dzYSy i MhiSNEA 2

Description

Specifies the condition of theuthenticationfree policy. Only the clients that meet
the condition can access the internet without authentication.

WhenAuthenticationfree Policyis set toTerminal Unique Informationthe
following authenticatioAfree conditions are available:

Mobile Number. When SMS authentication is enabled, set mobile numb
that do not require authentication to enable them to access the internet
without obtaining verification codes.

IP Address Devices with the configured IP addresses can access the
internet without authentication.

MAC AddressDevices with the configured MAC addresses can access t
internet without authentication.

WhenAuthentication-free Policyis set toTerminal Typethe following
authenticationfree conditions are available:

Wired Terminals Devices that are connected to the LAN of tlo&iter in a
wired manner can access the internet without authentication.

Wireless TerminalsDevices that are connected to the LAN of thater in
a wireless manner can access the internet without authentication

Mobile Phone Devices that are identified as mobile phones can access
internet without authentication.

Specifies the content of the authenticatidree policy. When a device meets both tr

authenticationfree policy andccontent, it can access the internet without
authentication.écdindicates no authentication contents.

Specifies the introduction to the authenticatidgree policy. The remark is optional.

Used to edit or delete an authenticatidnee policy.
# Edit : Used to modify the policy.

[ Delete: Used to delete the policy.
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7.7.5 Random code account

[23 AV (2 (KS 56 N6y B A IN2dESKILKD 2@ &fiR2N / 2 RS | OO0
2 SYGSNe GKS LI 3S

hy (KE&ZRHASONY YIRRR DRRSE dzaSR Ay NIYyR2Y O2R

Random Code Account ®@
m Print Delate
Random Code Craation Time Expirad Time Remark Traffic Limit Avallable Duration No. of Sharad Users No. of Used Operation
Mo Data

, 2dz OHYRE&RAE A RINI Y R25v8 @RREYEIA O8 @

Add Random Code Account h 4

Mo. of Created Codes

Account Validity Perlod hris) ()
Account Usage Duration 0 minute(s) (T)
Traffic Limit 0 MB {'D

Mo. of Shared Usars 0

Random Code Tithe @

Remark

dzii 2y RSAONRALIIAZY
Button Description
Add Used to add a random code.

Used to print some information of the selected random codes whighprinter

Print installed on your computer.

Delete Used to delete the selected authenticatidiree policies.
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t I N YSGSNI RSAONRLIGAZ2Y
Parameter Description
Random Code Specifies the random code used for authentication.
Qreation Time Secifies the time wherthe random code is created.

No. of Created

Codes Fecifies the number of random codes to be created.

Account Validity  Specifies the validity period of the random code, ranging from&7&0Q 0 indicates
Period no limit.

Specifies the tim@oint when the random code expires. Expired accounts cannot |
Expired Time used again. The expiration time point is calculated based on the creation time of
random code and the validity period of the configured account.

Remark Specifies the introduction to theandom code. The remark is optional.

Specifies the total download traffic that the random code is allowed to use. Once

Traffic Limit value is exceeded, the random code will be denied internet access.

Specifies the longest duratidhis random code is allowed to stay online at a time.

Available Duration When the random code expires, the user needs to log in again.

Specifies the number of users who are allowed to access the internet using this
random code at the same time.

D Note
No. of Shared
Users The Bind MAC Address function is enabled by default in RandomgQedepolicies

For example, if the number of shared users is 2 rthaer will bind the first two MAC
addresses that successfully use this random code to authenticate. Devices with
MAC addresses cannot use this random code to authenticate and access the int

No. ofUsed Specifies the number of users who are using the random code to access the inte

Specifies the title of the random code. It appears ondhatral upper part of the

Random Code Titl page. You can use it for advertising promotiBor SE I YLX S5 6@€Sd# O2

Used to print or delete a random code.

Operation 5 Print - Used to print the random code.

o Delzte: Used to delete the random code.
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7.8 Example ofauthentication for rented flats

7.8.1 Networking requirements
ly 26yYSNI 2F NBROABNEKSI S IdB S a
380G AydSNYySiG +00Saa sKSy O02yyS0iAiy3

2 YFylFr3aS G4KS ySis2N]

it GSylryda KIFI@gS G2 | 00Saa (GKS AydSNySi
P ¢p2 AYGSNY SO HvpBSAEd K OF & Yavpddbp KISNY R
Y2YGK gAlUKI yiIR@GAARGKO | NBE LINPBARSR F2NJ GSy
T ¢KS Fflr A ORYDHASINDOSEZA (GKS AYIGSNYySiG oAl
O2y @SYASyld YIylF3aSYSyao
(KS F2tt26Ay3 FTAIANE akKz2ga (GKS ySieg2N] (2L
Lyidsn
L.
w2 dzii SN
L N NN
['d
-
al yr3asSySyi
02 Y Lz SNJ
. Sssssim  Sssssim  eesssm
100Sa3a a I 100S3aa é[ I 100 %®a G OF
A4 X A L X I
Syl y : Sylyi Sy ly !
7.8.2 Solution
T/ FFAIANBE GKS ttt29 FdzikKSyiAaOlidAazy ol aSR

Bl 6So6VRapiaSY!Il v
g2 :

i KS

dza I 3S> TKN FrS { RoAy Iy §

T /2y TAIdzNB
T /2y FAIdzNS

F YVIFIN&ES K SIZ G A O @F Z0R)YLKA SWBPY | 3 S NJ
Fdz KSYGAOFGAZ2Y | O02dzyiiaod
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7.8.3 Configuration procedure

I 2y T XNEKENBR [ 2y FAIdzNBE G |

Configure therouter.

1. Log in to the web Ul of the routér

2. AddVLANSs and configure a DHCP server.

520dzYSy i MbSNEA 2

(KS F2tt26Ay3 GlroftS tAada GKS [ ! b LI NF¥YSGHSN
VLANName VLANID [las NS PhysicalPort
Segment

Tenant 20 192.168.20.1/24 LANB
(KS F2tft26Ay3 GlofS ftAada GKS 51/t &aSNIBSNI LI
PolicyName Interface DHCPType DHCRSettings

IPaddress pool: 192.168.20.160

192.168.20.200
Tenant Tenant User DHCP Sibnet mask255.255.255.0

Default gateway: 192.168.20.1
Primary DNS192.168.20.1

1) Add VLAN.
bl @A I bEB2 N[ ! b

A s

VLAN Settings

{ A RRD2 y T A I dzNB

+ [ yoR LDKENAAS § S

Interface VLANID  IP Address Subnet Mask  Interface Remark  Allow Access  Status  Operation

VLAM Default 1 192.168.0.252 255.255.255.0  LAMNT LANZLAN3 LANA LANS LANGLANT LANE - Allow Enabl
R R A NN A AN R AR A AR R AR R AR R AR R AR R AR R AR R AR R AN AR AR R AN AR AN AR NN AR NN ENEERAEEERRAEEEREREEERRREEEREREEEEEREEEEEEEL
I Tenant 20 192.168.20.1  255.255.255.0 LAN3 Allow Enabl 2 Edit © Disable T3 Delete:
N N N N N NN RN N A N NN N N N N NN RN N A NN N NN N N N NN NN N A NN N NN N N N NN NN A A NN N A A N N A A NN N AN EEEEEEEEEEEEEREEEEE

bl @A I bEE2 R / t
dza SNJ 51 / t

{ SRIGAY IS NIFSRD 2 v T A I dzNB
ASNISN)I 2F{ GBS PecSYy I yii

NI} Y Si
Of A

LJI

+[!'b IyR

DHCP Server ®@
Policy Name DHCP Type Interface Client Address Subnet Mask Gataway Leasa Status Ramark Oparation
User DHCP_Default  User DHCP VLAN_Default  192.168.0.2-192.168.0.254 255.255.255.0 192.168.0.252  30min Enabled - # Edit @ Disable
AP_DHCP_Default AP DHCP VLAN_Default  10.10.96.2-10.10.96.254 255.255.255.0 10.10.96.1 30min Enabled - £ Edit © Disable
.........................................................................................................................................................
Tenant Usar DHCP Tenant 192.168.20.100-192.168.20.200 255.255.255.0 192.168.20.1 30min lad & Edit @ Disable @ Delete

3. (Qonfigure the PPPo&uthentication type
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tKS F2ft26Ay 3 G ded [SSf RAGHG MK LIWMEIRAWS(YS NES FT M.

FNB y2id Y$

@ fdzSa F2NJ 20KSNJ LI N YSGSNBER (KL
PPRE ®rverand Related Parameters
PPPOE Server NantePPoE_1
Interface Tenant
PPPoOE Server IP; 192.168.30.1
Client IPAddressRange: 192.168.30.10@ 192.168.30.200
Primary DNS: 192.168.30.1
LCP Detectiointerval: 10s
LCP Detection Failure Attempts: 10
Captive PortalEnable
bl @A 3N WA Kibet 29 X SONRMERIYOF A 3 dzNB LI

{I &S

Edit PPPoE Server

PPPoE Sarver Mame PPPoE_1
Interface Tenant
PPPoE Sarver IP 192 .
Client Start IP Address 192
Client End IP Address 192
Primary DNS 192 .

Secondary DNS

LCP Detection Interval 30
LCP Detection Fallure Attampts 10
Captive Portal (® Enable
Client lsolation Enable

4.  Qonfigure the PPPOE service package.

A

(KS F2ft26Ay3 GlFofS

133

168 . 30
. 188 . 30
. 168 . 30
168 . 30
Disable
® Disable
fAad

W

1

100

200

1

©
Cancel

a uKS

ttt29

N} YSGSNAR | a |
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20 MHzPackage 100MHzPackage

Policy Name: 20/Hz Policy Name: 100MHz

Validity Period: 30 days Validity Period: 30 days

Package Pricé5dollars Package Pric&0dollars

Maximum Upload Bandwidth: 5120 KB/s Maximum Upload Bandwidth: 10240 KB/s

MaximumDownload Bandwidth: 20480 KB/s Maximum Download Bandwidth: 102400 KB/s

bl @A 3N WA Kb O2RzKT NBA VI [tyRIRBOA DY TA IdzNBE LI NI YS
NB lj dZA NBERZI KB @®RAORPoAYI FAIAZNE Aa& F2N NBETFSN

Charging Policy

Policy Name Validity Period Package Price Maximum Upload Bandwidth Maximum Download Bandwidth Remark Oparation
20 MHz 30day(s) §15 5120KB/s 20480KB/s £ Edit W Delete
100 MHz 30day(s) 850 10240KB/s 102400KB/s £ Edit W Delete

Gonfigure authentication accounts for tenants.

tKS F2tt26Ay3 GlroftS fAadla wKIS AyYOGRSIF/Gdzf LAF NG YES
LI NF YSOISNB yiXei YSYGA2ySR®

UserGroup Authentication Account

Account: Room number

Password: Room number+Mobile number
Group Name: Tenant PPPoE Authentication User Grouping: Tenant PPPoE Authentication
User Group Type:uthentication User Group SelectCthargingPolicy: 20MHzor 100MHz

Account Balance: Set as required

No. of Shared Users: 1

1)  Add the user group.

A A

bl @A 3. BK I A NENIAT B GeS NJ D N@fdAR22 yOF A 3dzNB LI NF YS( S
NBlj dZA NBREF Y R Of A O
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6.

2)

3)

Add User Group

Group Name

User Group Typa

Remark

Add Account

Account

Password

User Grouping

Select Charging Policy

Maximum Upload Speed

Maximum Download Spead

Account Balance

Charging Start Tima

End Time

Max. Connections

Bind MAC Address

Mo. of Shared Users

Fixed IP Address

Remark

Tenant PPPcE Authentication

Authentication User Group

101

L My X

zyQlt RARZ

S

(Optional)

Cancel

Add an authentication account and addo the user group.

bl @A 3N WA Kib@ O 2RIzyO0 =d
Oft ADBXS F2fft2Ay3 FTAIAZNE A a

2 yOF A 3 dzNB

X

Tanant PPPoE Authentication

20 MHz
5120
20480

100

G600

Enable (8 Disable

Gonfigure the authenticatioffree policy.

135
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LJk
T2NJ NBETSNB

N} Y S

Repeat the subste?) to configure authentication accounter other tenants.
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ldadzyS GKFEG GKS a!/ | RRNBaa 27 RS SO2X IO NJII
Ada nnYoTY9cYMHYonYpco®
bl @A 31 WA Kb O 2Rzl K Sy GTANIS Qi At 220K RURER yOF A 3 dzNB LI NI Y
I a NXBIj dza NESIRES I yR Of A O]

Add Authentication—free Policy

Authentication—fres Policy Terminal Unigque Information
Authentication—free Condition MAC Address
Authentication-free Content 44:3T:E6:12:34:56

&
Remark

II. Configure the core switch.

5A OARS (KB+LOBI2Yy ninkdS [ ! b +ta F2ff20a0

Port Connected to  VLAN IVLANAllowed to Pas§  Port Property PVID
Router 20 I 00Saa 20
Access switch 20 Access 20

QRIIKSN) LI2NIa GKFEG FNB y20 YSYiA2y SR> (1SSLI i
O2y FAAdzNI 0A 2y LINPOSRdAz2NBE>X 4SS (KS dzaSNJ 3dzARS

oy R

7.8.4 Verification
(KS Fil @ YOYYIIRNINI 6a!/ | RRNBaay ninYNSFYDcYmH
gAOGK2dzO +FdzZiKSYGAOF GA2Yy ®
Sytyia ySSR (G2 RAFE Ay 6KSy | 00Saary3a GKS A
Dialup from the router

CKA&d YSOK2R Aa | LILX Xi®&IS6 y IS\alF 2 i SOHRSNgI-SIKIS & 26 K S N
ONZ I RO KWRNFBH ( KS TFdb | G2 NOCSBUSARGNI G 8 S NP dzi SNJ a Sa
JdzA RS 2F (GUKS O2NNBaLRZYRAY3I NERdzi SNIH

1. Log in tothe web Ul of the routeof the tenant
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2. Set the internet connectiontype to PPPoEgnter the PPPoE use&rame and password, and

save the settings

IFOSNI 0KS BBIGIdyYy 350 StakaS 0 KS MB/dSSWIS G G KN dz3 K

Dialup from the computer

Ld

90 KSNY S

Ad adzAa Gl of Si K8 W EDRPAYEBIZEZNORERNE (2 GKS 0o

L2 NI 2Ny RKDBE Tt GA & Sdep @MW) T a 8B BI& B Y LI

1. Rightclick €3 in the lowerright corner of your desktop. Then clibletwork & Internet.

2. dickDiatup in the left navigation bar. Then, clilet up a new connectian

(_

faY

Settings

Home

Dial-up

Find a setting

Set up a new connection

Network & Internet

=2

Status

Wi-Fi

Ethernet

Related settings

Change adapter options
Network and Sharing Center

Windows Firewall

Dial-up

& Give feedback

P!

G

&

VPN

Airplane mode

Mobile hotspot

Data usage

Proxy

3.  SelectConnect to thelnternet, and clickNext.
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@ Set Up a Connection or Metwork

Choose a connection option

Connect to the Internet

Set up a broadband or dial-up connection to the Internet,

_ i Set up a new network
sy, Set up a new router or access point.

L i Manually connect to a wireless netwark
ey, Connect to a hidden network or create a new wireless profile.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

Mext | | Cancel

4. SelectBroadband (PPPOE)

€ 4@ Connect to the Internet

How do you want to connect?

Broadband (PPPoE)

Connect using DSL or cable that requires a user name and password.

Q Dial-up

Connect using a dial-up modem or ISDN.

Cancel

5. Enter the PPPoE useame and password, seleRemember this passwordand clickConnect
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€ ¢ Connectto the Internet

Type the information from your Internet service provider (ISP)

] Remember this password

Uszer name: ‘ [Mame your ISP gave you] ‘
Password: ‘ [Password your ISP gave you] ‘
[ show characters

H

Connection name: ‘ Broadband Connection ‘

®) [ Allow other people to use this connection

This cpticn allows anyone with access to this computer to use this connection.

I den't have an ISP

2 A0 dzy Goelf) @KWBLIRIGTSa adz00SaafddZ ted ¢KSy (KS

0Saa GKS Ay @S NIRNLIEGTEING M [ KNG Rl SIWBGR G I YR A
O8 A RIE NFU2LBIM 3R AAYTD
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8 .1 y&RA RU K

¢CKA& 3IdzARS A& FT2NI NBFSNByYyOS 2yfteé I yR
FdzZA RS T d 1081 A RNV BIASIND SANSSIYKI  LIN2 RdzOG Y2 RS
Y2RSt®d ¢KS | OlGdzr f LINRPRdAzOG LINBGI Af ao

8.1 WAN bandwidth

[23 AY (2 (KBIHERIPDALRST [(RRY®W . yYREABYK SN (K
LI 3S o

hy GKA&a LI 3AST &2dz OFy O2y FAIdzZNE G KS§dZA 0B LEIB NI
21 b 132 NIR2adz Oy fAYAG GKS o6l YyYRARGK 2F YdzZf GAL

C@INBLISNI &8 O2yFAIdzZNAY I (KSOrUB bIERNRSARVRGAERI
Y2NB | OOdzNY (i SDARAKS y LEERY Do dr S

WAN Bandwidth

enter the banawidtn provided Dy e |oF 10r a beter ernet access expernence

WAN1 Port Upload Rate 1000 Mbps Download Rate 1000

Save

t I N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

Upload Rate A s oA o . . s ar o o
{LISTO8\ G KS o0l YRARGIK AT deRadz 28 INBi /2 {6 {NiR

F2NJOK St LI

Download Rate
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8.2 Group limit

¢tKS SEGNIYSG o6l yRARGK A& lfgléd ftAYAGIRNRET &;
ySGig2N] &aLISSR (2 NBlFazylote Ifft20FdS GKS A
NBaz2dzNDOSa STFSOGAQSteo

[23 AY (2 (KBIBFRIGAITLBE [iRRBHIdZLIGRA Vil SN 0KS

hy GKA& LI 3ST 22dz Oy O2y FA NEN®S SNKS INPdzL) &l
Group Limit

Add

Policy Name Remark IP Group Time Group Concurrent Connections Upload Speed Limit Download Speed Limit Operation

, 2029t ARR2 RR INPRIAYIR G A O @

Add Group Limit Policy X

Policy Mame
Remark

IP Group

Time Group

- . P
Concurrent Connections 0 @)
Upload Speed Limit 0
Download Speed Limit 0

t I N} YSGSNI RSAONRLIIAZ2Y

Parameter Description
Policy Name {LISOAFASA (KS yIYS 2F (KS 3INRdzLI f A
Remark {LISOAFASAE (GKS NBYIFIN] 2F GKS 3INEPdzLJ

141



520dzYSy i MhiSNEA 2

Parameter Description
{LISOAFASA (GKS Lt FRRNBAaa 3INPRAzZAOELIZ
SFFSOGP® ¢KS ANRdAzL) aLISSR fAYAG LR A
IP Group I RRNB&&aSa INB Ay GKS Lt | RRNBaa 3N
[ 2y FAIdzNBE (LKS DR®NANBIZL] A Y

{LISOAFASA (dRSy GAKASO KIANPRIARI NR azRJG  LJ2 f
Time Group ¢KS 3IANRdzL) aLISSR fAYAOGD LRtAOCE (1S3
[ 2y T AIONBER @S WS/ B NRHEz(ID

{LISOATASE GKS YIEAYdZYROBYPSOA Y2 WKE

3 N2 dzLJo
Concurrent e
Connections -@-Tip

O indicates no limit.

Upload Speed Limit { LISOAFT& (KS ¥REFYAzZFl RLINZ2KRBR 2F GKS

'\@'Tip
Download Speed Limit . .
NAYRAOIFOUSa y2 ftTAYAUOD

8.3 Single user limit

8.3.1 Overview

[23 AY (2 (KBOBERONIAL .S [(RYRYITE S GRSSWHBXNA i K
LJ IS

hy GKA&a LI 3Sz &2dz Oy O2yFA3IdzNBE GKS YI EAYdzy
02 NEK&RSING N} §Ste& 2N AY | dzy X T NER dz NS YISO AR A

,2dz Ol @ 4@t Gt SOG LI N YSGSNAR (2 o0S RAAaLIX &SR

Single User Limit

Terminal Name Tarminal Typa Ramark IP Address T MAC Address Online Duration Real-time Upload Real-tima Download Download Spead Limit Total Download Status Operation
DESKTOP-2K2MLGI PC 182.168.0.163 A7minutels) OKB/s 6KB/s No Spead Limit 61.61MB €A Limit Speed
Pro-6-IWV1.0-1a7430 AP 182.168.20.153 36minutels) OKB/s OKB/s No Spead Limit 121.84KB €A Limit Speed

A

t I NI YSGSNI RSAONRLIGAZ2Y
Parameter Description

Terminal Name {LISOATFASA (GESDSHGYS 2F GKS
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Parameter Description

Terminal Type {LISOAFTASE OKH&HSYHELIS 2F GKS

Remark {LISOAFTASE (OEMSHYIN)] 2F GKS

IP Address {LISOAFTASE GKDIUSYHIRRNBaa 2F (KS
MAC Address {LISOAFTASE (GUKS Gf!SYIRRNBaa 2F GKS

(o))
QX

Online Duration { LISOAFA 0KS 20ftMSWSI RdzNF GA2y 2F GK

Reattime Upload

{LISOATermiaKS NEBXRIR 2N Qeogyal R NI GS
Reattime Download
Upload Speed Limit {LISOA TAS& G(KS YI EAQdAS 7L 2+ R NI} S 21

Total Upload {LISOAFTASA (KS G20f Sy@J) 2 R GNIFFAO

Eion‘:‘i’f'oads"eed (LISOATASA (KS YIEAYGNMOEREGYE2F R NI G5
Total Download {LISOAFASE (GKS (20Dt wBRgayt2FR GNF FTA
Satus {LISOATASAE (KISESWIY iRy RITHESY S

z ~ ~

R 2 fAYALl (KOt A®IPBER 2F (K asSts

<
w

Limit Speed I a

(Vo))
¢

Refresh -1 G2 NBFTNBaK (GKS OdzNNByid fArado
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8.3.2 Configure single usdmit

1. Log in to the web Ul of theouter, and ravigate toBW Limit> Single User Limit

2. Select theclientto be limitedand click_imit SpeedThe following figure is for reference only.

'\@" Tip

,2dz Oy aSO8®S YWt NOKNEGRR LA SR a4 LISSARE MSWih Gla GRNS O KS

Single User Limit @
Limit Spead Refresh
Terminal Name Terminal Type Remark IP Address T MAC Address Online Duration Real-time Upload Real-time Download Download Speed Limit Total Download Status Operation
DESKTOP-2K2MLGI PC 192.168.0.163 37minutels) OKB/s 6KB/s No Speed Limit 61.61MB Online €A Limit Speed
Pro-6-IWV1.0-1a7430 AP 192.168.20.153 36minutels) OKB/s OKB/s No Speed Limit 121.84KB Online €A Limit Speed

3. St the Upload Speed Limiand Download Speed Limifor the selectectlient, and clickSave
The following figure is for reference only

)
'@'Tip

AMYRAOFGSE y2 fAYAG®
Speed Limit X
Upload Speed Limit KB/s (O
Download Speed Limit k8/s @
Cancel Save
T 9y R
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8.4 Example of configuring gsup speed limit

Networking requiremens
Ly Sy i SNLINWAS NBNSIESNKSLIE 28 | ySGg2N] @
wS|lj dzA N6 YSIYGK (DdENIBERF I & ARRNB & & NI By @HSAYM avydobrdbdmvpe iy ob nk
[!'b Oly dza$S (KS FAESR dzX 2F R | yR R2 KRMINAYRA 0
G2NJ] Ay 3 KRgNEn ndy YIMNR Y aXARIRSNRZREGAAEE Ay (K
NBEAaGNRAOGSR F2NJ ol yRGARIKD

Solution
¢ KIENE dzLJF B0l 2 FTOIMIWK S DR MNABNIZDK & 4 BBy &\ NEBY 8y i |
O2y OdzNNBy (i O02yySOilAz2ya 2F Sl OK dzaSNJ RSPAOS |

Configuration procedure

[ 2y FARGNSBS 3 >/ 2y TAJdAKER IRR G KS 3N

1. Login to the web Ul of theouter.

2. QGonfigure the time group.

Navigate toBehavior>Group Policy> TimeGroup, and clickAdd to configure the following

time group.
Edit Time Group X
Policy Name Business Hours
Time Period 1 08:00 18:00
Time Period 2 (Optional)
Time Period 3 (Optional)
Cycle — Every Day
Mon. Tues. Wed. Thur.
] Fri. Sat. Sun.
Remark (Optional)

Cancel Save
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Configure the IP group.

Navigate toBehavior>Group Policy> IP Group, and clickAdd to configure the following IP
group.

Add IP Group

Paolicy Name Purchasing Department

IP Range 1 192 . 168 . 0 2 ~ 192 168 . 0 . 50
IP Range 2

IP Range 3

Remark

Add the group limit policy.

1)

Navigate toBW Limit>Group Limit and clickAdd.

Group Limit

Add

Policy Name Remark IP Group Time Group Concurrent Connections Upload Speed Limit Download Speed Limit Operation

No Data

Gonfigure the parameters in thAdd Group Limit Policwindow, and cliclSave

(St @KS O WAFJRRINSRAYAYKA® SEI YLX S

{ St SQit DOWB dEKAOK (KS L2t deMeK i AAY A BH S Ik KA YOS
SEIFIYLX So

(St SOUAYESDRE dzkIA OK G KS LI2f dzeORY $ aAmot INiFKdkER ¢ K A
SEFYLX So

{SG/ @¥OAZNNByY (i LISNY O @ B/ AN siKMAGEKS 8\EAl

{(SG WOKES2 I R { IWYRR YA FRAR {ABISKRSY B KAOKMHIYNS 0 2|
Y. ®a
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Add Group Limit Policy X
Policy Name Speed Limit
Remark
P Group Purchasing Department
Time Group Business Hours
Concurrent Connections 600 (3‘
Upload Speed Limit 128 KB/s :3:
Download Speed Limit 128 KB/s (D

m oy R

Verification

C2NJ dzZaSNA G6AGK Lt | RRNEEAGSAVANY ARy A TNRS  Yildbh
dLISSR YR R2gyf2IR BREBBERYVYNE FREAK mAyRNEKAS?2
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9 .XK I A

¢CKA& 3IdzARS A& FT2NI NBFSNByYyOS 2yfteé I yR
FdzZA RED T d 1081 A RNV BIASIND SANSBSIVKI  LINE RdzOdG Y2 R
Y2RSt o dzKfS UWINR RdzO0 LINB G Af aod

9.1 Group policy

2 KSYy O2yFAIdzNAY3A (GKS FdzyOlAz2ya adzOKrHD G NR:
LI2f AQ0@X @&2dz YSSR (zyRAYET HANENSEI RS | RO ¥ QS deLIS

9.1.1 Time group

CKS GAYS AdkR8AR (LRt RPBRF
NI} yR2Yf &

BAGASRBY G 3INRdLIA | yR

[23 Ay (2 (KB dW$ RIGHSHE RIEK | (BRARENdzL) F¢ A OSSP &zl
SYydidSNJ ®KS LJ 3S

hy GKA&a LI 3AST &2dz Oy ©KOQFNRINS { NISKj SHaAKNISYYISSO/didl

Configuration procedure:

1. Log in to the web Ul of theouter.

2. Navigate toBehavior> Group Policy> Time Group

3. dickAdd.

Time Group

Add

Policy Name Time Period Cycle Remark Operation

TimeGroup_Default 00:00-23:59 Every Day
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4. Configure the parameters in thiedd Time Groupgvindow, and cliclSave

Add Time Group X

Policy Name
Time Period 1
Time Period 2

Time Period 3

Cycle Every Day
Mol Tues. Ned Thur
Fri Sat. Sun
Remark
maAyt R

t F N YSGSNI RSAONRLIGAZ2Y

Parameter Description
Policy Name {LISOAFASA (GKS yIYS 2F (GKS GAYS 3INERdzL
Specifies thgeriodsincluded in the time group.
Time Period
One policy supports at most 3 periods, and gegiodscannot be repeated.
Qycle {LISOAFASA (KS 0OeO0fS dzakRy ¢KAOK GKS
Remark {LISOATASE (KS YSEONBYDLRF ¢KS NBYIFN] A
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¢CKS Lt INEIARLIZZ AD&GI AGKS K2ala gAGKAY (GKS [!
Lt FRRNBaaSao

[23 Ay G2 (KBdH $RIGK T 35K | i SRINdzL) HLDNR @B Sy i SN
0KS @l 3§

hy GKA& LI 3SI 2el2tdz NP/ dzIOQRIFR E@E NI KBKNSS Y- SO/iilidal

Configuration procedure:

1.

2.

3.

Log in to the web Ul of theouter.

Navigate toBehavior> Group Policy> IP Group
dick Add.

IP Group

Add

IP Address Range Remark Operation

Policy Name

Mo Data

Configure the parameters in thedd IP Groupvindow, and cliclSave
Add IP Group X

Policy Name
p

Range 1 . . . -

IP

Range 2 . . . -
IFR 2 Ontiona

Range 3 . . . ~

Remark

m o yi R
t I N} YSGSNI RSAONRLIIAZ2Y

Parameter Description

Policy Name {LISOAFASE GKS yIYS 2F GKS Lt
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Parameter Description

{LISOAFTASE (KSBAVQAf dzRFRANBAYA (Ng SISt I NP dz

IP Aldress Range  one policy supports at most 3 IP addreaages, and the IP address ranges cannot |
repeated.

Remark {LISOAFASE (GKS NBYFIN] 2F (G4KS Lt 3INPdz.

9.1.3 Usergroup

¢KS dza SN) IR 8RISER i kSeKRrala 6AGKAY GKS [!'b A
I dzi KSy G A OF 6 SR WASHES NI ®R +t b RALIf
[23 Ay (2 (KBdIH$R VL JESHK gk RiNazL) /! # IOND dirl)

SYydidSNJ ®KS LJ 3S
hy GKA& LI 3ST &2dz Ol y I0QFFNRXzNS { NIEK] SIGARES SN/ Hidvil

@-ip

¢ 2 dza S NO I INSPRIZLNE 51SyrRt dat! (& S NUKS IS BaRBSYR 0@ REFF BB Tl dzf
INRQELY Yy 2 G 02S8IRAM SR SR

=
-

Configuration procedure:

1.

2.

3.

4.

Log in to the web Ul of the router

Navigate toBehavior>Group Policy> UserGroup.

dick Add.
User Group
Add
Group Name User Group Type Remark Operation
User_Default Authentication User Group
VPNUser_Default VPN User Group

Configure the parameters in th&dd User Groupwindow, and cliclSave
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Add User Group X

Group Name
User Group Type Authentication User Group

Remark

m 9 yi R

t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description
Group Name Specifies the name of thesergroup policy.

Specifies thdype of the usergroup, includingAuthentication User Grougnd VPN
User Group

'\@" Tip

After a user group whosbBser Group Typés set toAuthentication User
Groupis referenced byccount managemenall users who are
authenticated with tleseusernamesand passwordswill belong to this user
group.

T Afterauser group whos&Jser Group Typé set toVPN User Groufs
referenced byuser managemenall users who use ttseusernamesand
passwordgo perform VPN dialip will belong to this user group.

UserGroup Type

Remark Specifies the remark of thesergroup policy.
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9.2 Filtering

9.2.1 IP address filtering

Ovewniew

[23 Ay (G2 (KBdWH P RIORKIL DK I igaRINIBLNR f RRN

SYGidSNJ 6KS LI 3So

hy GKA&a LI 3AS> &2dz Oy O2yFA3IdzNBF (KS
O2yySONP aZ BHISE 1 SNY S @

IP Address Filtering

Filtering Policy IP Address Policy P Address or IP Address Group Time Group Remark Status 4+ Operation

Mo Data

@ It allows hosts or devices not in the list to access the internat.

,2dzQAAYRERE RR L tYRRINB & aLIFNAX OSNA y 3

Add IP Filtering Policy b4
Filtering Policy Blacklist (Blocked to access t
IP Address Policy @ IP Address IP Address Group

IP Address

me Group TimeGroup_Default R

Remark
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O«

t I N} YSGSNI RSAONRLIIA2Y

Parameter Description

Fecifies the mode of the IP address filtering policy.

T Blacklist (Blocked to access the internefjhe user with the specified IP
address is blocked to access the internet during the spegiféeithd, and is
allowed to access the interneluringother times.

T White List (Allowed to access the internet)The user with the specified IP
address is allowed to access the internet during the speqiféztbd, and is
blockedfrom accessinghe internet duringother times.

Fltering Policy

¢2 PRAISHE SKIRRNE I RRNHERYSIRINI 6§ KS Lt | RRN

¢2 BRANSISWNI Y2 NB 5t AF6R FNGERsa 33 yEBNRSIa d G K
O2NNBaLRyRAY3a Lt 3ANRdzL) LI2f A0& &2dz &S

(&N

IP Address Policy

IP Address or IP DNOIe
AddressGroup o p1ai  Jn@addd R 0 S 102 yEIMGEGNGSR yAYS ©

Used to select the time group policy upon which the IP address filtering policy tak
effect.

Time Group [ Note

¢KS GAYS 3ANRPdzL) aK2AWSRINS 1ABBY ¥OI®NE R
Remark Specifies the remark of the IP address filtering policy. The remark is optional.
Satus Secifies the status of the IP address filtering poliwfudingEnabledor Disabled

Used to edit, enable, disable or delete thHe address filteringolicy.

£ Edit: Used to modify the IP address filtering policy.
Operation (5) Enable: Used to enable the IP address filtering policy.

& Disable : Used to disable the IP address filtering policy.

T Delet= : Used to delete the IRddress filtering policy.

T When SelectedThe devicesot in the filtering list odeviceswith the
filtering policydisabledcan access the internet.

It allows hosts or T When Deselectedrhe devicesot in the filtering list ordeviceswith the
devices not in the filtering policy disabledamot access the internet.

list to access the

internet. D/ Note

To deselecthis function, configure a whitelist first.
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Example of configuring IP address filtering
Networking requirements
Ly Sy i SNLINWES NIBNIESNNKSLIE 28 | ySi62N)] o
wSlj dzA NS5 YBdZNR Y 3 0 dza §w\SVENR K2 dziB/ Ré @Y ii2 CNARF &0
a0FFF Oy 00Saa GKS AYOUSNYySiG oKAES 20KSNJI &
Solution
(KNP dgi SNI F RRNB&aa FAf 5SNKSEI NEBdnydd NEaABFOE K B OH
I RRNB #I&KB&zND K I 3G yA2 AlidzFSNE NI YAR QA RBY Yy PP m Dy

Confguration procedure

| 2y FAIdzNB (¢ [ 2y FTAIdzNB

1. Login to the web Ul of theouter.

2. QGonfigure the time group.

Navigate toBehavior>Group Policy> Time Groupand clickAdd to configure the following

time group.
Edit Time Group X
Policy Name Business Hours
Time Period 1 08:00 18:00
Time Period 2 (Optional)
Time Period 3 (Optional)
Cycle —  Every Day
Mon. Tues. Wed. Thur.
() Fri. Sat. Sun.
Remark (Optional)

Cancel Save

3. (Qonfigure the IP group.

Navigate toBehavior> Group Policy>IP Group and clickAddto configure the following IP
group.
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Add IP Group b4

Policy Name Purchasing Department

IP Range 1 192 . 188 . 0 . 2 ~ 192 . 168 . 0 50
IP Range 2

IP Range 3

Remark

Add the IP address filtering policy.
1) Navigate toBehavior> Filtering>IP Address Filteringand clickAdd.

IP Address Filtering

Filtering Policy IP Address Policy P Address or IP Address Group Time Group Remark Status 4+ Operation

Mo Data

@ It allows hosts or devices not in the list to access the internat.

2) Qonfigure the parameters in thAdd IP Filtering Policwindow, and clicksave

T {StESCRtUCHNEYIKADKE®SH t f 26 SR (2
SEI YL So

T {StEO0! RRNGRNIDNRRMNBA A t2f A 08

@

I OQ/S &iaK AlaK

T {St SOt (BERIANI 6 KAOK GKS LR{AGROKEK3BEISTT.

5SLI NIRYWSYilkAa SEIF YL So

T {Stf Q@A YS DARYILISKAOK (GKS LRfAGEAYSENYA Sa

GKAA SEI YL So

Add IP Filtering Policy X
Filtering Policy White List (Allowed to access
IP Address Policy IP Address  (® IP Address Group
IP Group Purchasing Department ~
Time Group Business Hours ~
Remark Optional

Cancel Save
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3)

Deselet It allows hosts or devices not in the list to access the interngt the displayed
dialog box, clickboK

IP Address Filtering

Filtering Policy

IP Address Policy IP Address or IP Address Grol

White List (Allowed to access the internet)

up Time Group Remark

Status | Operation
Purchasing Department

Enablec 2 Edit © Disable {3 Delete

Ty R

Verification

hy f08K®2 Y LIdzOBMUFHZNDK I a Ay 3 adl F7F
GKS [!'b OFy I 00Saa
e

O L ti il RONGR &y &b n Ny 3
FTNREY&RIZ GNRARI ¢

GKS Ay GSNYySOlGs KasinSY /2l KS NJ

9.2.2 MAC address filtering

Ovewiew

[23 Ay (2 (KB dJWH$RIGKT BK |igaRINIBBRNN Y 3 RRNBE 4 &
CAf GIBNRASHYII SNI G KS LI 3So

,2dz Oy O2yTA3IdzNB
0 KNG dZ BMBSy G SNy Sh o

MAC Address Filtering

iKS al!/ | RRNSE3 BhE KR&E NS YH

@

Filtering Policy MAC Address Time Group Remark Status 4 Operation

Mo Data

@ It allows hosts or devices not in the list to access the internet.

. 2dzOAIARERE2 RR la!yySd RRNBRET XD dSNA y 3
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Add MAC Filtering Policy

Filtering Policy

MAC Address

Time Group

Ramark

F N} YSGSNJ R

Parameter

Hitering Policy

MAC Address

Time Group

Remark

Satus

Operation

520dzYSy i MhiSNEA 2

Blacklist (Blocked to access t

TimeGroup_Default

SAONRLIIAZ2Y

Description

Secifies the mode of the MAC address filtering policy.

Blacklist (Blocked to access the internefjhe user with the specifiedAC
address is blocked to access the internet during the speqiged, and is
allowed to access the interneluringother times.

White List (Allowed to access the internet)The user with the specifiedAC
address is allowed to access the internet dutimg specifiedperiod, and is
blockedfrom accessinghe internet during othettimes.

Specifies the MAC address in tBiacklistor Whitelist.

Used to select the time group policy upon which the MAC address filtering policy

effect.

D/Note

The time group should be configureddni Y S n Advaiudel

Specifies the remark of the MAC address filtering policy. The remark is optional.

SFecifies the status of the MAC address filtering pdlicyudingEnabledor Disabled

Used to edit, enable, disabler delete theMACaddress filteringpolicy.

Z Edit:

'

=

(&) Enab

Used to modify théVIACaddress filtering policy.
le: Used to enable th&lACaddress filtering policy.

s Disable ; Used to disable thMACaddress filtering policy.

T Delete : Used to delete théACaddress filtering policy.
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Parameter Description

i 2 KSy { $mhéddiicésRt in the filtering list odeviceswith the
filtering policydisabledcan accesthe internet.

It allows hosts or i When Deselectedrhe devicesiot in the filtering list odeviceswith the
devices not in the filtering policy disabledamot access the internet.
list to access the
internet.
|__|/ Note

To deselecthis function, configure a whitelist first.

Example of configuring MAC address filtering
Networking requirements
Ly Sy i SNLINWAS NBNSESNKSLIE 28 | ySi62N] @
wSlj dzA N6 YSdZNIR v 3 0 dza & W \SWETFaMBKY2 daNeky RoFyaY mi2 CNA RIF @ 0
A0DOFYy | 0O0S&daa GKS AYGSNYySit oKAES 20KSNJ adlhTF
Solution
¢K®£d@§@{c r?ﬁ&ﬁéq TAf@QMkya Tapy O @amaizr SOHKIFKIC
a!/ I RRINGSANDKF BE @2 Y LId20SANI MAEmMY T MY M. Yc 9
Confguration procedure

| 2y FAIdzNBE G K

1. Login to the web Ul of theouter.

2. Qonfigure the time group.

Navigate toBehavior>Group Policy> Time Groupand clickAddto configure the following
time group.
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Edit Time Group

Policy Name Business Hours
Time Period 1 08:00 18:00
Time Period 2

Time Period 3

Cycle = Every Day
Mon. Tues. Wed. Thur.
) Fri. Sat. Sun.

Remark

Cancel Save

Add the MAC address filtering policy.

1)  Navigate toBehavior> Filtering>MACAddress Filteringand clickAdd.
2)  Qonfigure the parameters in thAdd MACFiltering Policywindow, and cliclSave

T {StSCRtUCHNEYIKADKE®S  f 2SR (2 I OGS &iEK AlEK
SEI YL So

T 9YUSHI  RERNKata2 6 SR (G2 | 00Sad/ MKISY AW ATEINY 6. (
GKA& SElYLX So

i {Sf SOUGAYESOMNR ¢zLJ6 KA OK (KS LRfAQEAVIS A B&
GKA& SEI YL So

F &2dz YySSR (2 FTA{GBABYASYADRE2 ilK/QYTBRNBA A SEENI US

160



520dzYSy i MhiSNEA 2

Add MAC Filtering Policy

Filtering Policy White List (Allowed to access

MAC Address CC:3A61:71:1B:6E O]
%

Time Group Business Hours

Remark

Cancel Save

3) Deselectt allows hosts or devices not in the list to access the internit the displayed
dialog box, clicloK

MAC Address Filtering

m Delete
Filtering Policy MAC Address Time Group Remark Status | Operation
White List (Allowed to access the internet) CC:3A:61:71:1B:8E Business Hours - Enabled ¢ Edit @ Disable [@ Delete
punas ‘.[. .”. . ;. .t. . .;. .":.E.S.“.G: ‘.”.”.‘; .h;].t[.) .a.EC.E.S. .“. s : . .‘ .........
.......................................................
Ty R
Verification

hy fleé LIZNGKIEZEMRYWTH G KS 02 Y Lldzi S NJ/éYAoil! KY .chdy! MY KSR R N
[' b OFy | 00Saa GKS AYyUSNYySiG oK \EWRHHNENT &0 |
a2yRt2 CGINARLI &

9.2.3 Port filtering

Ovewiew

L LILIE AOF GAZFNILNZ il @ B2 865 RIIFDOMGS0 LI2INYE yLA2YNAS N&
VdzY o BRBIYOR YY2y & SNBROANSD HKSSENS tt & FAESR (2

[23 AY (2 (KPBJIHERIGAT DK |ipaRRtNIR eRET (ISNAS/HYAG S NS
GKS L)} 3So

hy GKA&a LI 3ST e @OCOENIDR YW NBELIBzaSRE Ay iSNYySi
GKSANI  0O0Saa G2 G4KS AT AaSNIAOS LIR2NIaA

QX
—
(-
w
>x
(0p))
puj
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Port Filtering @)

IP Group Time Group Port Protocol Remark Status | Operation

No Data

. 2dzGAARERE RR LI2yNTig TLI2(Et (A SONY 3

Add Port Filtering Policy X
IP Group
Time Group TimeGroup_Default
Port @
s
Protocol TCP&UDP
Remark

NA LIGA2Y

(@

t N YSGSNI RSa
Parameter Description

Usedto select the IP address group policy upon which the port filtering policy take
effect.

IP Group

D/Note

The IP address group should be configureldPisrougn advance.

Used to select the time group policy upon which the giteering policy takes effect.

Time Group D/Note

The time group should be configurediiime Grougn advance.

Port Soecifies the service port forbidden to access.

Protocol Soecifies the service protocol forbidden to access.

Remark Specifés theremark of the port filtering policy. The remark is optional.
Satus Soecifies the status of the port filtering poliaycludingEnabledor Disabled
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Parameter Description

Used to edit, enable, disable or delete thert filtering policy.

# Edit: Used to modify theport filtering policy.
Operation (® Ensble: Used to enable thport filtering policy.

= Disable ; Used to disable thport filtering policy.

T Delete : Used to delete theort filtering policy.

Example of configuring port filtering

Networking requirements
Ly Sy i SNLINWAS NBNSIESNKSLIE 28 | ySGg2N] @

wSlj dzA N6 YSdZNR vy 3 0 dza s W\SWANR 2 deidly Ré WY ii2 CNARF &0

FNE F2NDARRSY (G2 OoONRgaS 6SoLJ 3Sa o0¢KS RSTI dz
Solution

CK JN@FIBSNILIZ NI FAEGOSNAY I Fdzy O 2lya dzWS | IOKIA S ABK Si

2T GKS Lidz&D 2 arANG A ENE YT v o Hi @inpHybawc b n dp n @
Coniguration procedure

[ 2y FAIdz2NB | 2y FA3dz2NB Il RR G KS LJ NI

1. Login to the web Ul of theouter.

2. Qonfigure the time group.

Navigate toBehavior>Group Policy> Time Groupand clickAddto configure the following
time group.
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Edit Time Group

Policy Name Business Hours

Time Period 1 08:00 18:00

Time Period 2 Optional)
Time Period 3 Optional)

Cycle — Every Day
Mon. Tues. Wed. Thur.
(V) Fri. Sat. Sun.

Remark Optional)

Cancel Save

3. (Qonfigure the IP group.

Navigate toBehavor > Group Policy>IP Groupand clickAdd to configure the following IP
group.

Add IP Group

Paolicy Name Purchasing Department

IP Range 1 192 . 168 . 0 2 ~ 192 168 . 0 . 50
IP Range 2 . . ~

IP Range 3 . . -

Remark

4. Add theport filtering policy.

1) Navigate toBehavior> Filtering> Port Filtering, and clickAdd.
2) (Qonfigure the parameters in thAdd Port Filtering Policywindow, and cliciSave
T {StSQi DOMRIAKIAOK GKS LI2fAO0& daNOKI & AYFF SO
5SLJ NIAWSYilKAa SEI YL So

T {SESOR YEKPAR ¢zLI6 KA OK (KS LRt AQEAYEIYI B
GKAa SEFYLX So
T 9OV (I SNE WEHZ0SNI F2NJ 656 LI HSA o NRERA YyIEI WIKIA Dd
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T {St SONNBKEBOZR o0& (G(KS ASNWAOS® LiG A& NBO2®
¢/t 3d5t
'\@'Tip
i IF 22dz YySSR (20PN ASONNRMAS (I A DNEAER ¥ XK SOMTV AiAdKa $ 13- |
i L&2dz ySSR G2 TAf (SNId¥adS WGMLDIRS 40 2ySarS Gidein Z8ES/ K1 820Nl & =

Add Port Filtering Policy

IP Group Purchasing Department

Time Group Business Hours

Port 80 Q)
P

Protocol TCP&UDP

Remark

Cancel Save

Ty R
Verification

tdzZNOKF aAy3a adGFFF dzaAy3d 02 YLzl SNE ¢wdHI &M diyyd i R
GKS [!'b OF yy 2 o NRwwF N Fo/13k S BINA R &

9.2.4 URL filtering

Ovewiew

[23 Ay (2 (KB dJWH$RIGHKIT DK | i RINIBS N y T Alt 20 SSNAGYEINI
GKS LI 3So

hy GKA&a LI 3AST &2dz Oy Fif2g 2{N2 oNBRDIARIFIEHES WA
O0SKI @GA2NI AY GKS [! Dbod
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URL Filtering ®

Filtering Policy IP Address Policy IP Address or IP Address Group Time Group URL Keywords Remark Status | Operation

No Data

It allows hosts or devices not in the list to access the internet.

C2dz AR RE RR 1 w[S &F LI2d & Xk w3

Add URL Filtering Policy ) 4
Filtering Policy Blacklist (Blocked to access 1
IP Address Policy IP Address
IP Address
Time Group TimeGroup_Default
URL Keywords O]
V]
Remark

t I N} YSGSNI RSAONRLIIAZY
Parameter Description

Secifies the mode of the URL filtering policy.

I Blacklist (Blocked to access the internefjhe user with the specified IP
o ) address i®nly blocked to access specified websites duringspecified
Filtering Policy period, and is allowed to access all websites during otimees.

i White List (Allowed to access the internet)The user with the specified IP
addresssonly allowed to access specified websites during specified

period, and is allowed to access all websites during othersime

To filterone IP address, selet® Addressandenter the IP address.

IP Address Policy 1 fiiterone or more IP addresgoups selectiP Address Groumndselect the
corresponding IP group policy you set.

IP Address or IP D/ Note

A
ddress Group ThelP groupshould be configured if? Grougn advance.
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Parameter Description

Used to select the time group poliapon which the URL filtering policy takes effect.

Time Group D/Note

The time group should be configurediime Groupn advance.
URL Keywords Fecifies the keywords of the URL forbiddarallowedto access.
Remark Specifies theemarkof the URL filtering policy. The remark is optional.
Satus {LISOATASE GUKS aidl (dzAy DF dzR K FPIERI | BFAI R ¢

Used to edit, enable, disahler delete theURLfiltering policy.

# Edit: Used to modify the URL filterimmlicy.

Operation (B) Enable: Used to enable the URL filtering policy.

=

& Disable : Used to disable the URL filtering policy.
@ Delete : Used to delete the URL filtering policy.

T When SelectedThe devicesiot in the filtering list odeviceswith the
filtering policydisabledcan access thspecified websites

It allows hosts or i When Deselectedrhe devicesiot in the filtering list odeviceswith the
devices not in the filtering policy disabledamot access thepecified websites
list to access the
internet.
D/ Note

To deselecthis function, configure a whitelist first.

Example of configuring URL filtering

Networking requirements

Ly Sy i SNLINWAIS NBNSIESNKSLIE 28 | ySiGg2N] @
Sj dzA %Yssqzmya 0 dza & W \SVERNR 2 dzifB/ R BYWili2 GSEREY &:
- 00Saa 2YS ééoéxijéﬁﬁw&émﬁﬁémﬂ@mgﬂ@a@@wﬂﬂK|-|-yéc'
Y R o) ORNAOGOOEf SPO2YUVSX ¢gKAES 20KSNJ ail
Solution

CK NP d@l SN[ FALTGSNAY I Fdzy Ofyede y1 &G dyY & QIKKAFSI0 Si KiISK
2 RS&E YOO AKX LJdzd SNAE NI y ASrvFgNEDimomdndiv c y ®n &
Confguration procedure

| 2y FAIdzNBE /| 2y FA3dzZNE § > ! RR |3 f (G SNA

1. Login to the web Ul of theouter.
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2. Qonfigure the time group.
Navigate toBehavior> Group Policy> Time Group and configuralisplayedtime group.

Edit Time Group

Policy Name Business Hours
Time Period 1 08:00 18:00
Time Period 2 Optional)

Time Period 3 Optional)

Cycle — Every Day

Mon. Tues. Wed. Thur.
) Fri. Sat. Sun.

Remark Optional)

Cancel Save

3. (Qonfigure the IP group.

Navigate toBehavior>Group Policy>IP Group and clickAddto configure the éllowing IP
group.

Add IP Group X

Policy Name Design Department

IP Range 1 12 . 168 . 0 . 860 ~ 192 . 168 . 0 . 100

IP Range 2 . . . ~ . . . (Optiona
IP Range 3 . . . ~ . . . (Optiona

Remark

4. Add the URL filtering policy.

1) Navigate toBehavior> Filtering> URLFiltering, and clickAdd.
2)  Qonfigure the parameters in thAdd URLFiltering Policywindow, and cliclSave

T {SESCATHCNEYyaKADKE®E { t ad SROOSaa AlyK i KMyal
SEI YL So

T {StEO0! RRNEGRNIDNRREAMNBAaA A t2f A0e
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Até MtummMmiJzKAOK IKS LR{53D25 8N BAYSYF
Ay GKA&A SEFYLX So

=

. {fs GA YK SOAR ¢zLJ6 KA OK G KS LI Mdsh yislaaya 2393
GKA& SEFYLX So
T Y USNIWI[KSYSE 68 NROKY FNBE 40 @02 YT SKIAWO SRS
SEIFYLX So
Add URL Filtering Policy X
Filtering Policy White List (Allowed to access th
IP Address Policy IP Address Group v
IP Group Design Department v
Time Group Business Hours v
URL Keywords p;g:irest‘com:behance‘nel:dribbble O]
Remark (Optiona

3) Deselectt allows hosts or devices not in the list to access the internit the displayed
dialog box, clicloK

URL Filtering

IP Address Policy IP Address or IP Address Group Time Group URL Keywords Remark Status | Operation

IP Address Group Design Department Business Hours  pinterest.com:behance.netdribbble.com - Enabled £ Edit (© Disable (I Delete

T 19 Iy R

Verification

hyt @ O2YLIziSNE 2F RSaA3IyE M ok lbtnmaiy ROBRIME & K SNI ¥ E
FO00Sada (K3INFISNDBKA JERRNSE 0 60 04 ISAKOR2 Y21 KSNJ 02 Y
OFyy2i( | OOSHIA yinSYTiINg FYNIF 20 GINA R &
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9.2.5 Wireless MAC filtering

Ovewiew
[23 Ay (2 (KBdBERI VI ARSI GRRINGG MANST Saa a! /
CAf GBNASHAITSNI GKS LI IS

On this page, you can allow or block mobile users in the LAN ttecbio specifiedVi-Fi
networks based on their wireless MAC addresses.

@

Wireless MAC Filtering

Filtering Policy AP Grouping SEID MAC Address Remark Status 4 Operation
Mo Data
. 2dzO3MMRRERR  yS¢6 sANBESaa a!/ FTALGSNAY3I LR

Add Wireless MAC Filtering Policy X

Filtering Policy Blacklist {prohibit to access the W

AP Grouping APGroup_Default W

SSID IP-COM_77716D Ly

MAC Address 0]

#
Remark

NA LJGA2Y

O«

tF N YSGSNI RSa
Parameter Description

SFecifies the mode of the wireless MAC address filtepalicy.

T Blacklist prohibit to access théVi-Fi network): The user with the specified

MAC address is blocked to access the internet through the specified SS

) ) during thespecifiedperiod, and is allowed to access the internet through
Filtering Policy the SSID during othéimes.

T Whitelist (allow to access thaVi-Fi network): The user with the specified
MAC address is allowed to access the internet through the specified SS|
during the specifiegberiod, and is blockeffom accessinthe internet
through the SSID during othémes.
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Parameter Description
AP Grouping Used to slect the group to which theolicyapplies.

Used to select the SSID upon which the wireless MAC address filtering policy tak
SSID effect.

The SSID should be configuredhia Wi-Fisettingsin advance.
MAC Address Secifies the MAC address to be filtered.

Specifies the remark of the wireless MAC address filtering pdlieyremark is

Remark .
optional.

Secifies the status of the wireless MAC address filtering poidydingEnabledand

Satus Disabled

Used to edit, enable, disable, or delete the wirel&$&Cfiltering policy.

£ Edit: Used to modify thevirelessMACHiltering policy.
Operation (& Enakle: Used to enable thevirelessMACHiltering policy.

& Disable ; Used to disable theirelessMACfiltering policy.

T Delet= : Used to delete thevirelessMACfiltering policy.

Example of configuring wireless MAC filtering

Networking requirements
Ly Sy i SNLINRXS Sddd §& dABKINGRE A S HDANY wSOGSR (2 |y
08 NEK®SISNIYyR | f NBFRa KRSUHSBHAE WGKKSG2 (KS 1t o
WS lj dzA NBR'S JOAY y QX 2Nt 2yt & 21LISya | 00Saa G2 &S

Solution

CK P deglil SHA NBSf Saa a!/ FAEOGSNRY I &z GaAdES QiFKyE G
GANBE Saa RSOAOSA | NBICA (y2SHBRINGRIZDR y ASOdza A ¢S
a!/ | RRNBHESBSHYhBBy YOy ¥YBNMYIRYVIoWYUHSY naYnnYno
Confguration procedure

1. Loqg in to the web Ul of the router

2. Add the wireless MAC filtering policy.

1)  Navigate toBehavior> Filtering>Wireless MAC Filteringand clickAdd.

2)  Qonfigure the parameters in thAdd Wireless MAC Filtering Poligyindow, and click
Save
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T {StSOGF DNEJzZIOKK DR NR dzLIYASYS Filkdxtai SEI YL So

T {St SO{{ LiIKABK & DKa S\{&a A YAV RIHKANVOSHE YLI S

T 9y USHNI 6 KERRNMBAY SGKA OK (SKFSF SLARif A GeK AUQ K] S-aNB
5y YoyYnsYannYnnYnmT5yYoyYRBYAKNanSEHYTEY S

Add Wireless MAC Filtering Policy X
Filtering Policy Whitelist {(allow to access the Wi- ~
AP Grouping APGroup_Default \
=] WVIP ~

MAC Address

D&:38:00:00:00:01;D8:38:00:00:00:02
;D8:38:00:00:00:03

Ramark

Ty R
Verification
hyte GKS | 020S ¢6ANBtSaa RSOAOSa Oly 0O2yySaOi

9.2.6 User filtering

Ovewiew
[23 AY (2 (KBJIH$R ¥ ORI | igRRINGRS NOSYNa ChF ( S\WkKk M
GKS a@J 38

On this page, you can allow or block authenticated users in the LAN to connect to the internet
based on users and user groups.

User Filtering

Add
Filtering Policy User Policy User/User Group Time Group Remark Status .  Operation
No Data
It allows hosts or devices not in the list to access the internet.
 2dzO3IMMRR2Z RR | ySg dzASNI FAfGSNAyYy3I LRt Aded
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Add User Filtering Policy X
Filtering Policy Blacklist (Blocked to access 1
User Policy (®) User Usar Group
Usar Mama
Time Group TimeGroup_Default
Remark

t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

Fecifies the mode of the user filtering policy.

I Blacklist (Blocked to access the internefjhe specified user or user group
blocked to access the internet during the specifiestiod, and is allowed to

Filtering Policy access the internet during othéimes.

i White List (Allowed to access the internet)rhe specified user or user grot
is allowed to access the internet during the specifiediod, and is blocked
from accessinthe internet during othetimes.

Used to select the user policy (authenticated user or user group) upon whiclsdne

filtering policy takes effect.
User Policy
The authenticated user should be configuredtiocountManagemenin advanceand

the authenticated user group should be configuredUser Grougpn advance.

User/User Group Specifies the authenticated user or user group to be filtered.
User Name Specifies thaiser name of theuthenticated user

Used to select the time group upon which the user filtering policy takes effect.

Time Group

The time group should be configuredliime Grougn advance.
Remark Secifies the remark of the user filtering polidyhe remark is optional.
Satus Soecifies the status of the user filtering policy, includiirgabledand Disabled
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Parameter Description

Used to edit, enable, disable, or delete the ufiitering policy.
" Edit: Used to modify theiserfiltering policy.
Operation (& Enakle: Used to enable thaserfiltering policy.

 Disable ; Used to disable theserfiltering policy.

0 Delet= : Used to delete theiserfiltering policy.

T When Selected: The devices not in the filtering list or devices with the
filtering policy disabled can access the internet.

It allows hosts or i When DeselectedFhe devices not in the filtering list or devices with the

devices not in the filtering policy disabled cannatccesghe internet.
list to access the

internet, L/ Note

To deselecthis function, configure a whitelist first.

Example of configuring user filtering

Networking requirement
Iy Sy G SNLIWRXS Bddd Sd GABKIS ySS/UG2ANNING &4 S| QDA dzpa y T
I dz(i K SA/ZIA BIRIBOO2 dzy & KFa 6SSy | RRSR (awsBKS I dziF

A A, L oA s

I A N A 7

wg5 5SLIHNIKSWE A OF G 8RS NKNPRZIAM Fi3KkeS2 NR OFy I OO0¢

A

GKAETS 20KSNJ ad4F¥F¥ Oklyyz2io
Solution

¢CK NP dAdSBNI NI T A £ 0 S NAK/AIS GFSzyUCKISA 8BNS ljQdzAyNB YCB

Confguration procedure

1. Loginto the web Ul of the router

2. Configure the time group.

Navigate toBehavior>Group Policy> Time Groupand clickAddto configure the following
time group.
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Add Time Group X
Policy Name Business Hours
Time Period 1 08:00 18:00

Time Period 2
Time Period 3

Cycle Every Day

Mon Tues. Wed. Thur.

Fri. Sat Sun.

Remark Dptiona

Add the user filtering policy.

1)  Navigate toBehavior> Filtering>User Filtering and clickAdd.
2)  Qonfigure the parameters in thAdd User Filtering Policywindow, and cliclSave
T {StSCHf HICHENYIRKA OK[A @ t t 2SR G2 | OGS &lEK AlEK
SEIFYLX So

A

T (St SABNI PREMNID (AR O

To{ st $¢>Lﬁ SINK SYNPR ¢zLJ6 K A OK gj KS LRfwbe 5§;LJ1- 8& YSy
6asSit Ay FROIFIyOS0 Ay (KAa SEIYLX So
i {,A fS c”)q:':g\ Y& SOMNBEAN OK G KS LI2f A O& didAlySSHara$ Tl F25d¢
GKA& SEIFYLX So
Add User Filtering Policy b4
Filtering Policy White List (Allowed to access th
User Policy User E User Group
User Group R&D Department
Time Group Business Hours
Remark Dptiona

3) Deselectt allows hosts or devices not in the list to access the internkt the popup
window, clickOK

175



520dzYSy i MhiSNEA 2

User Filtering

Add
Filtering Policy User Policy User/User Group Time Group Remark Status | Operation
White List (Allowed to access the internet) User Group R&D Department Business Hours - Enabled # Edit (S Disable [y Delete

Ty R
Verification
5dzNA Yy 3 0 dza A yisy@ an K 2 BB YCHNA R RIS (PRABE & 5% KIS Na ¥
""" I i K

Olryy2io

9.2.7 VPNaccessermission

Ovewiew
[23 Ay (2 (KBIBHERI VI ARSHK2EBA§ ZBxNJby 3 00S a4
t SNYARAAEGYWEISNI GKS LI IS0

GKAE LIOAGTAB@NS Ok yb NI Sk 0052 520G Wa
F OOSaSNFSNKS [ bo

VPN Access Permission

Add Delete

Filtering Policy User Group Internal Server IP Address Remark Status | Operation

No Data

Allow hosts or devices not in the list to access the intranet

,2dzOAIARERE RR +typSd OO0S & aLRLOSANIGADE & A 2 Y
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Add VPN Access Permission Policy

Filtering Policy Blacklist (Blocked to access)
User Group VPMUser Default

nternal Server IP Address 0

t F NI YRESIZSOWNIA LJG A 2 y
Parameter Description

Fecifies the mode of th& PN access permission policy

T Blacklist (Blocked to accesshhe specifie®PN user grous blocked to

Filtering Policy accesspecified servers the LAN

T Whitelist (Allowed to access)rhe specified/PN user grous allowed to
access thepecified servers in the LAN

User Group { LSEMRS +tb dzaASNJ INRdzL) F2NJ 6 KAOK (GKS
Internal Server IP { LISOATASE [(S AY O SRKIOK AKNEIDINIbL t- OO R
Address ulF1Sa STFFSOuod

Remark Specifies the remark of tHéPN access permissipnolicy. The remark is optional.
Satus Secifies the status of th&PN access permissipnolicy includingenabledor Disabled

Used to edit, enable, disable or delete th®N access permissipolicy.

£ Edit: Used to modify th&/PN access permissipolicy.
Operation (B Enakle: Used to enable th&’PN access permissipolicy.
s Disable ; Used to disable th€PN access permissipolicy.

0 Delets : Used to delete th& PNaccess permissiopolicy.

When SelectedThe devicesot in the list ordeviceswith the policydisabledcan
access thentranet server.
Allow hosts or
devices not in the
list to access the

Intranet E Note

When Deselectedlhe devicesiot in the list ordeviceswith the policy disabledamot
access théntranet server

To deselecthis function, configure a whitelist first.
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Example of configuring/PN access permission
Networking requirements

'y SYGSNIINRAR &S dzad S 33 Silk SAdxSYiipSNIINRA 3 S NP dzii SNJI G 2

¢ KSYGSNILINAR &S KFra SadlrofAakKSR | tte¢t +tb 0S¢
4 dzo & MRAIIKNNER dzZ3 K G KS NEPdzi SN ¢KiSb K& Mﬂdﬂé@icﬁm
{ dzo & AMR AII2REF G KS NRIdARKRNRIZAGAB SE R LI &2 &dz@ ANRR A | NE

A LFHF KS +t o HASBRaNBHAOGI G2 OKSO1 (GKS aLISOA
+t b ASNIIAOS
wSlj dzZA NB Y Sdeai BAYRE RS M- t £ 26 SR (2 | 00Saa GKS KS
OKNRdzZAK ttc¢t afiOFFYRYIRI DOKSERNI A G @

Solution

CKS N@dzits NI OOS & aF deySINIVAA2aya AClYY | OKAS@S (G KS NXBIjd
I RRNBEAKSERIdzZKSISNE CetOMaASKHIISNI A4 MPpHPMCy @n
Confguration procedure

1. Login to the web Ul of theouter.

2. Add the VPN access permissipolicy.

1) Navigate toBehavior> Filtering>VPN Access Permissioand clickAdd.

2)  Qonfigure the parameters in thAdd VPN AccesBermissionPolicywindow, and click
Save

T {SESCRIUCANEY BKADKED@ 6! f f 2 AR GiK2A & BES avaL
T { St SOE SINK 5 KR dfIKHzoAa3A R A IAN® (WK A{al FSTER Y LI S o
T { Sy GSNY I { SHMIKS K HAGEM RREBE@AA SEI YLI So

Add VPN Access Permission Policy

Filtering Policy Whitelist (Allowed to access)
User Group Subsidiary 1 Staff
nternal Server |P Address 1592.168.0.104
I
Remark

e
coneel m

3) DeselectAllow hosts or devices not in the list to access the intrankt the displayed
dialog box, clickOK
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VPN Access Permission ®@
Add Delete
Filtering Policy User Group Internal Server IP Address Remark  Status ! Operation
Whitelist (Allowed to access)  Subsidiary 1 Staff  192,168.0.104 - Enabled ¢ Edit @ Disable W Delete

1 items in total 1 10 ~

Ty R

Verification

A z, A 7

GKS C¢t ASNIISNI gAGK {F

a4
AEOFY YRR I DO

7

hy i &80 aARHI@®EY m OO
t Gl Al o

MpH PMc Y RNBPEzAK tt ¢
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10 a 2 NE

¢CKA& 3IdzARS A& FT2NI NBFSNByOS 2yfeé IyR R2Sa y:
JdZA R F d108 A RN BIASIND SANSSIVKI  LIN2 RdzOG Y2RSft a 2NJ |
Y2RSt® ¢KS | OlGdzr £ LINPRdAzOG LINBGI Af &

10.1 Advancedrouting

10.1.1 WAN parameters
[23 Ay (2 (KB dWH$ RIGKIT la2BF RS v OS RH2w 2odzil A y 3

t I N YERASHNGSNI GKS LI 3 S0 yhiya JdiNNER YIKSS Sl @ F dzi( /|
L32 NI @

LT @2dz KI gSL 02 YN SOSRRNE EE/ &n NRAHEINIS ¥B aziA K
F OO0Sanal SINSS IS 2N GKSNFUSAYISIDNR@US O gA i KB G K&
LI N} Y& &l 08 (GKS LINRPoOofSYD

WAN Parameters ®@
WAN Port Rate MTU MAC Address Operating Mode Operation
WAN1 1 Gbps Full Duplex (Auto Megotiation) 1500 (Default MAC Address)  Internet £ Edit
Edit WAN1 Port Parameters b 4

Rate Auto Negotiation

MTU 1500

MAC Address Default MAC Address

Operating Mode Intermnat

WAN Link Detaction (®) Enable Disable

Detact Wab Address www.appla.com -
Detection Interval 10 0]

180



520dzYSy i MhiSNEA 2

t I N YSGSNI RSAONRLIGAZ2Y
Parameter Description
WANPort Secifies the WAN port of theouter.

Foecifies the rate and duplex mode of the WAN port, which must be consiste
with the rate and duplex mode of the WAN port at the peer side. Otherwise,
WAN port mayfail to transmit and receive data normally.

If the WAN port of theouter is connectechormally, but the corresponding
interface light is not onOr the interface light wilbnwait for a while (more than
5 seconds) after the Ethernet cable is plugged in. At this point, you can adju
WAN port rate of theouter to 10 Mbps halfduplex orl0 Mbps fullduplex to
solve the problem.

Rate

If you are uncertain about the rate and duplex mode of the WAN port of the
peer side, selecAuto Negotiation

Maximum Transmission UnMTU) is the largest data packet that a network
device transmitsand srelated to the WAN port's connection type

Generally, keep the default value. If you cannot access some websites or ce
send and receive emailspy can try to modify the MTU valugéhe
recommended modification range is 14891500 The following are scenarios
where commonly used MTU apply:

MTU T 1500 Used for the most common settings in ABRPPOE connections
and nonVPN connections.
T 1492 Used forPPBE connections.

T 1480: It is the maximum valufor the Ping function (packets larger
thanthis value will be broken down).

T 1450: Usedfor DHCPwhich assigns dynamic IP addresses to
connected devices

T 1400: Usedfor VPN or PPTP.

Fecifies the MAC address of the WAN port, which can be customized.

After the networking is set up, if thuter still cannot connect to the internet,
the ISP may haveound the account to a certain MAC addregsu can try to
MACAddress solve the problem by modifying the MAC address of the WAN port.

T Default MAC AddressThe defaultvalue can be changefithe MAC
addressis set toCustomize
i CustomizeYou can customize the MAC addrasgequired

Secifies the working mode of the WAN port.

i Internet: This modéds used as a normal WAN port to connect to the

Operating Mode internet.
T Local Network The WAN port cannot forward DNS requests, which
means that the internet cannot be accessed. This mode is usually |
for enterprise intranet.
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Parameter

WAN Link Detection

Detect Web Address

Detection Interval

Operation

520dzYSy i MhiSNEA 2

Description

When theWAN Link Detectioriunction is enabled, theouter periodically
detects the connectivity betweeWWAN Portand Detect Web Addressand then
selects the best WAN port link as the main egress link according to the dete
results.

Foecifies the domain name that needs to be detected.

D Note

When theWAN LinkDetectionfunction is enablegDetect Web Addressanbe
configured.

Secifies the interval to perform detections.

D Note

When theWAN Link Detectiorfunction is enabledDetection Intervalcanbe
configured.

& Edit: Used tomodify theWAN parameters

10.1.2 Multi-WAN policy

Overview

[23 Ay (2

t 2fRDSY 1SN GKS

0 KB dsbi $ RIGIA 13 a2 DEBURRS y O S RHand2t@idiAb y 3

REGF oFadSR 2¢ a2dNDS Ays2dz

adzZtr'Ab L2 f AOe

I TSNP d&SING £ S& YdzZ GALIX S 21 b LR2NIaz Ad OFy
alyYyS GAYS

LI 3S® hy Yézira AbLl LYoy §iz O y

|t

G2 | OKAS®PS o0l YROARGK &AdzLISNLIIZAAGA 2,
alYS (AYST a2yvd@PBa [LI2NBA O OFy 3INBF Gt & A YLINE
dzG At AT I BR @y SRIF (G KS

T LYGdStEtAISYGY [RE RAYRXOKWOSE AGKI G RIF G

I dziil2GvA Ol £ f & &

T/ dAGHYATASNE Oy RSaA3IyIGS |2
FRRNB&aa FFOO2NRAy3a G2 | Oldzrt ySS
T BAAIYO LY AYRAOAZGEFM (KEARBRBEKBOf SROD
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gyl RFdGl o0FaSR 2y &2dz2NOS Ay g 2dz

2 K Sy T/ OAIE 28V S SR YAYAGGAY T LIBNIY 1 iRl NG QG DA
0S O2yaraitsSyids FyR GKA&a O2y TAIdzNIUIK 2Ma AlAD Iy RH
2yt e adki@iyAb t 2ABAAEHSEX AISYde[2FR . I fFyOAy3

. & RSTINEUMIZBANKE LI2E KDt ARISY (D [ 26 S 0 2AYEk YO A v 3

A 2 s oA

aStSOGSRE HMEKSTF2IXE@ARK2 Odzali2YRID (WL AYORIDH A

Multi-WAN Policy ?)

Multli-WAN Palicy ntelligent Load Balancing @] Customize Disable
IP Group WAN Port Ramark Status Operation
Mo Data
Add Multi-WAN Policy X
IP Group
WAN Port WAN1 /
Remark (Optiona

t I N} YSGSNI RSAONRLIIAZ2Y
Parameter Description
Add Used toadd a newmulti-WAN policy.

Secifies thelP groupof the multi-WAN policyData traffic from this IP group which
IP Group can only be forwarded through the specified WAN port. Only one rule can be
configured for an IP group. You can configure the IP grolp @oup.

Secifies theWAN portof the multi-WAN policyData traffic from the specified IP

WAN Port group will only be forwarded through this WAN port.
Remark Yecifies theintroduction of the multi-WAN policy
Status SYecifies the status of the customizeaulti-WAN policyincludingEnabledand

Disabled
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Parameter Description

Used to edit, enable, disable or delete the mAN policy.
# Edit: Used to modify the miti-WAN policy

Operation ® Enakle : Used to enable the muliVAN policy.

& Disable : Used todisable the multWAN policy.
T Delete : Used to delete the mulkiVAN policy.

Example of configuringnulti-WAN policy

Networking requirements
Ly Sy i SNLNWAES NIBNEIRSNIKSI  dzl@ | Y §Siil 62 G ONB |j dzA NB
SYGSNIINAAS ySiig2N] = G662 0NEPBL ROISYNG SHGA K & KOISB!
4dz00SaafdzZ te | 0O0SaasSRod
¢t2 OKAS@PS f2KRBR SKFOBNIONKAEAS KIFa (GKS F2ff26Ay3

T/ 2YLMzi SNE 6AGK Lt { BRRMNBEYSHED mighin SINGE G &banad Hi
OKNRMRAKROD YR

T/ 2YLMziSNE SAGK Lt ERBDONBME S DN by s WD & &
OKNROBKRO® YR

Solution
C2dz Ol yY dii (B iR K Bidye O NpKddil B NY S8FB Ij dzK BB Y Sy

21 bMXRF ROl Y § & Ny &
21 bW KBl ROF YR . Yasnys

21 bltUQlL\[z I mLI2 NJi

w2 dzi S N.

2
al yr38ySy

02 YLz SNJ
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Configuration procedure

/ 2y ¥ A3dzNB 9yl ofS AKBE Naf id [ dza G 2 Y X bz ( foK .32

1. Login to theweb Ul of the router.

2. Configure the IP group

7

bl $A 3 § 8 HRNENGZL) L2 { DRRIdAR REDRITF A RENB 2t t 26 A y =
Lt 3JINE dzLa

IP Group ®
Policy Nama IP Address Range Remark Operation
IP Group 1 192.168.0.2~192.168.0.100 - &£ Edit W Delete
IP Group 2 192.168.0.101~192.168.0.250 - &£ Edit W Delete

3. Enable the multWANpolicy function

1)  Navigate toMore >Advanced Routing Multi-WAN Policy
2)  SelectCustomizefor Multi-WAN Policy
3)  Gonfirm the prompt information,and click OK

Multi-WAN Policy @
Multi-WAN Policy Intelligent Load Balancing @ Customiza Disable
IP Group WAN Port Bamark Status 4 Operation
Mo Data

4.  Customize the muKWAN policy

bl A& NS RPI vy OS Rhand2t@ialirb y 2 f IOYWR RRE2 Y TA I dzNB (1 K S
T2t 26Aya ! 0o 2IBWAROG A

Multi-WAN Policy @
Multl-WAN Policy Intelligant Load Balancing @ Customize Disable

IP Group WAN Port Remark Status & Operation

IP Group 2 WAN2 = Enabled & Edit (S Disable o Delste

IP Group 1 WAN1 - Enabled & Edit @ Disable W Delete
e YR

185



520dzYSy i MhiSNEA 2

Verification
2 KSYy I RSOAOS Ay GKS [!'b gA0K G2dH @™ cl yRIRINISME
FOO0Saayd SINGISKE RFEGF GNIFFAO AMEK FRNIDIANISES R yo & f
['b 6AGK Fy Lt |RRNBaalsgrn Sy N ¢ @By 2 G i 3
GKS RIFIGF GNIYFFAO Aa F2N¥HI NRSR o6& (KS 2! bH L

10.1.3 Static routing

Overview

w2dziAy3a A& |y 2LISNIGA2Y (2 OK22aS |y 2LJAYdz
GKS GFNBSGaNREXES S ¥drD2 ¥ EAIAZINBER ALISOAI £ NRdzd S
STFAOASYGZ YR Y2NB N OAHSO { NGBRAOSAl UIINRRLANGGl (!
aSt SOGA2Y YR SIaS GKS 20SNFft2¢ 2F NRdziS &as
F2NB I NRAYIOD

,2dz Oly adalLlSGatgecabliamBi sDNAY &ids 8§FAqzZ (0 I PIRGS G | ¢
Ly dSoF!IIYOSy 3 (KEES NES 8D FWIRA20 y SGF B adga SR (2 & LJ
GF BSTg 2N 2N K230 8% d TOSBWNI I KEBNBRRI | & de@O NP JA dzf €
G NBFSRINB &TX(ISAMAS{g2N] 2F AkES RANB OO NRPVANB I NR!
I RRNBEHEKNR dzZAK GKS AyBBNFIOS 2F GKS aidlFdiAd NP

[ note

i LT adlrGA0 NRdziSa I RBIGSY WiyRi A28y LAzaASR GASyR Iy StlgNeENg
YSG62N] AYUSNNHzZIIA2Y Yl & 200dzNJ Ay OFasS 2F ySig2n
GKSSGE2N] FTRYAYAAGNF 62N ySSRa (2 Ylydztfte OKIFy3aS

i 2 KSy | &L a0t dxiOlyzaAd AdiGIAb Qdzxfiede s &Gl GA O NP dz

[23 Ay (2 (KB dWH$RIGK T la2BFBuRRG v OS RH{wiRldaldAAG/ 3w 2 dzi
G2 SYUGSNI 6KS LI 3Sd hyl KR NANBBILE § R A IZHIGDMAMYOR
G2 FO0dzat yS{iaaANDl HPREABE SYaAP LI N YSGSNE (2

Static Routing

Policy Name Target Network Subnet Mask Default Gateway Interface Status | Operation

No Data

. 2dz OMYRERZE A KRR G GyASOaI2NER AN 8Ady 3
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Add Static Routing

Policy Name
Target Network
Subnet Mask
Default Gateway

Interface VLAN_Default

Cancel Save

t F N YSGSNI RSAONRLIGAZ2Y
Parameter Description

Policy Name Fecifies the name of the static routing policy.

Foecifies the IP address of the target netwddk).0.0target network and0.0.0.0
subnet maskndicate the default route.

Target Network '\@'Tip

If no accurate route is found in the route tabtbe default route will be chosen
for router to forward data packets.

Subnet Mask Specifieghe subnet mask of the target network.

Jecifies the ingress port IP address of the next hop route after data packets

egress from theouter.
Default Gateway

0.0.0.0indicates direct routing, which meatisat the target network is directly
connected to the interface of theouter.

Interface Specifies thénterfacefrom which packets egress. Select it as required.
Status Foecifies the current policy status, includiBgabledand Disabled

Used to edit, enable, disable or delete the static routing policy.

& Edit: Used to modify thestatic routingpolicy.
Operation [

.,

(k=]

) Enakble : Used toenablethe static routingpolicy.
& Disable : Used todisablethe static routingpolicy.

I Delets : Used todelete the static routingpolicy.
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Example of configuring static routing

Networking requirements
Ly Sy i SNirGyEIS NIBNEIEENE S dzZK$E 3y Shig 2N ML Aa O2
0 KABG SNY St titkitN® @lz3KKS Sy G SNLINR &S EKA&O K& dAl |
YySihg2N] WNRNKSIKES! br LI2NI ASYOSWIWSRFEMI ySii K &
Reyl YINFORMR 4 &
¢KS SYGSNIINRAE&ES KIFa MMHKD WT&ARSINAS OF I NBEIORMANES Y2y
AYGONI ySio

BS
SR

Solution

2dz Ol y{ (taiSA QiFKdBZ Odli A § ASNIRI] dPASEERIY SiyK(

5

Lyd SNy |
J FYUNJMTH¢MC¢MH
2!blnn]24.13 2 1 HJ2 INT

721 bz NI [ ! bk o ['bF RRNBaay
MMOHDOMCyYy Py Om

Configuration procedure

2y Yy B8&8 HR2ONB GKS >/ 2y FTAIdzNB (K

1. Log in to theweb Ul of the router.

2. Enabletwo WAN ports anadonnectWAN2port to the internet.

1)  Navigateto Network > Internet Settings
2) SetNo. of WAN Portgo 2.
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Internet Settings ®@

Ma. of WAN Ports

nterface Gigabit Ethernat Port
Mao. of WAN Ports 2 “
..................................................
Port Status
1 3
! LAN3 N4 ! A A ! ! I
LAM 1 LAN 2 LAN 3 LAN 4 LAN 5 LAM & LAN 7 WaN 2 WAN 1

3) UnderWAN?2 selectDynamic IP Addres®r Connection Typeandclick Connect

WARN WAN 2
Connection Settings
ISP Type Normal
Connection Type Diynamic IP Address
Primary DNS

Secondary DINS

Connect Disconnect

2 KSy { ik SAzEy y SOMKALIZND Aa ad00Sa

ax

Tdzf t & O2yyS$
Connection Status

Hardware Connectlon 1 Gbps Full Duplex

Status : Connected :

Configure thestatic routing

1)  Obtain the IP addresaformation of the WAN2 port.

bl GAIbESoBMGESNY SH yYIBEE®A YiEES Lt I RRNBaa Ay TF2N
21 bH doy2RONSOU AR yI & aldeYirdgad (G KS F2ft2gAy3ayY

WAN2 P Address Subnet Mask Default Gateway Primary DNS

192.168.98.190 255.255.255.0 192.168.98.1 192.168.98.1

2) Configure parametersf the static routing.

(KS F2tft26Ay3 GlrofS ftAada GKS adFiAO0 NRdziAy3
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Policy Name Target Network Subnet Mask Default Gateway Interface

Intranet Acess 172.16.100.0 255.255.255.0 192.168.98.1 WANZ2

bWA I aiBNGE ROl y OS RB{wil daiAMOEEW A d2iRR y D2 yIF NB 288 S NK
0KISRR {dF laDy w2 da XS Of A O

Add Static Routing X
Policy Name Intranet Access
Target Metwork if2 . 16 . 100 . O
Subnet Mask 255 . 285 . 255 . 0O
Default Gateway 192 . 168 . 98 . 1
Interface WAN2

T 19 ¥ IR

v~ A~ s oA

Static Routing @
Add
Policy Name Target Network Subnet Mask Default Gateway Interface Status T Operation
Intranet Access 172.16.100.0 255.255.255.0 182.168.98.1 WAN2 Enabled # Edit (© Disable {3 Delete
Verification
[ ' b dzaSNB OFy | 008Saa 020K (KS AydiSNySid I yR
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10.1.4 Routing table

[23 AY (2 (KB W RIGK T a2 BDFBiRRG v OS Rhwe2ddadAiyg=a S
G2 SYUSNI GKS LI I3ShayiKHEARSIF A6SSR & RERZDNASND A )

Routing Table (7)

Target Network Subnet Mask Default Gateway Interface
0.0.0,0 0.0.0.0 192.168.96.1 WANT
10.10.96.0 255.265.255.0 0.0.0.0 LAN
182.168.0.0 255.2565.255.0 0.0.0.0 LAN

t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

Jecifies the IP address of the destination netwdfloth the destination
network and subnet mask are 0.0.0.0, it is the default route.

Target Network [ Note
2 KSy | PdziS GKFEG SEFOGfe YIGOKSa
0SS T2 dzyF'e Ay U KNR dMEPRIBOA yE3S { IS it SUSK S KRS
GKS LI O01Sio

Subnet Mask Fecifies the subnet mask of the destination network.

Fecifies the ingress IP address of the next hop router of data packets. The
Default Gateway default gateway is 0.0.0.0, which meatisect routing that is, the destination
network is the network directly connected to the interface of tlater.

Interface Specifieghe interface of therouter that data packets are forwarded.
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10.1.5 Policy routing

Overview

t 2f A08 NRAziAy3A5o H&EIR NR/RBNYVY 33 LRHEWODRIKI G (KS
I RRNBaa 2FARSHSINYALISAR] Sl | 02 YLINB K S yGiliA2oNsH 302 v
N} GKSNJ GKIy GKS RSabGAylFrGA2y 2N 42dz2NOS Lt | R
YSUs2N]l 2 RSaAGAYIFGA2Y LERNII LINR(G202f YR 2! b
NRdziS aStSOliAzyo

2 AG0K GKAA Fdzy OB dz INIS yi HRBISRNR i KISF 01 Sda GKFG Y
O2yRAGAZ2ya (G2 GKS ALISOATASR GFNBSG ySGg2N]
[23 AY (2 (KB W RIGK T la2BDFBuRRGH v OS RHtwet dxiOwy 3w 2 dzi
G2 SYGSN KE LI ISD &xdzi&ly O2 T NBYzNB NBRS LJ2 €

Policy Routing

Policy Mame Source IP Address Range/Mask Source Port Destination IP Address Range/Mask Destination Port Protocol Interface Metric Status + Operation

Mo Data

C2dz OMYRERRE A RIR | NF 8§24 A (OR @
Add Policy Routing X

Policy Name

Source IP Address Range/Mask
Source Port

Destination IP Address Range/Mask

Destination Port

Frotocol ALL
Interface WAN1
Metric
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t I N} YSGSNI RSAONRLIIA2Y
Parameter Description

Policy Name Specifies the name of the policy routing rule.

Source IP Address

Range/Mask Specifies the source IP address range of data packets.

Source Port Specifies the source port of data packets.

Destination IP Address

Range/Mask Specifies the destination IP address range to which data packets are forwar

Specifies th port of the device to which data packets are forwarded, which

Destination Port ranges from 1 to 65535.

Specifies the protocol type of data packets.

T ALL If you are not sure about the protocol typ&l_Lis recommended.

Protocol T TCP Transmission Control Protocol is@mmon protocol that provides
reliable data transmission

i UDP. UserDatagramProtocolis a simple packetriented
communication protocol.

Fecifies the physical port for which the policy takes effect. Data packets the

Interface meet the conditions of theolicy routing will be forwarded through this port.
. Specifies the metric of the policy. A smaller metric indicates a higher priority
Metric . . .
policy routing. The metric value ranges from 1 to 9999.
Specifies the status of the policy routingetihcludingEnabled Disabledand
Status .
Expired
Used to edit, enable, disable or delete the policy routing policy.
& Edit: Used to modify the corresponding policy routing policy.
Operation (& Enakle : Used to enable the corresponding policy routing policy.

& Disable ; Used todisable the corresponding policy routing policy.

T Delete : Used to delete the corresponding policy routing policy.

Example of configuring policy routing

Networking requirements

AN A X 4 A 9~

Ly Sy i SNLINMYAS NIBNSESNIKSI  dzZlo KGR A S 5P XY wSOG SR
NGSNYySG GKNRAAK ttt2%® &GP SHNY 2 NABKISH S YWENIAYES
RATFSNBY (O vy FHS2NN0S GFINPEYK SGT KO OSaa Y2RS 2F GKS
I RRMB a &
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CKS SYGSNLINAAS RINBYSKE aw2t ABMNEY B KRAIPdz[i2b | R
MpH PMmcy dndupn OFy I O08%@ SolPG K yRIFSIUIBNINZSINGISYG S (
OGKS LIR2NI ydzYoSNJ Aad ddpdhdpd ®

Solution

,2dz Oy dzaS GKS t2fARBBWARBBYSyTidzy OdA2y (2 °

Ly iSNy
j’ Ly Ny
1 : M'I:‘H(DMCCDMH
w2 dziiSINIE S S e o
[ ! bi2 _IIZ!blHJQN.Ii [!mzﬁ.ﬁ

Configuration procedure

/| 2y FAIdzZNE GKS 21 bu LI D/ 2y TA DN

1. Loginto the web Ul of the router.

2. Configure the WAN2 port to access the internet.
1)  Navigate toNetwork > Internet Settings
2)  SetNo. of WAN Portgo 2.

Internet Settings ©)

Mo. of WAN Ports

Interface Gigabit Ethernat Port

LAN1 LANZ LAN3 LAN4 LANS WAN4/LANE WAN3I/LANT WANZ/LANB WAN1
LAN 1 LAN 2 LAN 3 LAN 4 LAMN & LAN & LaM 7 WAN 2 WAN 1
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3) UnderWAN?2 selectDynamic IP Addres®r Connection Typeand tick Connect

WARN WAN 2

Connection Settings

ISP Type Normal
Connection Type Dynamic IP Address
Primary DNS

Secondary DNS

Connect Disconnect

2 KSy {Hik §ABY Yy SOWXKSE 2! b LIRNI Ad adz00SaatdA e
Connection Status

Hardware Connection 1 Gbps Full Duplex
Status Connected

3. Configure the policy routing.

¢CKS FT2tft26Ay 3 (EDEIST NDRBIAANISYES ISENRY LI S

Polic S 1P Source Dregiinziien 1P Destination

Namc)a/ Address Port Address Port Protocol Interface Metric
Range/Mask Range/Mask

Web

Server 192.168.0.0/24 1¢65535 172.16.100.0/24 1¢65535 ALL WAN2 10

Access
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bgA I aAIBNG BRI Yy OS RBtwe2t dxiOeyrIv A tRERRY VF A 3 dzNB LI NI Y'S
0 KISRR2f A O8 swg 2 BY IHyBRS Of A Of
Add Policy Routing X
Policy Name Web Server Accass
Source IP Address Range/Mask 152.168.0.0 I 24
Source Port 1 - 65535
Destination IP Address Range/Mask 172.16.100.0 I 24
Destination Port 1 - 65535
Protocal ALL
Interface WAN2
Metric 10

Ty R
¢ KI92 It MPOBAER RS R &4dz00Saafdz feod

Policy Routing

Add
Policy Name Source IP Address Range/Mask Source Port Desti IP Address. Desti Port Protocol Interface Metric Status | Operation
Web Server Access 192.168.0.0/24 1-65535 172.16.100.0/24 1-65535 ALL WAN2 10 Enabled £ Edit ( Disable {7 Delste

\:]
Ny

S I\[J'ybEI)\IyHHFEm\EEamﬂaﬂmmcdendJHpn Oy |0
FYR GKS AYyiN»ySGo

[N ¢ )
w2

K2a
lj

U)) Q\

I
I
A

<,
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10.2 Virtual service

10.2.1 DMZ

Overview
I FTGSNI I RS@BmQ8a AlyK 91 KESKRGSIBRGEive & y2 tAYAGEGAZ2
O02YYdzy AOFGAy3a gAGK (KS WNSIISENESAIYd AQR2NI I8 EYF SralJt |
dzy RSNB I & 2y | O2YLMzi SNEIREZ dSb Ok yKASH WX Yil 102

YSSGAY3 YR 2yfAyS 3IFYSa 32 aYvy220KSN®

I__|/Note

i ' FGSNI @2dz aSd + [!'b RSGAOS Ia || 5a% K2ailxz (GKS R
FANB S KB dRFBA KS2G GF 1S STFFSOG 2y GKS RSOAOSO

i 1 FO1SNE Ylte2 OHifl O3 G diKN] o6 ®OF $IMANEHS ddIfofEBazy KA §
Fdzy O A2y

T CKS aSOdNMIRNIEEZ ARTGSIYNB | YR aeadSy FTEEARGIEE 2V
FTdzyOliAa2yd 5AakotS KSY gKéy zéAﬁi%MWKMAEWﬁOw&%{(
NBEO2YYSYRSR (2 RAA | o f OUA2YyIDk MIRA S¥2 0l &I K
0KS 5a% K2alo

(0p))
[atN

R

w

-+
Q.Q.
‘<‘

2, A M. A

[23 Ay (2 (KBdWH P RIORK T a2 BDERIARNETD dzl H5 & @RIDESFE SNI (0 f
LJ 3Sd hy G(KARRAFBRS I KE2 @22 QINBIZLI2 NI gZENB R % L2 |
Fdzy Ot A2y A& RAZdz 6+ 0 Diek RISTF O @z WIIONI YSGSNBE G 2

DMZ
Interface DMZ Host IP Address Status T Opearation
WANT Disabled & Edit

t I N} YSGSNI RSAONRLIIAZ2Y
Parameter Description
Interface Specifies thgort whose DMZ service will be enabled.
DMZ Host IP Address Specifies the IP address of the devicée set as a DMZ host within the LAN

Status Specifies the status of the DMZ policy, includimgbledand Disabled
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Parameter Description

Used to edit, enable atisable the MZ policy.
& Edit: t ify thedMZ poli
Operation & Used to modify thédMZ policy

{® Enable: Used toenablethe DMZ policy

& Disable ; Used todisablethe DMZ polig.

Example of configuring DMZ

Networking requirement
Iy Sy (S NLESyE S NaBnEizsNa S i mmlwzﬁmﬁmzmxwyﬁﬁééﬁ
AYUOSNYSG yR Oy 2FFSNIAYOISNYS SNIAOS F2NJ
NEIljdzA NEBYSyiday
¢CKS AYGNIYSH 6S0 ASNWSNI A& 2Ly G2 AYyiSNySi
gKSYy G(GKSe& FINB y2i Ay GKS SYGSNLINAaSo

Solution

i . 2dz Oy dzaS (GKS 5a¥% FTdzyOGAz2y (2 SylrofS
& SNIIS N3

i, 2dz Oy dzaS GKS 51/t wSaSNPadl d2yS R dnye O (BAS:
& SN S NIOKR MRS & a

l 34dzyS GKFG BWESAYEANMISBRBR NG aK26Y
-RRNBaad 2Wdpid ®Bcy o da p NIIS NY

i al!/ FTRRNBaa 2F GKS Kz2/&ayy di/KY 5/ Wdzy¥ap niKSd &
i { SNIZA @Rpdide NI Y

—
—

'@'Tip

T . ST2NB GKS O2yFAIdNI A 2yNP EYGEMENDY &0 K GLId@oKESA G ! bt  LB?
L2 NI 2060FAya | LINARGFGS Lt | RRNBaa 2udiyyOiMmeyNIYY S(
Gr1S STFSOGS I 2YY2y Ltdn | RRNB&daSa IINB Ofl aaAiATacs
2Pt Laa ! NIy3dS FNRY mnonodondn (2 MnOHppPHPPp PHPpP D
02 MTHOOMDHPPDPHPPD t NADIFGS Lt FRRNBaasSa 2F Of | &z

ToL@aYre y230 &adzIR NI dzy NB L2 NUSRRE B0 dzt 5 NI KIS ¥ @08 & B

GKSYSGGAYyIZ5adzZKREB NBO2YYSYRSR (&FI&dd Al NS LB KNES K.
cppop0X &AdzOK | a ddhppE G2 SyadaNBE y2N¥Irf | 00Saao
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Ly dSNy

21 bmk RRNBamdymnpg dmmc

P w2 dzi S NJ
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Configuration procedure

{Si GKS 5

Lt

1. Login to theweb Ul of therouter.

2. Set the DMZ host.

1) Navigate toMore > Virtual Service> DMZ
2) Lacatethe corresponding WAN parand clickedit

DMZ ®@
Interface DMZ Host IP Address Status T Operation
WAN1 - Disablad i 2 Edit}

3) SetDMZ Host IP Addregghe IP address of the LAN device to be set as the DMZ, host
which is192.168.0.250n this example

4)  ClickSave
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Edit WAN1 DMZ X

Interface

DMZ Host IP Address 192 . 168 . 0 . 230

CE .1CEI m

5) dickEnable

DMZ @
Interface DMZ Host IP Address Status T Operation
WANT 192.168.0.250 Disabled 2 Edit i® Enable!

Reserve a fixed IP address for fb®lZhost

1)  Navigate toNetwork >DHCP Settings DHCP Reservatioand clickAdd.

DHCP Reservation @)
Add Delete Import Export
Terminal Name Terminal Type IP Address T MAC Address Remark Status Cperation

2) Set thefollowingrules, andclickSave
T {SESNNAYIZIKEIKE &{ SNIVESKA & SEI YLIX S
i {Sﬁtl‘?ﬁal\rﬁéﬁrﬁ$ ‘FAE?E Lt tﬁﬁNﬁéé FaaA3adySR G2
MPHDWwep P G(GKAA SEFYLI So
T {SA&! 'RRNBAEAGKS aASNUSNVYW2¥GEINFRENQKXE BHEI YL
T {SWSYENWKADK fES&NIDSANY ! (RRINS aSEI YL So

Add DHCP Reservation X
Terminal Name Web Server
IP Address 192 . 168 . 0 . 250
MAC Address C8:9C:DC:60:54:69
Remark Web Server Address (Optional)

Cancel Save

Ty R
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Verification

ly G S Ny SG@iI yzasSde®O S & & N dziNG &/ SKi O G SENIARINGI&Y Az Sy 3

FLILJE A G &iSoNB Y 1088k k b W2 NI RIRNB&BEKS Ay iNI ySi aSND
RSTFI dzf  LIPHNG 1y QYD BT NIRREIBAGS A @ SiSoNByi 2 O2 €

yI YBR kb W2 NI RR/NB\ESHBIAONET

Ly GKA& SEI YL SXGMAY ik @G $ia&bapnlp RoRiNBDEH & Y Adhéb i b

, 2dz Ol yYNFMEBERNODNNS Yy i 2 ! by 232 WHO i a2  RRINB&E dra
LF5bAa Syl of SR 2VYy KNy Gl yodAB2MA > O0Sa d i KA A YAl
ly (i NJ&YNSIHALIDSE A G SiSoNB yi M08 3 Y K k 2 IR YUI2ANIYL WG YE&S NB & OS
LJ2 ®Ji
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10.2.2 DDNS

Overview

55b{ A& |0
Ot ASyid &8y

NEDQA | 5IBRI FEND 5EF I {YSNIDAOSP® 2 KSy |
& 0KS Lt F RRNK®dE 2 Nl KiK S5 5ChdgNINESS/NIID S
6Sa GKS YILIWAY3I NBflFrGA2yaKALA o685
OKAS@GAY3a ReylFIYAO R2YIFIAY YIYS NBa:
hy (GKA& LI 3ST &2dz OFy Y L) NPKJIS ISEDV IANOA @ t 2! bR RIN
FAESR R2YIl 5% bWdnyYGioh XK SAa ISy SNIff e YAISRA WA (K
YR 5a¥% K2al (2 SylFrofS AyiSNYySi dza SN®EIzGIS2NI | O
OKNPIRZKFAY YIYS gAGK2dzi OF NAy 3 RINB&dzdd G§KS OK

[23 AV (2 (KB dJIH$RIGKIT a2 BDERRNET dz tH55 bSINAZ ADYSH S NI
LI XL BP dAKISNI ONBIF SR I O2 NNBaLRRMOYEI RBF% dIA{IA ¢
GKS a6Radd /SR KA ded S YRIRAZFARS & K SBdp di mE R

A~ oA A~ s

Tdzy Ol A2y Ad RAAIOf (W Pea REFOhA WONI ¥ 820 ONK D2

a SNIWSNJ dzLJR

0
R
|.

RGlFolasSs t

DDNS
Interface Connection Status ISP Usar Name Domain Mame Status T Operation
WAN1 Disconnactad 3322.0rg Dizabled & Edit ® Enable

t I N} YSGSNI RSAONRLIIAZ2Y

Parameter Description
Interface Specifies the portor which the DDNS service is enabled
Connection Status Foecifies the connection status between thauter and the domain server.

Specifies theservice provider of DDNS.

ISP D Note

You need to sign up at the website of the ISP for an account before configuri
the DDNS service.

User Name Specifies the usarame for logging in to the DDNS service. The naere is the
login usemame that you have signed up at the website of the ISP.

Secifies the domain name information provided by the DDNS service pro\
Except fororay.com you have to manually enter the domain nhame that you hi
applied at the corresponding website when you use services from other se
providers.

Domain Name

Specifies the status of the DDNS service poifwiudingEnabled Disabledand

Status Expired

202



520dzYSy i MhiSNEA 2

Parameter Description

Used to edit, enable or disable tiIEDNS servicgolicy.

/ Edit: t ify theDDN icgolicy.
Operation - Used to modify thddDNS servicgolicy.

{# Enable : Used toenablethe DDNS servicgolicy.
& Disable : Used todisablethe DDNS servicgolicy.

Example of configurinpDNS

Networking requirements

A v s oA

Iy SNLUINRA & 5078 SNLPNEIBENA S i dzld KGR A SBR WS @1 SR G 2
NGiGSNYySi2 FWRBNEGSINIDA OS F2NI [ ! b dzZaSNEP ¢KS Sy dS
NEIj dzZA NS Y Sy i &

CKS AYGNIYSH 6S0 ASNISNI A3 G2LIPYOSAaAYKSNIFi
gKSYy G(GKSe& FINB y2i Ay GKS SYGSNLINAaSo

Solution
i, 2dz OF yt AMIS aFK8rRYAE2Y (2 SylroftS AydSNySi
5S0 &aSNIISNP
i 2dz Ol y5s 5pH{8zy DK E 2y (2 Syl otS AyuSNySi dza
ASNISNJ) GKNRdzZAK || FAESR R2AUF Gz SKI &2 1 @21
I RRN’F&aa OKIy3aSo
i, 2dz Ol y5 IdzatS wiKaGSdxZ0 (im22yy (2 502 i SRO08a & S
& SNIS NIOK R BBE & a
l dadzYS GKFEG BRESAYEDNMISNDSBWI A4 aK2py o0St26Y
i Lt I RRNBaad 2Wpid ®Bcy &a da p NS NY

i al!/ FTRRNBaa 2F GKS Kz2/&ayyY qi/KY 51/ Wdzy¥ap niKSd &
T { SNIDA @Rpdide NI Y
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'@'Tip

. STF2NB (KS O2yTAIdzNI (A2 yNP ERY/GEMENDY a0 K+ (LIJGOKESA G ! Lbt  LB2
LR NI 200FAya | LINAGEFGS Lt | RRNBaa 2N Iy AyiaN) yS(
y2d GF1S STFSOU® /2YXZYSRt WYURBRENBAEASEZI NEl B8 &2
IRRNJSaéSa 2F Oflaa ! NIYy3aS FTNRY wmndnodndn (G2 wmnodr
MTHOMC ®Pndn (2 MTHPOMPHPPPHPpP® t NAGIGS Lt | RRNBA&:
M®pPHPMCcyppP® p p PH

1o L@YEe y20 adZAJR NI dzy NBLR2NISR 6506 aSNIBAOS | 005484¢
GKSY aSOUAYI yER NI I NBE NBO2YYSYRSR (&F I &3d Ad S LB B S
G2 cppop03X &dzOK Fa ddpdpE G2 SyadaNB y2N¥Yrf | 00Sa:

i LOYIt yR SEGSNYIE LR2NIGa Oy 68 RAFTFSNByGo

Wy i SN ¢

4
y
=

A lubm L2 NIi

w2 dzi SN
T

[ b L}¥NI

{ SG LI NI

1. Login to theweb Ul of therouter.

2. Set portmapping

b KA Il aiSNGE 2 NI dzI tHt 2 SNIAAPEHF RS ( T2 K S RYAMGFT ySOSaal N
2 dz RBYSNINK2ILD v 3
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Port Mapping ®
Port Mapping @ Enable Disable
Add
Internal IP Address Internal Port External Port Protocol Interface Remark Status | Operation
192.168.0.250 9999 9899 TCP WAN1 Enabled # Edit © Disable fi Delete

Set the fixed IP address assigned to the server.host

1)  Navigate toNetwork >DHCP Settings DHCP Reservatioand clickAdd.

DHCP Reservation ©)

Add Delete Import Export

Terminal Name Terminal Type IP Address T MAC Address Remark Status Operation

2) {SiG TXiSt RBAFER {Of BD |
T {SESN)YAYIZKEHOKSH a{ S IS KR a
T {Stt RRNBH#M@SAESR Lt FRRNBAaa
MpHDwep P G(GKAE SEFYLE So
T {SA! "RRNBaaGKS ASNUSNYW2 ¥EINFHEQ@K XX BHE YL
T {SWSYIENW KA DK A SNIISANY ! (RRNS aSEI YL So

SEI YL So

FaaA3dySR (G2 (K

Add DHCP Reservation X

Terminal Name
IP Address
MAC Address

Remark

¢ KEA ESR I RRBE

DHCP Reservation

Web Server

192 . 168 . 0 . 2560

C8:9C:DC:60:54:69
Web Server Address

(Optional)

Cancel

SANPER adz00SaaFdzZ teod {SS GKS

)

Add Delete Import Export
Terminal Name Terminal Type IP Address T MAC Address Remark Status Operation
Web Server Others 192.168.0.250 CB8:9C:DC:60:54:69  Web Server Address  Enabled & Edit & Disable W Delete
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Register a domain name.

[ 23 AW 5bhd GLMWMBOARSNI 6S0aArVilSWS | &2 dizY RS2 SSNIK S
0KS dagWARYMHESEIptE YR (KS R22YKYASY?2 S/dEYoSH HAdE2 NH
Set DDNS

1)  Navigate toMore > Virtual Service>DDNS3o enter the configuration pageClickEdit
after the corresponding WAN port rylevhich isWAN1in this example.

DDNS Q)
N
Interfaca Connection Status ISP Usar Name Domain Mame Status T Oparation
WAN1 Disconnactad 3322.0rg Dizabled : £ Ed t ® Enabla

2) Configure the following parameters in the pop Edit WAN1 DDN&indow, and then
clickSave

T {S{ SNISNI G KB 3 RBENJ LIN2 JA RSNJ 6 KSNBU B 24K & QK.
AdoHHMDEKER YL So

T { SGASNI bytRSa a B2 BRNBEKK Y5282 KywoShpc (0 KA &
SEIFI YL So

T {SRYIFAYIbIKEOKYSEASDOY HHMORNABSE YLX So

Edit WAN1 DDNS X
Interface
Server Provider 3322.0rg Go Sign Up
User Name JohnDoe
Password
Domain Name JohnDoe.3322.0rg

I:ar":é

3) dickEnable

DDNS Q)
N
Interface Connection Status ISP Usar Mame Domaln Mame Status T Operation
WANT Disconnectad 3322.0rg JohnDoa JohnDoe.3322.0rg Disabled & Edit :(® Enable
T 19 Y TR
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A A

¢CKS O2yFAIANIIGAR Y )\ﬁzvsya\zm SR RBFWBHEKG MKS L
a

{6 Kasy y SOMMRFYySOGA2ydAa adz00SaaTdz
DDNS
Interface Connection Status ISP User Name Domain Name Status | Operation
WAN1 :—-—-' 3322 JohnDoe JohnDoe.3322.0rg Enabled Z Edit © Disable
Verification

ly G S Ny S yizaZSde®O S & & N diNG &/ SKi O G SENIARINGI&YEIMdzD Sy 3
FLILJE A G &ISONB ¥ 3108%R k b W2 NI RIRNBEKS Ay iaNIySi asSND

RSTI dzA & 1IRrNG |ycmf$>aﬂﬁ\|u NIEREIBABSE A @ sy 2 O2 f
yI YBR kb L2 NI FOR NS AP NI

Ly GKA& SEI YL S X iids K ixdbofoSHarad 2> NERNGBdadaid A &

\@’ Tip

LT AVZEASWESI Yy 2 (I 0 G@SAND SINKS2HUITIANDMEN YILIRRS/UINE G KS F2f f 3

YSiK2WRE& o 2yS

i 9 ¥ dzNB  (AK/TG0S BE/MIES e R AN RO2 NNB O i @

i al & oKSS uaeauSYTﬂ-'Ml\thBazlé’Z?ZudlymLHWIy
dzaBROSA&EIP f S (KSAS LINPINF YA |y

RS a B Onz8R §HIBANFASER 2 C
R GNEB F3AlLAYyO®

10.2.3 DNShijacking

Overview

AN A zMA

5b{ Aa | 0ocRYBMYI DR NISNRFRSING 2 Yyl 38 (KS
OSUGERIZ Y AY YK I RRNBAKDS2 VI RY YVLS I RRNB
G2 SIOK 20KSN¥»

Z
Qx b’)
AV ~=

FGSNI5b{ KA2FO{AYy3 Aa O2yFTAIdINBRI 6KSy [! Db
R2YFAY YyIYS A2 KXKNBEQif & RIRNBESR O NNBaLR2yRAY3
[23 Ay (2 (KBdJHERIGHKT a2 BDERIARND dzl (H5 ) SENIDA BB O] A Y =
SYGSNI GKS LI 3S o Oy TIAKaMENBLIKAKESE O FNESel H@REASERA O &

DNS Hijacking

Domain Name Map IP Address Interface Status T Operation

Mo Data
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